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Abstract— This paper describes the design, fabrication and 
testing of KOHIRA which is under development. KOHIRA 
consists of half of a Paraboloidal reflector of diameter 1.164 m, 
fed by two coplanar arms, each at 45 degrees from the vertical. 
KOHIRA is energized by a transient pulse generator PBG 3 
offered by Kentech in UK. The input pulse has amplitude of 12 
kV, a 10-90% risetime of 100 ps and an exponential decay time 
of 4.2 ns.  
  Keywords- Impulse Radiating Antenna, Half IRA, Transient pulse 

I. INTRODUCTION  
KOHIRA is schematically shown in Figure 1. 

 Figure 1. Notional sketch of KOHIRA 

Focal length F = 42.3 cm, Diameter D = 116.4 cm 
F/D = 0.363 and Depth d = 19.737 cm.  
KOHIRA is expected to work over a band of frequencies raging 
from a low ( f ) to high ( hf ) frequencies. The low frequency 
 limit is governed by the reflector size and the high frequency is 
governed by the rise time of the input pulse and how well the 
feed is constructed. Considering some risetime degradation 
between the pulser output and the wavelaunch on to the 
reflector, KOHIRA is expected to work from about 150 MHz to 
about 1.75 GHz. 
 . 

 II   EXCITATION VOLTAGE WAVEFORM 
The voltage waveform is analytically modeled by 

 Figure 2. Excitation voltage waveform 

With V0 = 12,000 V, Τ =0.05, β = 0.048, td = 200 ps, ts = 0.5 ns 
and is shown plotted in Figure 2. This waveform has a fairly 
simple Fourier transform. The pulse generator is a 50 Ohm 
device and the input impedance of the antenna is 100 Ohms and 
we have inserted an impedance transformer at the feed point.  

 II    RADIATED ELECTRIC FIELDS 

The radiated electric fields are estimated and shown plotted in 
Figure 3.  

 Figure 3. Calculated electric fields at various ranges 
We will present detailed design and measurements as it 
becomes available. 
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Abstract—Spurious electromagnetic emanations can propagate 

along the power-grid cable network of critical infrastructures, 

which poses unacceptable risks for their security and safety. 

According to international standards, protective devices have to be 

inserted in low-voltage distribution networks in order to prevent 

physical damages due to either overload or short-circuit. We 

propose here to characterize these devices by measuring their 

scattering parameters in order to estimate their effects on the 

conducted propagation of electromagnetic interference along the 

power network. 

  Keywords-component: Protective devices; Power-grid; 

Electromagnetic interferences; 

I. CONTEXT 

Many studies [1-3] have been devoted to the analysis of the 
conducted propagation of intentional and unintentional 
electromagnetic interferences (EMI) along the power-grid. It has 
been shown that the low-voltage distribution network acts as a 
guiding structure for these interferences. The use of models [3] 
has shown that we are able to analyse the conducted propagation 
of EMI along low-voltage cable networks. Models of such a 
network have been improved by the integration of appliances 
impedance [3] in electromagnetic simulation software. 

In order to go further in the improvement of power-grid 
models, we propose to measure the scattering parameters of 
protective devices, obtained from different manufacturers and of 
several current-rates, at radio frequencies. Moreover the 
measurements have been performed with the power-supply 
turned on and shut off (respectively off-line and on-line states of 
devices) in order to know if appliances connected to the power 
network can be damaged by high-power electromagnetic attacks 
in both configurations. The measurement results have been 
inserted in the CRIPTE Code [4] simulation software developed 
by ONERA. 

II. OVERLOAD’S AND SHORT-CIRCUIT’S PROTECTIONS

International standards [5] define the protective devices (fuse-
based breakers and magnetic-based breakers) that have to be 
added to the power network structure in order to protect a 
facility from physical damages that may be due to short-circuits 
or overloads. Both types of devices have been connected to a 
Vector Network Analyzer, thanks to simple adapters based on 
50 Ω connectors. The scattering parameters of the device under 
test have been obtained by removing the effects of the test 
fixture. This has been achieved by using a software-based de-

embedding procedure [6] and the deterministic modelling of the 
adapters. 

III. INTEGRATION IN THE CRIPTE CODE

The CRIPTE code [4] allows analyzing the conducted 
propagation of electromagnetic interferences in topological 
networks by solving the BLT equation. The modelling of 
complex cable networks is based on the combination of uniform 
sub-networks by means of tubes (representing the cable 
bundles), connected by junctions, as well as end points 
characterized by loads. 

The tubes can be characterized either by the per-unit-length 
parameters obtained thanks to a 2D-field solver or by the 
measured per-unit-length parameters of cable bundles. 
Concerning the junctions, they can be characterized by 
impedance or scattering parameters. The last approach has been 
derived to insert the scattering parameters of devices in their on-
line and off-line states as 4-port junctions.  

Low-voltage power network models [3] have been improved 
by using the measured scattering parameters of the tested 
protective devices. It will be shown how the electromagnetic 
interferences are affected by those protective devices. Several 
outcomes will be also presented. 
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Abstract— A simplified model of corona discharge for the finite-

difference time-domain (FDTD) computations has been applied to 

analysis of lightning-induced voltages at different points along a 

single overhead wire in the presence of corona space charge around 

the wire. The magnitudes of FDTD-computed lightning-induced 

voltages in the presence of corona discharge are slightly larger than 

those computed without considering corona.  

  Lightning; corona discharge; finite-difference time-domain method; 

lightning induced voltage 

I. INTRODUCTION 

In this paper, we apply a simplified (engineering) model [1, 
2] of corona discharge developed for FDTD computations to
analyzing lightning-induced voltages on a single wire above 
ground, which simulates the configurations employed in Nucci 
et al. [3] and Dragan et al.

 
[4]. In the corona model, the 

progression of corona streamers from the wire is represented 
as the radial expansion of cylindrical weakly-conducting (40 
S/m) region (sheath) around the wire.  

II. MODELING 

Figs. 1 (a) and (b) show the plan (xy-plane) and side (yz-
plane) views of a 5-mm radius, 1-km long overhead horizontal 
perfectly conducting wire located 7.5 m above ground. 
Lightning channel is represented by a 600-m long, vertical 
phased ideal current source array. Two cases are considered in 
which lightning is assumed to terminate on ground at points A 
(midpoint of the wire) and B (close to one of the line 
terminations). For FDTD computations, this conductor system 
is accommodated in a working volume of 400 m × 1200 m × 
750 m. Cell sides along x, y and z axes are 2.2 cm in the 
vicinity of the conductors, and increase gradually to 10 and 
200 cm beyond that region. Corona discharge is assumed to 
occur only on the horizontal wire.  

III. ANALYSIS AND RESULTS

Figs. 2 (a) and (b) illustrate induced voltages at different 
points along the overhead wire with and without considering 
corona on the wire, computed using the FDTD method for a 
negative lightning return stroke. Fig. 2 (a) is for stroke 
location A (35-kA current), and Fig. 2 (b) is for stroke 
location B (55-kA current). It follows from Fig. 2 that the 
induced voltage magnitudes are larger and the risetimes are 
longer in the presence of corona discharge on the horizontal 
wire. This trend agrees with that reported in [3] and [4], 

although the increase predicted by our full-wave model (up to 
5%) is less significant than in their studies based on the 
circuit-theory approach (up to a factor of 2). 

Figure 1.   Plan and side views of a 5-mm radius, 1-km long overhead 

horizontal wire located 7.5-m above the ground.  

(a)    (b) 

Figure 2.   FDTD-computed waveforms of induced voltages at different 

points along the wire. The computations were performed for perfectly 

conducting ground with (a) stroke location A (y = 500 m) and (b) stroke 

location B (near y = 0 m). 
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Abstract—A typical IEMI attack on a facility would involve 
high frequency (or fast transients) high-level radiative or 
conductive assaults resulting in transients entering equipment on 
their attached cabling.  However, another possible attack uses 
low frequency and low levels – introducing harmonics onto the 
AC power system.  Such an attack, if possible, has some 
differences from high-frequency attacks, including that it is less 
erratic – just as for the AC power itself, any low frequency signal 
introduced on the AC wiring will appear essentially 
undiminished at all attached equipment.  In this paper we report 
on tests performed to determine the response of common low 
voltage power supplies when their AC power feed is distorted by 
various types and levels of harmonic distortion.  It is found that 
switched mode power supplies are immune to such attacks, but 
rectifier type supplies are very susceptible, if the harmonic 
distortion is not symmetrical. 

Keywords— harmonics, wall warts, small power supplies, 
switched mode power supplies 

I. INTRODUCTION 
Many low power electrical devices are powered by (or their 

internal battery charged by) “wall warts”.  These are small 
converters that typically plug directly into an AC outlet (hence 
their colloquial name), and put out a low voltage level (typical 
DC) via a cable, which plugs into the equipment and supplies 
its power.  Older such supplies typically consist of a 
transformer-rectifier circuit, while newer ones are more likely 
to use switched mode power supply (SMPS) circuitry (Fig. 1). 
In our tests we looked at many samples of both types of 
supplies, introducing various forms of harmonic distortion, and 
stepping up the distortion level, trying to find damage levels. 
The basic results were that the rectifier types of units were 
easily and consistently fully damaged, while the SMPS types 
could not be damaged. 

II. TEST SETUP AND PROCEDURES

The basis for our tests was a Schaffner NSG 1007-5-208-
413 AC Power Source (harmonic generator).  The generator 
provided the AC power to the test sample, which was loaded 
on its output side by a 50 Ω resistor.  Measurements were made 
of the input and output waveforms, along with the DC output 
voltage.  We also recorded the case temperature of the test 
sample.  For harmonic distortion we only used single 
harmonics – either 2nd or 3rd harmonic.  For either, the 
waveform shape varied with harmonic phase.  We also did tests 
with added DC (zeroth harmonic).  Each test point (selection of 
harmonic number, phase, and percent distortion level) was 
applied for five minutes, while we watched to see if the test 
sample “died”.  We gradually increased the distortion level in 
successive test points, in order to determine damage levels. 
Four test waveforms were selected, two using 2nd harmonic 
and two with 3rd harmonic.  Three of these waveforms had 
polarity symmetry – for a given waveform the negative peaks 
were the same as the positive peaks, while one was 
asymmetrical, with the negative peaks twice the amplitude of 
the positive peaks.  Additional tests used DC offsets, which 
also had the effect of producing an asymmetrical waveform. 

III. TEST RESULTS

Four of the test samples were of the SMPS type (more are 
to be tested), and these were very hard to damage.  (One did 
die, at the very extremes of our test conditions, in which the 
AC waveform had peaks of 644 volts, with almost 100% 
distortion of a 230 VRMS AC fundamental power feed.) 
Besides this one unit that died at our highest test levels, the 
devices all easily survived the worse distortion available from 
the test generator – almost 100% distortion, or up to 70 volts 
added DC.  These devices also did not show the temperature 
effects noted with the rectifier supplies. 

However, our 16 samples of rectifier type supplies were 
very different – we completely damaged every unit.  For 
symmetrical waveforms, however, the units did not show any 
adverse effects, up to almost 100% distortion.  But with 
asymmetrical distortion, they died (the transformer primary 
windings opened) at low distortion levels – typically at a few 
tens of percent distortion.  They also similarly died at added 
DC levels of a few tens of volts.  For both damage modes the 
units also had extreme temperature increases. 

Figure 1. Samples of wall wart power supplies. 
Rectifier Type SMPS Type 
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Abstract— This paper describes the design, fabrication and 
preliminary measurements of a facility in Seoul, South Korea to 
meet the Radiated Susceptibility Standard RS 105. This facility is 
under development. This facility will be used for susceptibility 
testing of electronic equipment. 
Key Words - Transient pulse, RS-101, EMP, susceptibility testing 

I. INTRODUCTION  
This facility has been called KEMPS and the goal is to produce 
the RS-105 compliant e-field environment and the facility is 
schematically shown in Figure 1. 

  Figure 1. Schematic diagram 

The pulser exciting the facility is manufactured by EMC 
Montena of Switzerland and the model number is EMP 230K-
2-23 which is designed to work into a load of 100 Ohms.   
The facility is designed for a TEM impedance of 100 Ohms 
with the overall dimensions of:  length l = 18.5 m, maximum 
height b = 3.71 m and the full width of the top plate 2a = 5.98 
m . This makes (l/b) = 4.98 and (b/a) = 1.240 resulting in ~ 100 
Ohms to match the pulse generator. The top plate is formed by 
stretching stainless steel wires. Two catenaries’ supports are 
required, to support and maintain the tension in the wires. Stainless 
steel wires have been routinely used to prevent corrosion 
problems and they have adequate electrical conductivity. 
The sag will be held to less than 5% of the span. The ground plane 
design accounts for the test object loading factor and are made of 
galvanized steel mesh of varying sizes except in the pulser region, 
where it is designed to be a solid plate. A portion of the ground 
plane is formed by solid plates for test object movement. 

II. SPHERICAL TEM   MODE   CALCULATIONS

A spherical TEM mode propagates in the conical transmission 
line and the excitation pulse has frequency components ranging 
from DC to about 200 MHz. The low frequencies in the pulse 
are well terminated by the distributed termination at the end of 
the line and the high frequencies do not see the termination and 
get radiated out. Some of the intermediate frequencies can leak 
to the sides of the facility. The spherical TEM mode is depicted 
in Figure 2. The radial components of the electric and magnetic 

fields are zero.  The principal components are Eθ and Hφ.  The 
spherical TEM mode propagation is shown in Figure 2.  

  Figure 2. Propagation of spherical TEM mode 

III   PREDICTED E-FIELD  LEVELS 

The predicted fields in a normalized format are shown in Figure 
3 as constant-field contours. 

Figure 3. Constant normalized e-field contours in the central 
plane of the working volume (2m x2mx2m) 

The normalized e-field at the center of the working 
volume is 0.96. The corresponding absolute value for a 230 kV 
input pulse will be [230kV/3.71m] x 0.96 = 59.5 kV/m. It is 
noted that since the pulser output is nearly a double 
exponential, the analysis and results presented here are 
applicable at any instant of time t during the pulser waveform, 
in a relative sense. In other words, at every t during the pulser 
waveform, TEM waveform is propagating. In the frequency 
domain, the results presented are valid from dc up to a frequency where 
a non-TEM mode comes in with appreciable amplitude. Details 
of analyses and preliminary measurements will be presented. 
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Abstract—The final step in processing measured 
EMP data on a test object is to extrapolate it to an 
EMP standard as described in [1].  The extrapolation 
corrects for simulator inadequacies in amplitude, 
spectral density, and planarity.  Many test programs 
have used only Type 2 (single point) extrapolation. 
However, it will be shown in this paper that the use of 
Type 3A extrapolation, where the data is spatially 
averaged over the working volume, offers significant 
improvements in the results.   
Keywords-EMP, CW, waveform averaging, extrapola-
tion 

I. INTRODUCTION 

    To estimate the coupling of EMP to an aircraft or 
other test object, the measured data must be extrapo-
lated to a standard EMP waveform as described in [1]. 
This is done to correct for simulator inadequacies in 
field amplitude, spectrum, and uniformity.  Many test 
programs have used only Type 2 (single point) extrap-
olation.  However, it will be shown in this paper that 
Type 3A extrapolation (where the data is spatially 
averaged over the working volume) offers significant 
improvements in the results for both horizontally and 
vertically polarized simulations.     
     There are several steps in the extrapolation pro-
cess.     
1. Measure the principal components of E and H

across the working volume, with phase. 
2. Remove the ground reflection from each meas-

urement using (E + H)/2. 
3. Average the results across the working volume.
4. Normalize the cable current measurements to the

averaged field value and multiply by the EMP 
standard.       

 If the field pattern in the CW and pulse illumina-
tions are uniform, and the CW radiated spectrum is 
flat, the final CW and pulse results will compare 
very well.  Examples are shown in the paper.   

_______________________ 
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II. WAVEFORM AVERAGING

A. Horizontal Polarization.  For an overhead inci- 
dent, horizontally polarized wave, there will be a 
large ground reflection that must be removed. 

B. Vertical Polarization.  Vertically polarized fields 
also reflect off of support poles and trailers, causing 
notches in the field map spectra at every test point.  
However, these notches are spatially dispersed – 
they occur at a different frequency at each point in 
space due to differences in travel time between the 
arrival of the incident and reflected fields.  There-
fore, when the measurements are averaged, they 
will disappear.  These notches do not appear in the 
internal cable current measurements, because the 
test object responds only to the average field.    

Fig. 1.  Measured electric field at one point in space showing the 
appearance of the spatially dispersed notches. 

Fig. 2.  Averaging 5 TP reduces or eliminates these notches.  
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Abstract—The trend in society is to integrate more and more 

electronic devices in critical infrastructures which make them more 

vulnerable to high power electromagnetic attacks. Many studies 

were devoted to the analysis and the detection of electromagnetic 

attacks against critical electronic systems. In almost all cases, 

detection devices are additional hardware devices which need to be 

placed inside the facility. A new approach, considering the target 

itself as a sensor, is proposed to detect HPEM attacks. 

  Keywords-component; HPEM attacks; HPEM detection; Forensic; 

I. INTRODUCTION 

During the last decades, high power electromagnetic 

(HPEM) attack [1] against critical systems has become a topic of 

high interest. The protection from and the detection of such 

threats becomes of fundamental interest in order to prevent 

either service disruptions or physical damages. Many studies 

were devoted to the analysis [2-3] and the detection [4-5] of 

electromagnetic attacks against electronic systems. Generally, 

detection devices are additional hardware systems [4-5] which 

need to be placed inside the facility. In this abstract, it will be 

shown that the target itself can be naturally used as a sensor and 

that the statistical analysis of recorded information can be used 

for HPEM-attacks detection. 

II. FAULT DETECTORS 

The information system, a computer in what follows, 

possesses several interfaces (peripherals, communication links) 

and internal sensors (temperature sensor), as summarized in 

Table 1, that can be used to monitor any trouble that may occur 

during its use. The wireless interfaces, known as front-door 

coupling interfaces, can be used to monitor the noise floor, the 

signal to noise ratio and the received power of the surrounding 

electromagnetic environment. 

Additional parameters can be monitored on the computer 

using the general commands provided by manufacturers such as 

CPU load, motherboard sensors status, memory faults or 

software crashes can provide, when properly correlated, a 

reliable HPEM-attacks detector system. Mouse deflection errors 

on a computer running a Microsoft Windows operating system 

have been reported [5] during immunity testing. In order to 

obtain further details, we decided to work on a Linux 

distribution which allows getting deeper in the kernel system 

logs. 

TABLE I. Information available on a computer 

Communication 

interfaces 

Detectors Information available 

2G/3G, NFC, PLC WI-

FI, Bluetooth  

noise floor 

signal to noise ratio 

bit error rate 

received power 

data rate 

Ethernet 

Hardware 
CPU 

Memories 

fault analysis 

 load  

temperature 

Software 
Operating system 

software crashes 

Drivers 

III. ONLINE DETECTION AND FORENSIC

The collected data can be analysed in real time or stored, 

either locally or remotely. Alert messages can be provided to the 

user of the computer. Moreover, if a computer is physically 

damaged, a forensic analysis can be applied by extracting and 

analyzing the collected data in order to estimate if the computer 

has been hit by HPEM-attacks.  

Furthermore, the wide deployment of such software in a 

large IT-network can lead to the design of a distributed agent 

mesh which allows increasing the efficiency of HPEM-attacks 

detection. 

During the presentation the test results from HPEM-attacks 

against a monitored computer will be presented. It will be shown 

how the proposed method provides a low-cost built-in reliable 

way to detect HPEM-attacks and their effects on a target. 
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Abstract – The description of the National Primary Standard 

Facility of lightning impulse current unit, its operation principles 

and the results of its experimental characterization are presented. 

The current pulses in the amplitude range from 1 to 100 kA with 

minimal rise time 140 ns are generated in the standard facility. 

The expanded uncertainty of the realization of the lightning 

impulse current unit (P = 0.99) is no more than 2.6%.  

Keywords – lightning, impulse current, standard facility, calibration 

I. INTRODUCTION 

It is important to monitor a waveform (amplitude and time 

characteristics) of the current pulses generated in the 

simulators during lightning immunity testing of the aerospace 

vehicles, power systems and communication devices. There are 

different types of the measuring instruments (MI) used for this 

purpose (EM 8.4.5 and EM 8.4.6 in accordance with BIMP 

classification). The development of the standard facility of 

lightning impulse current solved the problem of calibration of 

such MI [1].  

II. THE STANDARD FACILITY CONSTRUCTION

The lightning impulse current waveform is normalized in 

the standards. The amplitude of component A is 200 kA with 

the rise time tR ≈ 2-5 μs (according to various sources, for 

example [1, 2]). Consequently the reference current pulses for 

the MI calibration must have the rise time no more than tR = 

2/3 ≈ ≈ 0.7 μs at the amplitude IA of order 100 kA (since 

usually the MI dynamic range is more than 2). These 

statements formed the basis of the standard facility 

development.  

Figure 1. Standard facility for realization of lightning impulse current unit 

The standard facility includes the following devices (Fig.1): 

high-voltage pulse generator (HVPG) consisting of the 

capacitive storage 1, high-voltage gas-filled gap 2 and the unit 

of the discharge resistance 3; single-turn high impulse current 

transformer 4; output terminals 5 and current shunts 6. 

Noninductive coaxial shunts are made of the manganin foil and 

they are used for the determination of the generated pulse 

waveform parameters.  

There are two operating modes in the standard facility. In 

the first mode the capacitive storage is directly discharged on 

the output terminals. At the same time the small amplitude 

current pulse with the short rise time is generated to determine 

the transient response rise time of calibrated MI. In the second 

mode the storage discharges through the high impulse current 

transformer and the current pulse with the amplitude up to 

100 kA is generated to determine the conversion ratio of the 

MI.  

III. FACILITY CHARACTERIZATION RESULTS

The results of standard facility experimental 

characterization are presented in table 1. The typical 

oscillograms of the current pulses generated in the standard 

facility are presented on the Fig. 2 (the voltage-current re-

calculation has been made taking into account the shunt 

conversion ratios). 

TABLE I. METROLOGICAL CHARACTERISTICS OF THE STANDARD FACILITY 

Op. mode Amplitude IA, kA Rise time tR, μs Duration tP, μs 

I 1.0÷8.0 0.14÷0.4 10÷12 

II 6.0÷100 9.2÷10.0 35÷36 

Figure 2. The typical oscillograms of the generated current pulses 

The expanded uncertainty of the realization of the lightning 

impulse current unit (P = 0.99) is no more than 2.6% 
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Abstract—This paper proposes a time-domain method for the 

lightning transient performance of the grounding device. Based on 

the partial element equivalent circuit method, it considers the 

frequency-dependence in the time-domain, and refers to the 

alternating direction implicit difference scheme for the 

unconditionally stable solution. 

  Keywords- grounding; partial element equivalent circuit (PEEC); 

time-domain; frequency-dependent; lightning. 

I. INTRODUCTION 

The lightning transient characteristic of the grounding 
device plays an important role in the lightning protection [1]. 
For evaluating and analyzing, simulation is a very effective 
approach. There are several kinds of methods such as the 
transmission line method, the finite-different time-domain 
method, the method of moment and the PEEC method. 
Compared with the former three, PEEC gives consideration to 
both efficiency and accuracy [2].  

In this paper, a modified PEEC method is proposed with 
following characteristic: a) bases on the electromagnetic quasi-
static (EMQS) hypothesis and time-domain analysis; b) 
considers the frequency-dependence, as well as the multi-layer 
soil and the mutual coupling; c) refers the ADI difference 
scheme for the unconditionally stable solution. 

II. GENERAL PRINCIPLE OF METHOD

Firstly, for conductors buried in the lossy ground, the node 
voltages V and the branch currents I are arranged alternatively, 
V are located at the nodes, and I are located at the middle of 
the branches. Then, the EMQS equivalent circuit is 
established in the frequency domain, which considers the 
frequency-dependence, as well as the multi-layer soil and the 
mutual coupling. 
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where Is is the current source vector, A is the incidence matrix, 

Yr and Za are respectively the admittance and the impedance, 

which are full matrixes. By the vector fitting method [4], each 

of the frequency-dependent elements can be approximated as a 

rational function in the complex frequency (s) domain: 
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Then, by the inverse Laplace transformation, (1) can be 

transferred from the frequency domain into the time domain as: 
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where Br and Ba are the infinite integral items resulted, and can 

be calculated by the recursive convolution method [3]. 

Lastly, by the ADI difference scheme [4], one traditional 

time step is split into two sub-time steps as (4) and (5). Then, 

the implicit and explicit difference schemes are respectively 

applied. 








































0
22

4

3

22

2121
21

1
21

2121

a

nn

a

nn

a

nT

n

s

n

sn

r

nn

r

nn

r

t

t

B
ii

R
ii

LvA

ii
AiB

vv
G

vv
C

(4) 








































0
22

4

3

22

211211
21

1
21

211211

a

nn

a

nn

a

nT

n

s

n

sn

r

nn

r

nn

r

t

t

B
ii

R
ii

LvA

ii
AiB

vv
G

vv
C

(5) 

III. VALIDATION AND CONCLUSION

A typical tower footing device, shown in Fig.1, is tested 
and simulated by the proposed method. It can be seen that 
they have quite a good agreement.  

φ18mm

4m

1m

Impulse Injecting

1m

ρ=20Ω·m

Fig. 1. The validation model and the results 
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Abstract— Open wire based TEM-waveguides can mathematically 
be described by an advanced transmission-line theory which 
involves intrinsically radiation effects. The radiated power is 
calculated directly from the complex, position and frequency 
dependent parameter matrix and the potential and current 
distribution on the wires. The calculated radiated power is 
compared to emission measurements in a reverberation chamber 
and good agreement is achieved. 

 TEM-Waveguide; Advanced Transmission-Line Theory; Electro-
magnetic Radiation 

I. INTRODUCTION 

TEM-waveguides are widely accepted for qualification 
testing in EMC. They provide a dominant TEM 
electromagnetic wave in the designated test volume. Closed 
TEM-waveguides, as for example GTEM cells, intrinsically 
produce higher order field modes above cut-off frequencies. 
This modal behavior can be analytically described by 
generalized, but classical multi-conductor transmission-line 
theory. For open TEM-waveguides radiated electromagnetic 
energy must be taken into account. Therefore, it is necessary to 
use an advanced transmission-line theory to describe the 
electromagnetic field in the waveguide and the radiated power. 
For a conical wire based TEM-waveguide (like a NEMP 
simulator) Transmission-Line Super Theory (TLST) was used 
to calculate the radiated power [1]. For this case the TEM-
waveguide can be handled as a nonuniform multi-conductor 
transmission-line. The theoretical results were compared to 
power emission measurements in a reverberation chamber. 

II. TRANSMISSION-LINE SUPER THEORY

TLST [2] is a full wave description of Maxwell’s 
equations cast into the form of telegrapher’s equations of 
classical transmission-line theory.  
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Eq. (1) shows the TLST equation for a nonuniform N-
wire system parameterized according a common parameter ζ, 
describing normalized arc lengths, with excitation only at the 
ends of the lines. The parameter matrix )1*(P  must be 
evaluated using an iterative process [3]. The matrix elements 
are now position and frequency dependent complex values. 
The radiated power can be calculated from the TLST 
parameter matrix and the potential and current values on the 

wires of the multi-wire transmission-line system which are 
available after solving the coupled first order ODE with the 
appropriate boundary conditions for exciting sources and 
loads (see Fig. 1). 

III. EXPERIMENTAL VALIDATION 

Reverberation chambers are very well suited for emission 
measurements of electronic systems because of their nearly 
isotropic field distribution. Radiated power measurements on 
the wire models of an open TEM-waveguide fit very well to 
the TLST calculations. In our experiments the radiated power 
calculations using TLST were validated to measurements for 
the first time [4].    

Figure 1.   TLST calculated radiated power for open wire based TEM-
waveguides made of 1, 3 or 9 wires.  
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Abstract— A fiber-optic current sensor is developed for measuring 

aircraft in-flight lightning current.  It is based on Faraday Effect, 

which causes light polarization in a fiber to rotate when the fiber is 

exposed to a magnetic field.  Advantages include the abilities to 

measure total enclosed lightning current and to conform to 

structure geometry.  The sensor is capable of measuring 300 A – 

300 KA, a 60 dB range.  This paper reports test results of lighting 

direct and in-direct effect current amplitudes.  Potential 

applications extend beyond aircraft and lightning uses. 
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I. INTRODUCTION  

Sensors used in previous efforts to measure in-flight 
lightning current suffered from installation issues or inability to 
directly measure total currents.  A fiber-optic current sensor 
was developed that addressed these concerns for in-flight 
measurements. When installed around structures of interest the 
sensor can measure the total current enclosed by the optical 
fiber sensing loop, much like a Rogowski coil.  However, it is 
self-integrating, and can measure DC current.  The fiber is light 
weight, flexible, and conformable to arbitrary structure shapes. 
It does not suffer from hysteresis and saturation like current 
transformers. Being non-conductive, the sensing fiber can be 
safely routed directly into the aircraft fuselage, eliminating the 
need for optical converters.  Applications are not limited to 
aircraft and lightning. 

II. SENSOR CONCEPT AND TEST RESULTS 

Faraday Effect causes light polarization in the sensing fiber 
to rotate when exposed to an external magnetic field in the 
direction of light propagation [1,2] 

(1)

where ϕ is the polarization rotation angle in radians, V is the 

Verdet constant, B is the magnetic flux density, H is magnetic 

field, and l is length.  Forming N fiber loops and applying 

Ampere’s law result in ϕ being directly proportional to the 

total current enclosed I (Eq. 2). Thus, I can be determined by 

determining ϕ. 

(2)

Fig. 1 illustrates a polarimetric detection scheme to 
determine the rotation angle ϕ.  The optical scheme uses a 
1310nm wideband laser, a spun highly birefringent sensing 
fiber [2], a reflective scheme with a Faraday mirror, and a 
dual-detectors setup for common-mode noise subtraction. 
Measurement range from 300 A to 300 kA was achieved, a 60 
dB range [3]. 

A number of tests were performed with good results.  Fig. 2 
illustrates a 200 kA peak current test at a commercial lightning 
test facility.  Reasonably good results were achieved despite an 
imperfect setup due to installation limitations.  Fig. 3 illustrates 
measurement on a simulated aircraft fuselage.  The peak 
current was 4 kA, limited by the laboratory test equipment 
used.  Fig. 4 demonstrates excellent isolation for low current 
measurement on an internal structure (simulating equipment or 
wire bundles) in the presence of a significantly larger current 
on the outer aluminum structure.  Sensors of the same design 
also successfully measured triggered lightning [3] with 
excellent result comparisons though data are not reported here. 
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Abstract—The hardening of critical infrastructures against threats 
of intentional electromagnetic interference is mandatory in order 
to improve their safety and security. We propose in this paper to 
demonstrate how the extreme value statistics can be involved in 
risks management procedures for the estimation of appropriate 
protections thanks to the evaluation of a safe margin. 
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I.  CONTEXT 
Intentional electromagnetic interference (IEMI) poses 

unacceptable risks for the security and safety of critical 
infrastructures. The hardening of these structures has been 
enhanced thanks to risk management procedures. In the same 
time, the complexity of systems and networks imposes to lay 
aside experimental tests for a combined use of simulation tools 
and statistics [1]. The use of models imposes to take into 
account the uncertainty and the variability of input modeling 
parameters. This has been achieved by the introduction of 
stochastic methods, such as the Monte-Carlo approach, which 
allows estimating the variability of a physical quantity under 
study.  

In Electromagnetic Compatibility studies, the Gaussian 
model (computation of the mean and variance of the physical 
quantity under study) is mainly applied, even if it is known for 
failing in accurately modeling the probability of outliers. We 
propose to highlight the benefit of extreme value statistics [2] 
for an accurate design of protective devices. 

II. VULNERABILITIES AND PROTECTIONS ANALYSIS

The risk has been formulated [3] as a function of the 
Exposure of the target, its Vulnerability and its Criticality as 
follows: 

Risk = α{Exposure, Vulnerability, Criticality} 

Based on the estimated risk, additional protective devices 
should be inserted in the infrastructure.  

In order to define the appropriate protection line (PL), it is 
necessary to estimate accurately the following parameters [4]:  

- Threat Level (TL), provided by standards;  

- Immunity level (IL) of the device to be protected; 

- Safe margin (SM) in order to introduce the parameters 
uncertainty and variability. 

As soon as we focus on the security and safety of critical system, 
it is necessary to manage the worst-case scenario (as depicted in 
Fig. 1) where the tails of distributions overlap. It has been shown 
[2] that the extreme values statistic, and more specifically the 
excess model, is a well-founded methodology for the analysis of 
highly improbable events. 

Figure 1. Probability density function of IEMI vs. Device susceptibility 

By adjusting the extreme values thanks to the generalized 
Pareto distribution [2], the TL, IL and SM levels can be 
computed for a given probability. 

III. RISKS MANAGEMENT

During the presentation, it will be demonstrated how we can 
capitalize on the prediction of the extreme values statistics of the 
devices immunity (IL), IEMI level (TL) and protections 
performance for the design of appropriate protective systems 
(SM). 
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Abstract— Internationally, Weapons based on EMP are rapidly 
developed. Meaning of EMP is abbreviation of Electromagnetic 
pulse. And  generally, This meaning is  high power electromagnetic 
wave.  But, In the academic world,  accurate representation of 
EMP is HPEM(High power Electromagnetic). And to minimize  
influence of HEMP, the shielding facility including high shielding 
effectiveness(SE) is being manufactured. when designing shielding 
facility, required units  like vent, waveguide, shielding door should 
be included in the shielding facility. The PoEs generating by these 
units can drop performance of shielding facility. In this paper, To 
analyze these factors, After artificial the PoEs are installed, we are 
compared with shielding effectiveness according to vertical and 
horizontal polarization of antenna. And the operational frequency 
is 10k~1GHz defined to MIL-STD-188-125-1. But applied antenna 
according to frequency is different. So, we apply Loop antenna in 
the 10k ~ 20MHz and biconical antenna in the 20M ~ 100MHz, Log 
Periodic(LP) antenna in the 100M ~ 1GHz. And As defined to 
MIL-STD-188-125-1, the position of transmitting antenna is 2.05m 
away from the shielding wall. Likewise, The position of receiving 
antenna is 1.00m away from the shielding wall. Used the shielding 
room has shielding effectiveness more than 90dB. The size of 
shielding room is 2.4m × 6m × 2.4m. Configuration units of the 
shielding room are one shielding door, one filter, one waveguide. 
And we measure electric field strength according to shape of PoE. 
After we are compared with shielding effectiveness of shielding 
facility and shielding effectiveness of no shielding facility electric 
field strength, we calculate shielding effectiveness. 

  Keywords- PoE(Point of Entry), Shielding Effectiveness, Antenna, 
Shielding facility, Electric field strength 

I. INTRODUCTION

Currently, the Shielding facilities to block various high-
power pulse weapons or electromagnetic wave are 
manufactured. And, the shielding effectiveness as index to 
evaluate these facilities is being used. So, After we establish 
position of antenna and frequency scope applying the standard, 
the experiment is conducted and we calculate shielding 
effectiveness(SE). 

II. MAIN SUBJECT

In this experiment, we manufacture 1×100 ㎟ slot in the 
shielding room having shielding effectiveness(SE) more than 
90dB. And we measure the shielding effectiveness of the 
shielding room according to antenna radiation 
characteristic. Also, In the frequency scope 10k~1GH,we 
arrange Loop, Biconical, Log Periodic(LP) antenna 

Figure 1.   Shielding room and PoE(Point of Entry) 

0 100M 200M 300M 400M 500M 600M 700M 800M 900M 1G
0

20

40

60

80

100

120

140

 Vertical Polarization_SE
 Horizontal Polarization_SE

Frequency(Hz)

Sh
ie

ld
in

g 
E

ffe
ct

iv
en

es
s(

dB
)

Figure 2.   Shielding effectiveness comparison 

In  lower frequency, shielding effectiveness between 
horizontal and vertical polarization is almost same. But, In high 
frequency scope 10MHz~ 300MHz, the shielding effectiveness 
difference is more than 40dB.  

III. CONCLUSION

 Through the experiment, the shielding effectiveness of  
antenna's vertical and horizontal polarization about horizontal 
shape slot are different[1]. So, we can know the fact that plane 
wave of antenna according to shape of PoE is differently 
propagated.   
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Abstract— FOI is establishing a facility for destructive HPM 
testing and is developing an envisaged test methodology for such 
tests. The methodology consists of two test phases: (1) Determine 
the lowest power density required to destroy an object within a 
frequency range, using a reverberation chamber. (2) At this 
frequency, determine the most sensitive direction of attack using an 
HPM generator. A reverberation chamber and an HPM-generator 
adequate for such tests are also presented. 

  Keywords- Destructive testing, High-Power Microwave (HPM), 
Reverberation chamber, Vircator 

I. INTRODUCTION 

High-power electromagnetic radiation has not only the 
potential to upset electronics; it may also be used for physically 
destroying electronic components. The development of HPEM 
devices has reached a sufficient maturity to form a real threat 
in this respect, at least in the military context [1]. General 
mitigation techniques include low-level tests, which can be 
performed since the system responses are linear. However, 
when studying destructive effects, the system response 
becomes non-linear and scaling from low-level tests will not be 
possible. To be able to perform tests in the destructive, non-
linear regime, FOI is developing a relevant test methodology 
and appropriate facilities. 

II. TEST METHODOLOGY 

In general, susceptibility testing of electronic equipment is 
demanding since the electromagnetic coupling into an object is 
strongly dependent on frequency, polarization and direction of 
incidence [2]. Thus, during an HPM test, the device under test 
(DUT) must be irradiated in a broad frequency interval (at least 
the S-band, 2-4 GHz), in many directions and with at least two 
polarizations. Destructive HPM testing of electronic equipment 
requires that the DUT is subjected to very high power 
densities, usually on the order of several 100 kW/m2, or over 
10 kV/m [3].  

The proposed test method consists of the following two 
test phases: 

 First, the DUT is tested in a reverberating chamber
(RC) where the minimum power density required to 
destroy the DUT is established and at which 
frequency this occur. 

 Second, the DUT is tested for its most sensitive
direction of attack and polarization using a 
frequency-tuned HPM generator. 

To realize this test method a designated RC and HPM 
generator must be developed. These are described in the 
following two sections. 

III. DESCRIPTION OF SYSTEM

A. Reverberation Chamber 

The RC was designed and delivered by Siepel and has a 
working volume of 0.72 x 0.56 x 0.4 m3 and a lowest usable 
frequency (LUF) of 1 GHz. The time constant of the chamber 
is below 400 ns and the normalized E-field according to DO-
160 varies between 300 V/m and 400 V/m in the frequency 
range between 1 GHz and 6 GHz [4]. At the time of writing 
the chamber is powered by a 5 kW pulsed S-band amplifier 
enabling electric field strengths up to about 25 kV/m in an 
empty chamber. The 400 ns time constant enables pulsed 
testing down to about 2 µs according to DO-160, shorter 
pulses requires loading of the chamber to reduce the time 
constant.      

B. High-Power Microwave Generator 

The HPM-source is a modified version of a coaxial 
virtual cathode oscillator, vircator that will generate a TE11 
mode in a cylindrical waveguide connected to a medium gain 
horn antenna [5]. This system can produce a power density 
on the order of 10 MW/m2 over an area of a few square 
decimeters where the far field of the antenna begins. For 
testing at a lower power density objects are simply moved 
further away from the antenna. The polarization is changed 
by rotating the cathode so that the direction of electron 
emission and hence the polarization of the TE11 mode is 
changed. This simplifies testing of large objects that can be 
difficult to rotate around the axis of the propagation vector of 
the radiation in order to facilitate testing at different 
polarizations.  
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Abstract— Narrowband high power microwave (HPM) sources are 
coherent hypoband sources of electromagnetic radiation that have 
been under development for nearly 50 years. Such sources are 
intense, high perveance, relativistic electron beam-driven vacuum 
electron devices that follow a power-frequency scaling governed by 
Pf 2.  This presentation reviews historical developments, describes 
the present state-of-the-art in the field, and suggests recent trends 
that are shaping the future direction in this field.  

  Keywords-high power microwaves, hypoband sources, pulsed power	
  

I. INTRODUCTION 

Narrowband HPM sources [1,2] are hypoband coherent 
sources of electromagnetic radiation that have been under 
development for nearly 50 years. These sources are an 
outgrowth of the development of modern pulsed power [3]. 
Such sources are intense, high perveance, relativistic electron 
beam-driven vacuum electron devices that follow a power-
frequency scaling governed by Pf 2 (power times frequency 
squared).  The frequency range over which HPM sources are 
researched range from <1 GHz – 1 THz.	
  

II. HISTORICAL OVERVIEW 

HPM sources began to appear in the mid-to-late 1960’s (see [4] 
for more details). They have two lines of genesis, one in the United 
States and one in the Soviet Union. The availability of high-current 
pulsed power accelerators led researchers, primarily plasma 
physicists, to revisit conventional electron beam-driven source 
concepts except this time using high-perveance electron beams. 
Plasma physicists led this line of research because these high-
perveance relativistic electron beams have strong space charge 
fields, and plasma physicists are those who best understand particle-
wave interactions under such extreme conditions, Fig. 1.  

Figure 1.   Plasma physicists dominated the development of HPM sources 
because of their understanding of particle-wave interaction when space charge is 
dominant [2]. 
____________________________________________________ 
Research supported by AFOSR MURI Grant FA9550-12-1-
0489, AFOSR Grant FA9550-11-1-0200. 

A. The Early Years – The HPM Power Derby 
The early years (1960’s to 1991) were dominated by a power 

derby between researchers in the United States and the Soviet 
Union. This was the era of big machines, exemplified by the 
Aurora machine at Harry Diamond Laboratories (Army Research 
Laboratory, Adelphi, MD) and the Gamma machine at the 
Institute of High Current Electronics, Tomsk, Soviet Union. 

B. Pulse Shortening and Virtual Prototyping 
The HPM power derby came to an end by the mid-1990’s. 

At the time the goal of source researchers was 1 kJ of output 
energy. This was beyond what was achievable. Inevitably, 
plasmas generated within the electrodynamic interaction region 
limited the output pulse duration and pulse repetition rate. 

At about the same time, virtual prototyping emerged as a 
revolutionary tool for designing HPM sources [5]. Prior to the 
early-mid 1990’s experimentalists tinkered; modeling and 
simulation attempted to match experimental results. Absolute 
agreement was poor. Today, no metal will be cut until 
simulation demonstrates optimal performance! Particle-in-cell 
(PIC) codes have altered the paradigm of HPM source design. 

III. RECENT TRENDS

The recent trends in the field are summarized in bullet form 
below.    

 Multi-spectral sources 
 Phase-coherent sources 
 Metamaterial and metamaterial-like slow wave 

structures. 
Multi-spectral sources pertains to single HPM sources that can 
concurrently generate two or more frequencies.  Phase-
coherent sources pertains to recent advances in driving two 
(N) or more sources using the same pulsed power driver.  The 
phase coherence required to achieve an N2 scaling in peak 
output power is <25°.  Finally, metamaterials have recently 
been extensively studied for their use as slow wave structures 
in HPM sources [6].  This research frontier is at its nascent 
stage.  
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Abstract— Conventional sources of sub-millimeter wavelength 
radiation, such as the TWT and BWO, require very small single 
mode electrodynamic systems in which propagation of intense 
electron beams is a very complicated problem.  An alternative 
solution is to use oversized slow wave structures; however, this 
leads to the necessity of providing single mode interaction.  The 
problem of mode selection in such systems is also very challenging.  
Above all, such a solution strongly limits the range of frequency 
tuning.  Meanwhile, at present there are several designs of sub-
millimeter wavelength sources on the basis of serpentine 
waveguides [1-3], which are essentially traveling wave tube 
amplifiers.  We consider such sources to generate 75 GHz. 

  Keywords-millimeter wave sources, serpentine waveguide, TWT 

I. INTRODUCTION 
Conventional sources of sub-millimeter wavelength 

radiation, such as the TWT and BWO, require very small single 
mode electrodynamic systems, in which propagation of intense 
electron beams is a very complicated problem.  Many attempts 
at building such devices have failed because of beam 
interception. Meanwhile, at present there are several sub-
millimeter wavelength sources on the basis of serpentine 
waveguides [1-3], which are basically TWT amplifiers.  We 
describe such a source design for 75 GHz. 

II. CONCEPT OF A 75 GHz OSCILLATOR

A 75 GHz frequency tunable source with kW-level radiation 
using serpentine rectangular waveguide with wide wall a=3.1 
mm, as in the standard WR-12 waveguide that has frequency 
range 60-90 GHz is described. We intend to achieve frequency 
tuning from 65-85 GHz using a maximal applied voltage U=25 
kV that corresponds to a relative electron velocity β=0.30184.  
During the minimal half microwave period τ=fmax/2=5.882 ps 
the electrons’ path is 0.544 mm.  Because of this, we choose for 
the narrow wall of the waveguide b = 0.5 mm.  To travel a 
distance b = 0.5 mm for the same time τ of interaction in the 
same phase of the decelerated electric field electrons must 
change their velocity at different frequencies, which can be 
achieved by changing the applied voltage (Table 1).  Such 
dependence f(β)  is likely similar to that in a BWO.  

___________________________________________________ 

This work supported by RDMR-WSS Redstone Arsenal 
Contract Phase II STTR A11A-001-0471 via TechFlow 
Scientific, Albuquerque, New Mexico. 

We choose period d of the serpentine waveguide to 
correspond to central frequency f0=75 GHz from the condition 
that electrons will be at the same phase passing through an 
integer number n of periods, d=nβλ (here λ is the wavelength 
of the operating wave). We use a periodic magnetic focusing 
system to guide the electrons. The minimum thickness of the 
neodymium ring is about Δµ=0.8 mm (www.apexmagnets.com); 
therefore, accounting for the thickness Δ of the waveguide, the 
serpentine period must be  greater than  d>b+2Δ+ Δ; that is,  n 
= 3, d = 3 mm. The dependence f(β) is summarized in Table 1.   

TABLE I.  DEPENDENCE OF FREQUENCY ON APPLIED VOLTAGE 

f  (GHz) 65 75 85 
β 0.2167 0.25 0.3018 
U (kV) 12.43 16.76 25.0 

We choose the diameter of the holes for electron propagation 
as in [1], 2Rh = 0.7 mm.  Such holes weakly change the 
dispersion characteristics of the serpentine rectangular 
waveguide h=2π/λw=2π/λβph=[(2π/λ)2-(π/a)2]0.5 (here λw is the 
guide wavelength and βph is the phase velocity related to the 
light speed of the operating TE01-wave). Above all, we can use 
data from [1] that shows the current of electrons passing 
through such a hole is 0.2 A when the applied voltage is 21.5 
kV. The length of this waveguide at the one period of the 
serpentine (from one hole to next) must be Ld=(2m+1)λw/2 (for 
integer m) in order to provide π  phase shift (in this case an 
electron appears in the next hole in the same phase as in the 
previous one).  Relations for d and Ld provide synchronism of 
electrons with the electric field.  Naturally Ld>d. Since 
βph=λw/λ=1.3088, λw=5.2353 mm, we find the minimal 
Ld=13.088 mm (m = 2) that consists of two straight parts with 
each length 1.832 mm and one bend with radius d/2=1.5 mm 
and length πd=9.425 mm.  The total number of periods will be 
found by optimizing the output power in computer simulations.  
       In order to achieve kW-level radiation we plan to place 
many such serpentine waveguides placed around a given radius, 
forming a peculiar kind of electrodynamic system, and to use 
multi-spike cathode. At the opposite end all waveguides extend 
up to the standard narrow dimension 1.55 mm (after passing 
electrons through the last hole) and open onto a coaxial 
transmission line, in which co-phase radiation from the open 
waveguides excites the symmetric TM01-mode.  
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Abstract—Measurements of the field coupling to double wire trans-
mission lines have been carried out in a mode-stirred chamber.
The coupled voltage at one end of the line was measured by
amplitude and phase via a balun for different frequencies and line
lengths using an oscilloscope. The other line end was open-circuited.
For comparison with simulations, the average field strength was
determined using field probes. The measurements were done for
different stirrer positions and the results were analyzed statistically.
Keywords—electromagnetic coupling; immunity testing; reverbera-
tion chambers; statistical distributions; transmission lines

I. INTRODUCTION

Closed-form formulas for the stochastic field-to-wire cou-
pling [1] were published and shall be experimentally validated.

II. MEASUREMENT SETUP AND RESULTS

The setup is shown in Fig. 1. Eight mechanical line lengths
between 10 cm and 150 cm were analyzed. The electrical line
lengths were determined from the minima of the input reflection
coefficient. The wire diameter was d0 = 0.8 mm, the wire
separation 2h = 32 mm. According to this the characteristic
impedance is Zc = 525.5 Ω and transmission line theory is valid
up to ≈ 3 GHz. The line beginning is terminated with 100 Ω
via the balun, the end is left open. 36 stirrer positions and 801
frequencies between 200 MHz and 1 GHz were measured.
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Figure 1. Schematic of the measurement setup in a reverberation chamber.

The average magnitude of the coupled voltage is shown in
Fig. 2 as a function of the frequency and in Fig. 3 as a function
of the line length. The voltage was normalized to the chamber
constant E0 [2] and h to get a dimensionless quantity. In Fig. 2
the transmission line resonances are clearly visible. In Fig. 3 a
critical line length of a quarter of the wavelength is observed, at
which the coupling reaches a first maximum. Fig. 4 presents the
statistical distribution of the mean normalized voltage magnitude.

For immunity tests especially the distribution of the maximum
or rather the maximum-to-average ratio is interesting, which was
calculated according to [3]. Here this ratio is ≈ 2.3.
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Figure 2. Normalized average magnitude of the coupled voltage at the beginning
of the line as a function of the frequency for a line length of 150 cm.
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Figure 3. Normalized average magnitude of the coupled voltage at the beginning
of the line as a function of the line length at a frequency of 248MHz.
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Figure 4. Cumulative distribution function of the magnitude of the coupled
voltage at the beginning of the 150 cm long line normalized to the mean value.

III. CONCLUSION

In general a good agreement between the theoretical and
experimental results could be observed.
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Abstract— T h e  classical  architecture  of  an  axial  Vircator  is
modified  by  introducing  reflectors  in  the  cylindrical  waveguide.
Behaviour  of  this  new type  of  vircator  is  numerically  analyzed
using  CST  particle  Studio® PIC  3D  simulations.  Decreasing
reflectors radius is shown to be crucial in maximizing the power
conversion  efficiency.  This  new  design  enables  to  deliver  up  to
2 GW output power in  S-band on TM01 mode only with a total
efficiency close to 21%.

 Keywords-component; High  power  microwave,  virtual  cathode
oscillator, Particle-in-cell, open drift tube

I. INTRODUCTION

Virtual cathode oscillators (so-called Vircator designs) are
one of the most important classes of High-Power Microwave
(HPM) generators. Axial Vircators are rather simple microwave
(MW) devices which consist of two parts: a diode responsible
for an electron beam emission, followed beyond the anode by a
cylindrical waveguide in charge of shaping MW fields. Their
operation  requires  an  electron  beam  current  exceeding  the
space charge  limiting current  in order  that  a virtual  cathode
(VK) builds up beyond the anode at a distance from the real
cathode  roughly  twice  the  anode-cathode  spacing  dAK.  The
electron  cloud  oscillation,  both  in  location  and  potential,
generates  a  powerful  MW  emission.  Appreciated  for  their
conceptual simplicity and robustness, Vircators unfortunately
exhibit low power conversion efficiency (~ 1%). To overcome
this severe drawback, reflectors consisting of thin anodic foils
are introduced in the cylindrical waveguide [1]. 

II. AXIAL VIRCATORS WITH REFLECTORS

The  axial  Vircator  under  consideration  is  designed  to
operate in S-band, delivering a MW emission in TM01 mode.
The  electrons  are  emitted  from  a  4.5 cm  radius  cathode.
Beyond the anode, the beam propagates through a cylindrical
waveguide of radius RG = 7.6 cm. The dAK spacing is equal to
2.1 cm. The applied diode voltage is about 500 kV with a rise
time  of  5 ns.  This  design  gives  an  input  power  of  roughly
9.5 GW. 

Following [1], 5 reflectors of 6-cm radius are placed in the
waveguide.  A  spacing  of  6 cm  separates  two  successive
reflectors.  Reflectors  are thin anodic foils 100 % transparent
for the electrons and totally reflecting electromagnetic waves.
As a result, a virtual cathode formation process gets duplicated
beyond each reflector where MW created by VKs are trapped
in pseudo-cavities. The power conversion efficiency is found

maximum,  roughly  13 %,  when  3  reflectors  are  used.  The
averaged ouput power is about 1.26 GW and transmitted in the
TM01 mode at 2.88 GHz (Figure 1). Adding more reflectors in
the device weakens performances since the MW emission can
also propagate in the TE11 mode at 1.4 GHz, creating a mode
competition with the TM01 mode excited. 

Figure 1. Power conversion efficiency in TM01 mode (%) (a) operating frequency
in TM01 mode (b): comparison between devices with 6-cm constant radius

reflectors (red diamonds) and devices with reflectors of decreasing radii (blue
triangle). 

To further  increase the device performances when using
more  than  two reflectors,  it  is  shown that,  despite  [1],  the
reflectors radii  have to be decreased below the threshold of
0.75RG, as claimed in [2]. Following [2], the radii of the third,
fourth and fifth reflectors are respectively reduced down to 50,
50  and  40 mm.  Figure  1  illustrates  the  increasing  power
conversion efficiency while the operating frequency remains
roughly unchanged.

III. CONCLUSION

Compared  to  conventional  axial  Vircators,  this  novel
architecture, based on a series of virtual cathodes, located in
the center of adjacent pseudo-cavities, achieves higher output
powers. A power conversion efficiency up to 21% is obtained
with 5  reflectors  of  decreasing  radii,  yielding an  averaged
power of 2 GW at 2.86 GHz in TM01 mode only. 
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Abstract— We introduce here a simple theory of antenna radiation 

and scattering that fully extends into the time domain a number of 

standard antenna terms, including gain, realized gain, antenna 

pattern, beamwidth, scattering cross section, and radar cross 

section. Power wave theory applies to linear reciprocal antennas of 

all feed impedances and feed types, including waveguide feeds. We 

identify receiving and transmitting impulse responses, and prove 

that they always have a simple relationship to each other. The 

approach provides a uniquely useful method of characterizing 

radiation from and coupling into a complex system, using the same 

parameters in transmission and reception. 

 Keywords-power wave theory; antennas; gain; time domain; impulse 

response 

I. INTRODUCTION 

We address here the problem of characterizing antenna 
performance in the time domain. Currently, no standard terms 
have been defined in the antenna definitions standard [1], 
which becomes a challenge, for example, when buyers and 
sellers of wideband antennas need to discuss antenna 
specifications. In this work, we cast the antenna equations into 
a particularly simple form. This allows us to very naturally 
extend into the time domain a collection of commonly used 
antenna terms, including gain, realized gain, antenna pattern, 
beamwidth, radar cross section, and scattering cross section. 
Since complex systems may be considered poor or 
unintentional antennas, this approach provides a uniquely 
useful method of describing radiation from and coupling into a 
complex system. Parts of this paper appeared in [2]. 

II. ANTENNA IMPULSE RESPONSE 

Let us define far-field antenna performance on boresight 
for dominant polarization using the parameters defined in 
Figure 1. This resembles a two-port network, in which Port 2 
is a virtual port or radiation port. We define a collection of 
power waves as 
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where jkvs == /γ , s = jω, vfvk /2/ πω ==  is the
propagation constant in the surrounding medium, and v is the 
velocity of propagation in the medium. Furthermore, Zo1 is the 

real reference impedance of the input port, Zo2 is the real 
impedance of the surrounding medium, and inZ

~
 is the 

complex impedance looking into the antenna. A tilde indicates 
a frequency domain quantity. Note that Π, Υ, and Σ  are Greek
versions of P, U, and S, which are commonly used symbols 
for power, radiation intensity, and power flux density, 
respectively 

With these definitions, we can now define a Generalized 
Antenna Scattering Matrix (GASM), which is a complete 
far-field characterization of any linear reciprocal antenna 
embedded in a lossless medium. First, we treat the special 
case of dominant polarization on boresight. The antenna 
equations are expressed compactly as 
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The proof that these equations are consistent is contained in 
[5]. In the time domain, this takes the form 
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where the “ •
o ” operator is a matrix-product convolution 

operator. Here, h(t) is the antenna impulse response. This can 
be extended to both polarizations and to arbitrary angles of 
incidence and observation, as shown in [2].  

With this formulation, one can define a transient antenna 
pattern and beamwidth with respect to a specified norm in 
the time domain. Mutual coupling can be defined in antenna 
arrays. Complex systems may be treated as poor antennas, so 
they may be described with the same parameters.  

r

o

rad

rad

e
Z

Er γ

Υ

2

~

~
=

1

~
~

o

rec
rec

V

Ζ
Π =

1

~
~

o

src
src

V

Ζ
Π =








 Γ
=

l
~

)2/(
~

~~
~

vhs

h
S

π

2

~
~

o

inc
inc

Z

E
=Σ

1oZ

inZ
~

2oZ

Figure 1. The Generalized Antenna Scattering Matrix (GASM), on boresight, for 

dominant polarization. 
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Abstract— We present measurements of currents and voltages in 
power, telephone, and Ethernet cablings of a commercial 
raceway induced by a transient HPEM field. 
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I.  INTRODUCTION 
An efficient hardening of infrastructures against intentional 

electromagnetic interferences (IEMI) requires the 
characterization of the expected disturbances at the equipment 
to be protected.  

The main objective of the tests reported in this contribution 
was to characterize the voltages and currents induced by a 
HPEM transient field inside the power, telephone, and Ethernet 
cablings of a commercial raceway.  

II. EXPERIMENTAL SETUP

A 200-cm long test raceway containing several power, 
network, and telephone cables typical of an office environment 
was built. Three different types of Ethernet cables were used 
for the network cabling: Category 7 S/FTP cable (C7), 
Category 6 SF/UTP cable (C6-S), and Category 6 U/UTP cable 
(C6-U). Category 5 was not included since most new 
installations are expected to use category 6 or higher. The 
raceway was illuminated inside the GTEM Cell of Armasuisse 
(20 kV/m peak and 100 ps risetime), and induced common 
mode currents and differential mode voltages in the lines were 
measured. The measured signals were relayed with a fiberoptic 
link to a Lecroy SDA1000 oscilloscope located in the 
measurement cabin outside the GTEM cell. In order to test the 
effect of having a grazing or parallel E field polarization, the 
tests were made with the raceway in horizontal or vertical 
positions.  

III. OBTAINED DATA

More than 100 measurements were performed for the 
induced currents and voltages. Figure 1 shows an example of 
an induced current waveform measured in the Ethernet C6-S 
cable. Table I shows the range of the measured peak values of 

the induced currents and voltages for each type of cabling. 

Figure 1.  Example of a current waveform measured in the Ethernet C6-S 
cable. 

TABLE I. MEASURED RANGE FOR THE INDUCED CURRENT AND 
VOLTAGE PEAKS 

Network Induced Current 
range (A) 

Induced Voltage 
Range (V) 

LV power cabling 2.1-8.5 122-474 
Telephone cabling 1.7-9.8 40-298 

Ethernet C7 cabling 4-6.8 13-34 
Ethernet C6-S cabling 4.4-6.8 10-49 
Ethernet C6-U cabling 2.2-5.6 91-107 

IV. CONCLUSIONS

It is found in general that the effect of the considered 
disturbances highly depends on the equipment connected to 
the lines. Ethernet equipment may be compromised due to the 
low voltage requirements in the communication protocols of 
network cards. The signals induced in the telephone and 
power lines are not likely to harm the connected equipment 
since the induced levels are in the same order of the working 
levels.  

This study is financially supported by the Swisselectric Research and the 
European Community's 7th Framework Programme under the grant agreement 
285257, STRUCTURES (Strategies for the improvement of critical 
infrastructure resilience to electromagnetic Attacks). 
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Abstract—The propagation of high frequency disturbances along 
a low-voltage power mockup is assessed through experiments and 
numerical simulations with MTL models up to 200MHz. 
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I. INTRODUCTION 
This paper discusses the experimental and modeling 
procedures that were used in the assessment of the propagation 
of high frequency disturbances along a low-voltage power 
raceway. The transfer functions between the power sockets of 
the raceway were modeled using (i) CST Cable Studio, and 
(ii) the CRIPTE code [1] up to 200 MHz. 
Preliminary results of this study in which the magnitudes of 
the transfer functions were measured with a Spectrum 
Analyzer and validated through MTL models have been 
presented in [2]. In this work, the validation of the phase 
measurements is included and the total time domain response 
is recovered by using an inverse Fourier transform of the 
transfer functions.  

II. EXPERIMENTAL SETUP

A schematic diagram illustrating one of the injection tests 
performed with the low-voltage power raceway is shown in 
Figure 1. The impulse responses were measured by injecting a 
rectangular impulse into socket AC1 and measuring the output 
voltage with an oscilloscope in the other sockets.  

Figure 1.  Schematic diagram of the experimental setup. 

III. RESULTS

The obtained simulation results are in fair agreement with the 
experimental data and reproduce the overall characteristics of 
the measured transfer functions and impulse responses. 
However, due to the uncertainty of the cable lengths and 
dielectric parameters of the PVC, the predicted resonance 
frequencies do not always match with the measured ones. 
An example of the impulse response results obtained from 
measurements and numerical simulations with CRIPTE and 
CST is presented in Figure 2. Both tools produce waveforms 
that are in fair agreement with the measured results. It can be 
seen that the peak voltage predicted by CRIPTE is about 15% 
lower than that predicted by CST, which matches the 
experimental value. This discrepancy might be attributed to 
the presence of a highly non-uniform cabling in the junction 
box of the raceway that are modeled with approximate cross-
sections in both tools. The correct delay between the input and 
the output waveforms shows that the permittivity of the 
insulators was correctly chosen. 

Figure 2.  Example of a comparison between the measurement and 
simulation results obtained with CRIPTE and CST CS.  
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Abstract— T h i s  p a p e r  d e s c r i b e s  a  s t a n d a r d  b e i n g  

d e v e l o p e d  b y  t h e  I n t e r n a t i o n a l  E l e c t r o t e c h n i c a l  

C o m m i s s i o n  ( I E C )  S u b  C o m m i t t e e  7 7 C  ( S C  7 7 C )  

c o n c e r n i n g  t e s t  m e t h o d s  f o r  t h e  e v a l u a t i o n  o f  

e q u i p m e n t  a n d  s y s t e m s  a g a i n s t  I n t e n t i o n a l  

E l e c t r o m a g n e t i c  I n t e r f e r e n c e  ( I E M I )  

e n v i r o n m e n t s .    
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I. INTRODUCTION 

The use of electromagnetic sources to generate Intentional 
Electromagnetic Interference (IEMI) is of increasing concern 
as the reliance of society on technology increases significantly. 
Many technical papers have been published that show the 
effects of IEMI are cause for concern and are summarized in 
[1].  The effects of IEMI on equipment can be similar to the 
effects caused by High Power Electromagnetic (HPEM) 
environments such as High Intensity Radiated Fields (HIRF) 
generated by Radio and Radar systems, Lightning 
Electromagnetic (LEMP) fields and Electrostatic Discharge 
(ESD).  Some of these HPEM environments have similar 
characteristics to those sources used to cause IEMI but are 
unintentional EMI sources; i.e. non-malicious.  However, it is 
possible to use information regarding qualification of 
equipment and systems to these environments to inform the 
likely response to IEMI (i.e. malicious use of EMI sources).   

This paper describes a new technical standard being 
developed by the IEC SC 77C which covers IEMI test methods 
for electronic equipment and systems.  This standard will be 
published as IEC 61000-4-36 in 2015.  

II. INTENTIONAL ELECTROMAGNETIC INTERFERENCE 

The IEC defines IEMI within IEC 61000-2-13 [2] as 
‘Intentional malicious generation of electromagnetic energy 
introducing noise or signals into electric and electronic systems, 
thus disrupting, confusing or damaging these systems for 
terrorist or criminal purposes’.  Within this definition it is 
possible to also include jammers, which are designed to 
overload antenna receiver circuits (front doors) by operating at 
or close to the victim receiver frequency of operation.  Jammers 
typically require low power to operate due to the fact that 
receivers are designed to operate at very low power levels (nW 
or less).   

III. IEMI TEST LEVEL DERIVATION

IEC 61000-4-36 provides a thorough discussion of IEMI 
environments and relates these to both capability groups and 
deployment scenarios (a typical deployment scenario is shown 
in Figure 1).  The capability groups considered include novice, 
skilled and specialist and the deployment scenario considers 
IEMI sources varying from those that are man portable to those 
that are air delivered. 

For each capability group, the range of various types of 

IEMI sources likely to be technically available to the group is 

discussed along with an estimation of the E-field•range (E•r) 

product.  Further to this, an Example Protection Level (EPL) is 

defined for a given scenario which allows the user of the 

standard to choose a total EPL (expressed in dB) taking into 

consideration range between the source and the victim, path 

loss and any barrier attenuation.  These EPL are then related to 

test levels applicable for each IEMI source type (Hyperband, 

Mesoband, Hypoband) along with other important parameters 

(when relevant) such as rise-time, pulse width, pulse repetition 

frequency, pulse length, center frequency.  Test levels are 

provided for both radiated and conducted scenarios.   

IV. INFORMATIVE ANNEXES

IEC 61000-4-36 includes a number of informative annexes 
that provides the user with useful information regarding testing 
electronic equipment and systems against IEMI environments. 
The annexes include: 

 Failure Mechanisms and Performance Criteria

 Developments in IEMI Source Environments

 Interaction with Buildings

 Relation between plane wave immunity testing and
immunity testing in a reverberation chamber

 Complex Waveform Injection – Test Method

 Significance of Test Methodology Margins

 Intentional EMI – The Issue of Jammers
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Abstract – The microstrip transducers for UWB EMP 

characterization have been described. The microstrip transducers 

have a step transient response and it means that their output 

signal replicates the E-field waveform. The rise time of transient 

response is up to 8 ps at the time window duration of order 3-5 ns.  
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I. INTRODUCTION 

In the 1980–90’s researchers at VNIIOFI suggested using 

the microstrip lines for the measurement of EMP waveform 

parameters. They developed the theory of the microstrip 

transducers (Russian acronym – IPPL), carried out the 

experimental investigations and worked out the production 

technology [1-3]. More than 20 years the Russian leading test 

laboratories apply the microstrip transducers to determine the 

EMP waveform parameters in the different HPEM simulators.   

II. DESIGN AND CHARACTERISTICS

The incident electromagnetic field excites the traveling 

TEM-wave propagation along non-symmetrical strip line. The 

design and external view of IPPL are presented in Fig. 1: the 

dielectric base 2 with thickness d and relative dielectric 

constant ε > 1 separates the potential electrode 1 and grounded 

electrode 3 of the microstrip line. The ends of the microstrip 

line are loaded on the matched impedances Z1 = Z2 = 50 Ohm. 

Side view   Front view 

Figure 1. IPPL design and external view  

The main advantage of IPPL is its step transient response. 

This means that the sensor output signal replicates the 

waveform of the radiated pulsed electric field. There is need 

not an integration of sensor output signal (as in D-dot and 

B-dot sensors). Consequently, the measurement error decreases 

and the measurement procedure is essentially simplified. 

The signal pick-off is realized from the beginning of the 

microstrip line and it means that unwanted interference on the 

coaxial transmission line comes to the recorder after the 

wanted measuring signal. This solution increases accuracy of 

measurement. The high-frequency losses in the coaxial line 

could be compensated with the change of the strip line 

geometry without the broadband deterioration (for example, 

with the change of a width of the potential electrode in Fig. 1). 

The IPPL bandwidth is determined with the d fit of the 

microstrip line. At present the values of rise time of transient 

response tr ≈ 8-10 ps are reached (pass band upper-frequency 

F = 35-40 GHz). The tw time window duration of the 

transducer is determined with the strip line length and in 

practice it is 3-5 ns. The oscillograms of step signal recorded 

by the IPPL are presented in Fig. 2 (the rise time of radiated 

standard step EMP is trad = 15 ps [4]). Taking in account rise 

time of oscilloscope tosc = 7 ps and using root sum of squares 

approximation, the IPPL’s rise time of transient response is 

3,87155,18 222222  oscradfr tttt ps, 

where tf = 18,5 ps is pulse rise time measured by IPPL. 

a)    b) 

Figure 2. Standard step signal recorded by IPPL: 
a) time window, b) initial part 

The IPPL calibration is realized with the National Primary 

Special Standard of the unit of electric and magnetic field 

strength [4].    
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Abstract—In this paper we analyze the relation between the 
impulse responses of microwave filters with periodic spurious 
passbands obtained under ideal and realistic conditions. For the 
latter, we show analytically that increasing the number of 
passbands taken into account, the impulse response approaches a 
sequence of delta functions. We conclude that considering the 
spurious passbands is necessary when evaluating vulnerability to 
IEMI, because a significant portion of the energy can penetrate into 
the system through these passbands.1 

Keywords-impulse response; microwave filters; spurious passbands 

I. INTRODUCTION 

An exact evaluation of the impulse response (IR) is possible 
only theoretically, on simplified models of real devices. Under 
realistic conditions of limited spectrum (or, equivalently, finite 
duration of excitation pulses) the obtained IR may be inaccurate 
and may leave out important information. We refer to this IR as 
quasi-impulse response (QIR). Despite these limitations, the 
QIR is used in many applications: to evaluate the applicability 
of microwave filters for radars, in analyzing pulse compression, 
to eliminate reflections in antenna measurements, etc. 

The aim of this paper is to investigate QIR properties for 
devices whose frequency-domain parameters exhibit a periodic 
variation, such as commensurate-line filters. In addition to its 
main passband, such a filter has a sequence of spurious 
passbands, which are often neglected in computations and 
measurements. However, they are weak points of any system 
that uses these filters, as IEMI energy can penetrate the system 
through the spurious passbands. 

The QIR can be evaluated in two ways. One way is to 
perform computations or measurements in the time domain. 
The other way is to obtain results in the frequency domain first, 
and then implement the inverse Fourier transform to obtain the 
time-domain response. Clearly, the QIR depends on the 
bandwidth; here we analyze this dependency.

II. IMPULSE RESPONSE

We derive a mathematical relation between the QIR and the 

The research leading to these results was supported in part by the Project 
STRUCTURES, co-funded by the European Union Seventh Framework 
Programme under grant agreement no. 285257, and by the Serbian Ministry of 
Education, Science, and Technological Development under grant TR32005. 

exact IR for band-pass filters. To that purpose, we assume a 
periodic network function )( fS  of period 0f . The central 

frequency of the filter is 2/0f . The IR, )(ts , is the inverse 

Fourier transform of )( fS  covering the complete spectrum. If, 

however, we consider only the main passband, we obtain: 

∫
−

π=
0

0

d)j2exp()()(1

f

f

fftfSts . (1) 

We refer to the impulse response )(1 ts  as the first-order QIR 

(QIR1). Similarly, by taking n periods of )( fS , where 

...,3,2=n , we obtain the n-th order QIR (QIRn), 

∫
−

π=
0

0

d)j2exp()()(
nf

nf
n fftfSts . (2) 

When ∞→n , )(tsn  yields )(ts , which is a sequence of delta

impulses. All responses have similar envelopes, but the energy 
of the response )(tsn  is proportional to n. Therefore, significant 

IEMI energy can penetrate through the spurious passbands. 

III. EXPERIMENTAL VERIFICATION

We verify the theoretical predictions on an interdigital filter 
designed for medium-power UHF TV transmitters. To evaluate 
the scattering parameters, we perform both modeling and 
measurements, obtaining excellent agreement of the results. 
Fig. 1 shows the computed quasi-impulse responses QIR1 and 
QIR4, which confirm the theoretical predictions. 

Figure 1. QIR1 and QIR4 for scattering parameter s21 of an interdigital filter. 
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Abstract— We describe the instrumentation of the Säntis Tower in 
Switzerland to measure lightning currents and lightning current 
derivatives. A summary of the obtained data during the first 18 
months of operation is also presented. 

  Keywords-lightning; lightning current; instrumented tower; upward 
discharge; negative lightning; positive lightning; bipolar lightning. 

I. THE SÄNTIS TOWER 

The 124-m tall Säntis Tower (Fig. 1) is located on the top of 
Mount Säntis (2502-m above sea level), in the northeast of 
Switzerland. The tower that serves mainly as a 
telecommunications tower and a climate station, is by far the 
most frequently struck structure in Switzerland [1]. 

Fig. 1 – Säntis Tower 

Lightning current waveforms and their time-derivatives are 
measured at two different heights (24-m and 82-m AGL) using 
Rogowski coils and multigap B-dot sensors [2]. The analog 
outputs of the sensors are relayed to a digitizing system by 
means of optical fiber links. The system allows an over-the-
Internet remote maintenance, monitoring and control. More 
details on the measurements sensors and instrumentation system 
can be found in [1] and [2]. 

______________________________________ 
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COST Action P18. Financial support from the Swiss Office for Education and 
Research SER (Project No. C07.0037) and the Swiss National Science 
Foundation (Projects No. 200021-122457 and 200021_147058) are 
acknowledged. 

In 2013-2014, a certain number of updates were made to the 
overall measuring system, including the replacement of 
National Instruments PCI digitizers by PXI systems, and the 
update of the data acquisition software. 

II. OBTAINED DATA 

Since the instrumentation of the tower (May 19, 2010) until 
January 1, 2014, more than 350 flashes were successfully 
recorded at the Säntis tower. A total of 200 flashes recorded 
during the first 18 months of operation of the tower were 
recently analysed [3,4]. All of them were apparently of upward 
type, including 30 positive flashes.  

An example of a current waveform associated with a 
positive flash is presented in Fig. 2 [4]. The peak current is 93 
kA and the transferred charge to ground is about 405 C. 

Fig. 2 - Example of a current waveform associated with a positive flash that 
occurred on August 3, 2011 at 11:51. Adapted from [4]. 
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Abstract— R esults are presented of theoretical and experimental 
investigations L-band relativistic backward wave oscillator based 
on coaxial waveguide (CRBWO). The possibility was shown in the 
experiment the oscillator carrier frequency tuning ranging from 
1.23 to 1.31 GHz that corresponded to 6 % relative frequency 
variation at -3 dB level relative to 290-MW microwave peak power 
maximum within the range. 

 Keywords- high power microwave (HPM), backward wave oscillator, 
modulating reflector, coaxial waveguide 

I. INTRODUCTION 

RBWO based on coaxial slow-wave structure (SWS) is 
considered as advantageous oscillator for producing high 
power microwaves pulses in frequency band ranging from 1 to 
2 GHz [1]. This oscillator has more small size of its 
electrodynamic system as well as rather short microwave 
oscillation transient time [1] in contrast to well-known RBWO 
based on circular waveguide including cutoff neck [2] or 
modulating reflector [3]. This paper reports on results 
concerning the investigation of modified CRBWO the 
electrodynamic system of which included modulating slot. 

II. DESIGNE OF OSCILLATOR AND MODE

COMPETITION INVESTIGATION 

The design of oscillator consists of tubular explosive 
emission cathode, quarter-wave modulating slot, SWS based 
on coaxial waveguide, compact ТЕМ to Н11 circular 
waveguide mode convertor and solenoid for transportation 
electron beam along interaction space. The quarter-wave 
modulating slot is located at the entrance of SWS in the 
smooth part of coaxial waveguide. The slot basic functions are 
backward wave reflection to collector end of the oscillator and 
electron beam preliminary modulation by z-component of 
electric field of the TEM-mode in the slot region. 

The design of CRBWO electrodynamic system was 
optimized using the axis symmetric (2.5-D) version of PIC-
code KARAT at operation TEM-mode, 300-keV electron 
energy and about 1-GHz carrier frequency. The results of the 
simulation are as follows: the oscillator efficiency, the 
microwave peak power and the carrier frequency were about 
30 %, 200 MW and 1.2 GHz, respectively. It was shown that 
substantial transient time of the oscillations decreasing (down 
to 20 ns) with respect to usual RBWO [2,3] was caused by 
increasing coupling resistance between the electron beam and 
the TEM-wave electromagnetic field synchronous component 

up to about 10 Ohm. 
The mode competition was investigated theoretically. It 

was shown that start current of non-symmetric TEm1-modes is 
lower than that one for TEM-mode. Primary excitation of non-
symmetric modes was proved in numerical simulation with 3-
D version of PIC-code KARAT. 

III. EXPERIMENTAL RESULTS 

For depressing non-symmetric modes the longitudinal 
splits were made in the inner conductor of coaxial SWS of 
oscillator. As a result L-band CRBWO with efficiency of 
30 % and peak microwave power of 290 MW was realized in 
experiment at operation TEM-mode and carrier frequency of 
1.23 GHz. The microwave pulse length was about 30 ns. 
Mechanical fine frequency tuning from 1.23 to 1.31 GHz was 
shown in the experiment by changing drift distance between 
modulating slot and SWS. 
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Abstract—Results of experimental investigations are presented of 
relativistic backward wave oscillators with resonance reflector 
(RBWO-RR) using external guiding magnetic field as well as 
Cherenkov microwave oscillators without guiding magnetic field. 
Both kinds of the oscillators were driven by repetitively pulsed 
“SINUS” nanosecond electron accelerators. 

 Keywords-high power microwave (HPM), backward wave oscillator, 
resonance reflector, relativistic Cherenkov oscillator, solid 
cylindrical electron beam, velvet-covered cathode, fiber carbon 
cathode 

I. INTRODUCTION 

Repetitively pulsed high power microwave oscillators are 
of the most interest for practical applications It is very 
important to decrease the total set power consumption devices. 
One of the ways is decreasing or eliminating power 
consumption for producing quasi-constant magnetic field 
guiding electron beam along the oscillator electrodynamic 
system. The development and investigation of microwave 
oscillators with tunable output microwave radiation parameters 
are of interest as well. 

II. OSCILLATORS BASED ON RBWO-RR 

X-band RBWO-RR with efficiency of 21 % using guiding 
magnetic field as low as 0.6 T was investigated in the 
experiment [1]. At repetition rate of 100 Hz microwave peak 
power was 0.5 GW with a pulse width of 12 ns. The solenoid 
power consumption was about 20 kW. 

In [2] mechanical pulse-to-pulse fine carrier frequency 
tuning was obtained of 50-Hz repetitively pulsed S-band 
RBWO-RR using magnetic field as low as 0.4 T. The 
frequency  tuning  bandwidth   was  of 10 %   corresponded to 
-3 dB level relative to maximum 2.5-GW microwave peak 
power within the band. Maximum peak efficiency was 20 %. 

1 to10-sec batches with 100-Hz pulse repetition rate were 
produced in experiment with X-band RBWO-RR operated at 
0.4-T guiding magnetic field. The oscillator efficiency was 
about 30 % corresponded to microwave peak power of 
0.32 GW. The microwave pulse length was 90 ns. 

The experimental model was realized of X-band 100-Hz 
pulse-periodic oscillator [3] the design of which included two-
section solenoid produced ~ 2-T guiding magnetic field. The 
oscillator microwave peak power was 0.2 GW corresponded to 
efficiency of 0.25%. Smooth tuning of the output microwave 
pulse length from 25 to 34 ns was obtained as a result of 
changing magnetic field lines configuration. 

III. OSCILLATORS BASED ON CHERENKOV 

MICROWAVE OSCILLATOR WITHOUT A GUIDING 

MAGNETIC FIELD 

4-GHz relativistic Cherenkov oscillator without an 
external magnetic field has been realized operated in 
repetitively pulsed mode. The electron beam of the oscillator 
was generated in the diode with velvet-covered [4,5] cathode 
or fiber carbon cathode. 

The oscillator efficiency was 15 % corresponded to about 
2.0 GW of microwave peak power at electron energy of 
1.1 MeV in a 2-sec batch under 10-Hz repetitively pulsed 
operation. The lifetime of the velvet-covered cathode was 
about 3000 pulses. 

At 0.5-MeV electron energy in a 2-sec 30-Hz batch mode 
the oscillator efficiency was 8 % corresponded to microwave 
peak power of 0.21 GW. The lifetime of the velvet-covered 
cathode can exceed 11000 pulses and the lifetime of fiber 
carbon cathode exceeds 100 000 pulses. 
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Abstract— This paper presents a compact and portable high 

voltage pulse generator based on magnetic-core Tesla transformer 

for driving an UWB high power electromagnetic source. In order to 

optimize the performance of the high voltage pulse generator, a 

novel open-loop cylindrical magnetic-core using the quad-division 

lamination structure is proposed and manufactured. The designed 

high voltage pulse generator using the proposed magnetic core has 

a battery-powered operation and compact size of 280mm × 150mm 

in length and diameter, respectively. The high voltage pulse 

generator can produce a voltage pulse waveform with peak voltage 

of 450kV, a rise time of 1.5ns, and pulse duration of 2.5ns at the 

800V input voltage. 

  Keywords-component; high power electromagnetics; high 

vol tage  pulse generator ; Tesla  trans former  

I.  INTRODUCTION 

Recently, the vulnerability of electronic devices to high 
power electromagnetic (HPEM) threats have been studied 
widely [1]. Ultra-wideband (UWB) HPEM source capable of 
producing output power in the gigawatts range allows real 
susceptibility investigation of electronic devices as well as 
their protection and hardening against HPEM threats [2]. In the 
future, UWB HPEM source tends to be higher pulse repetition 
rate, compact and portable size for the efficient testing in a 
variety of conditions.  

The magnetic-core Tesla transformer is suitable for 
compact size and high repetition rate because it has high 
efficiency and only one spark-gap switch. The most commonly 
known generators based on the magnetic-core Tesla 
transformer are SINUS and RADAN series. In this paper, a 
novel magnetic-core using the quad-division lamination 
structure is proposed. The high voltage pulse generator using 
the proposed magnetic-core is evaluated. 

II. Development of High Voltage Pulse Generator

Based on Magnetic-core Tesla Transformer 

A. Design and Construction of high voltage pulse generator 

Table I lists electrical parameters of the designed Tesla 
transformer.  

TABLE I. Electrical Parameters of the Tesla Transformer 

Parameters Values Parameters Values 

L1 237nH R1 0.1mΩ 

L1 133mH R2 200Ω 

C1 25uF Rk1 17mΩ 

C2 40pF Lk1 40nH 

In table I, C1 and R1 are the capacitance and resistance of 
primary circuit except parasitic element. The corresponding 
elements of secondary side are marked up as C2 and R2. Rk1 and 
Lk1 represent stray inductance and a stray resistance of the 
primary circuit, respectively. 

The high voltage pulse generator is shown in Fig. 1. The 
generator has 280mm length and 150mm diameter. 

Figure 1. Photograph of high voltage pulse generator with open dummy load

B. Test Results 

At 800V charging voltage of C1, the output pulse of C2 is 
nearly 450kV in peak voltage with charging time of 2μs. The 
voltage gain of the transformer is 563 and the energy 
conversion efficiency is about 50%. 

Figure 2.   Output voltage waveform of secondary capacitor
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Abstract - In a transmission line oscillator a linear wave trav-

els along a piece of cable, and interacts with terminating electri-

cal components. We present a simple model of a two-conductor

transmission lines, connected to a transistor. Loss of signal in-

tegrity may manifest itself as chaotic behavior. In a real cir-

cuit, such chaotic signals, could be transmitted into the primary

circuitry and disrupt or possibly damage the device. A chaos

control method is presented that achieves chaos suppression by

small perturbations of the resistance at one of the boundaries of

the transmission line.

Index Terms— Chaos, transmission line, Telegrapher’s equa-

tion, chaos control.

1. INTRODUCTION

The effect of the transmission line on the signal integrity is a critical

aspect of high-speed digital system performance. Interconnections

between electronic devices may behave as transmission lines and one

would like to reduce signal losses and distortions in order to ensure

the correct operation of electronic circuits.

In what follows we give an exampled of signal distortion due to

chaotic behavior, which occurs when the transmission line is cou-

pled with a transistor. We show how this chaotic behavior can be

controlled.

2. THE NONLINEAR DYNAMICAL SYSTEM

It is known [1] that the voltage v = v(x, t) and the current i =
i(x, t) along a two-conductor transmission line are modelled by the

Telegrapher’s equations:

∂v/∂x = −L∂i/∂t, ∂i/∂x = −C∂v/∂t , 0 < x < 1, t ≥ 0 (1)

where L and C are the inductance and the capacitance per unit line

length, respectively. For our system we impose intial conditions and

the following boundary conditions [2]:

v(0, t) = 0, v(1, t) = αi(1, t)− βi3(1, t) t ≥ 0 (2)

where α and β are parameters. These boundary conditions cor-

respond to having a transistor attached to the far end of the trans-

mission line. A source is attached at the near end. We vary α and

keep β = 1. As α varies periodic patterns of the solution change

The author gratefully acknowledges the support of the Office of Naval
Research.

into complex patterns which become chaotic. In Fig.1a) we show

the chaotic solution of Eq. (1), at a fixed spatial point, and note that

chaos is pervasive for 0 < x < 1.

This spatial chaotic solution can be controlled using a boundary

control method [4]. Boundary control of chaos is done by apply-

ing perturbations in the parameter α at x = 1. Using a Poincare

map approach, the parameter perturbations are applied when the so-

lution at the boundary reaches a maximum. These perturbations are

calculated proportional to the distance to the desired state which is

multiplied by a gain factor derived by a local linearization of the so-

lution about the orbit to be stabilized [3]. As a result of applying

the boundary control, a high-period orbit is obtained. The periodic

solution at a fixed spatial point is shown in Fig.1b). The stabilization

performed at the boundary achieves control over the entire spatial

domain since for hyperbolic equations the solution remains constant

along characteristic curves emerging from the boundary.
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Fig. 1 a) Chaotic voltage as a

function of time sampled at

x = 0.8
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Fig.1 b) Controlled voltage as a

function of time sampled at

x = 0.8
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Abstract— This paper describes High Power Microwave (HPM) 

research of combining GW peak power to achieve MV/m radiated 

E-fields in the range of air and vacuum breakdown and frequency 

range of, but not limited to, 1 to 50 GHz. Multiplicity of spatially 

dispersed, independently triggered GW power sources, broadband 

and/or narrowband, supplying power to multiplicity of broadband 

radiators/antennas allow achieving power levels up to or exceeding 

ionization. The time of triggering of each generator and the 

generated pulses spectral content is selected to permit varying the 

radiated E-field and energy to achieve the highest levels at the 

point of power delivery. The TW antenna arrays, generating 

MV/m E-field can be used for verification of protection against 

ultimate microwave weapons. The broadband character of the 

radiators/antennas and the ultimate  peak power density ensures 

the highest probability of protection of very large systems. 

  Keywords-component; HPM, broadband terawatt electromagnetics, 

immunity testing, HPM weapons, plasma studies. 

I. INTRODUCTION 

Development of high power sources led to achieving GW 
peak power levels at microwave frequencies [1]. Initial use of 
narrowband GW generators resulted in inefficient coupling of 
the EM energy to target, undermining the effectiveness of the 
HPM as weapons. To address this issue, early on the 
broadband single GW generators were utilized eliminating 
need for large power supplies, shortening the test time and 
reducing the cost of the facilities [2]. However, application of 
solitary broadband GW generator left a question - what if 
multiple generators are used in the HPM weapons. Broadband 
Composite Threat [3] showed that if TW peak power, limited 
only by air or vacuum breakdown is reached, the HPM threat 
could be significantly increased. To achieve the TW radiated 
power, the GW power from individual generators had to be 
added using broadband antenna arrays. Since all broadband 
antennas were not electrically enclosed [4], to reach the 
highest gain, maximum frequency of operation and suitability 
for high power array assembling new antenna had to be 
developed. Design was narrowed to distributed hybrid 
consisting of a broadband TEM parallel plate antenna and a 
narrowband microwave horn creating an electrically enclosed 
broadband TEM-horn antenna [5,6]. 

In designing of broadband HPM array the power density 
and  breakdown E-field strength along the energy path from 
the generator to the target is a limiting factor at points of 
highest power density i.e. close to generator or at focusing 
points. To assure very high peak power, coaxial single 
polarization antennas were used in the design of broadband 

spatially distributed antenna arrays with each adjacent antenna 
having different polarization. In broadband antenna arrays use 
of flat face design, normally associated with narrowband 
arrays, is possible but this precludes advantageous 
illumination that occurs when each broadband antenna fires 
pulses at different time and directs them to different areas. As 
per Ref. 7, multi-antenna arrays are configured into flat, 
concave and  convex face curvatures. The illumination of a 
single target is achieved using a concave array while the 
convex arrays is used for uniform illumination of many targets 
or large objects with each antenna radiating into a different 
section of the object. For reference see MIL-STD-464C where 
2 x 2 m adjacent areas of a single target are illuminated 
separately [8]. This paper addresses broadband antenna arrays 
capable of generating and radiating TW peak power pulses 
with the E-field levels exceeding the air and vacuum 
breakdown limits. The issues paramount to achieve such E-
fields i.e. use of high antenna gain of at least 16 dB, use of 
new concave arrays and independently triggered generators 
will be addressed in the presentation.  
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Abstract— It is important to design the proper antenna in ultra 

wide band (UWB) systems for effect analysis. We design the UWB 

antenna of 200MHz frequency bandwidth by using electromagnetic 

programs such as CST and FEKO. Marx generator is applied to 

the proposed antenna to complete the UWB system. Measurement 

data agree with the simulation results. 

Keywords — Ultra wide band (UWB), Dipole antenna, Far voltage, 

Integrated Antenna Source (IAS) system 

I.   INTRODUCTION 

Integrated antenna source (IAS) systems have been 
researched as an important issue of ultra wide band (UWB) 
systems [1]. While the main study of IAS system is focused on 
the high voltage power supply, we here study a spark gap 
antenna to efficiently control the radiated pulse property. We 
first develop the UWB system so as to show a specific 
frequency bandwidth of 200MHz. We then experimentally and 
numerically validate the UWB system. 

Figure 1. Design of UWB dipole antenna (unit:mm) 

II.  DESIGN AND VALIDATION

The center frequency of dipole antennas can be derived as: 

frequency =  speed of light / λ  (1) 

where λ is the wavelength. Thus, to design 200MHz frequency, 
λ is 1.5m. From λ/4 dipole theory, the required dipole length is 
about 0.38m. Based on this background, we design the dipole-
shaped antenna as shown in figure 1. The antenna has 380mm 
length and 110mm diameter. To reduce the oscillation of signal, 
the ratio of the diameter to the length is determined by using 
electromagnetic simulations. In addition, to eliminate the 
unexpected breakdown, we trim the head of dipoles as in the 
figure 1 and case the antenna with charging by nitrogen gas. 

We applied a Marx generator to the proposed antenna to 
verify the performance of the antenna system. Electric fields 
radiated from the dipole antenna are measured by using D-dot 
(Prodyn AD-80[2]) sensors. Figure 2 indicates the measured 
signal in time domain. The peak to peak electric fields is 
140kV. Figure 3 shows the signals in frequency domain. Three 
lines represent the measured data, the computed signal in 
FEKO, and the computed signal in CST, respectively. 

The measured frequency of peak electric fields appears at 

190MHz. Although the measured frequency is lower than those 
of simulations, this difference can be from the slight 
fabrication error of 20mm distortion. Therefore, the measured 
data agree with the simulation results. The figure also shows 
the secondary peak in the wavelength of 0.8~1.2m. This may 
be caused by the path consists of Marx generator, dipole part, 
and the connecting cable since the wavelength of this 
unexpected antenna is similar to that of the secondary peak. 

III.  CONCLUSION

A UWB system is developed to have a specific center 
frequency. We design the specific antenna by electromagnetic 
simulations. We then combine a Marx generator with the 
antenna. The frequency bandwidth of the developed UWB 
system is validated by numerical and experimental results. 
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Figure 2. Fields waveforms in time domain 

Figure 3. Fields waveforms in frequency domain 
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Abstract—GSM-Railway is the ground to train radio 

communication system currently under deployment along the 

European railway infrastructure. 150.000 km of railway track are 

foreseen to be covered in Europe in the coming years. The system is 

designed to ensure different communication services between 

ground and trains and is replacing progressively various old 

analogue radio equipment. It is one of the components of the 

“Euroradio” system, managing voice and signalling data. As a 

component of a critical infrastructure, GSM-R is a potential target 

for intentional electromagnetic interference. Indeed, malicious 

attacks can generate and propagate electromagnetic energy into the 

GSM-R frequency bands with the objective to impact the whole 

railway system. This paper presents a methodology based on the 

error vector magnitude parameter enabling to detect the presence 

of jamming signals at the receiver. This early detection can then be 

used by the railway system to appropriately react. 

 Keywords-component; GSM-R; EM jammer; Error Vector 

Magnitude; EM detection. 

I. INTRODUCTION 

 The GSM-R protocol fully complies with the EIRENE railway 
specifications [1]. Considering the physical layer, GSM-R 
should provide radio coverage of at least 95% of time on over 
95% of the required area. Moreover, the received power by 
ground or train receivers should be kept in the range -95 dBm to 
-30 dBm, whatever is the train distance to the nearest ground 
Base Transceiver Stations. These values, especially the lowest 
one, indicate that even low-power jammers could possibly 
interfere with the exchanged railway signalling information. 

II. METHOD OVERVIEW AND EXPERIMENTAL RESULTS 

Common radio frequency bands are used all over Europe. These 
allocated frequency bands are 876 MHz to 880 MHz for the 
uplink, i.e. train to ground communication and 921 MHz to 
925 MHz for the downlink, i.e. ground to train. A GMSK 
standard modulation is used with a normalized bandwidth time 
product (BTb) of 0.3. We consider these characteristics to 
investigate a suitable detection process based on the Error 
Vector Magnitude (EVM) method. The objective is to quickly 
detect incoming jamming signals.  

A. GSM-R communication chain model 

A communication chain is modeled, transmitting GSM-R bursts 
of 148 bits using a GMSK generator and, superimposing an 
AWGN noise. We then recover the data using a GMSK 
demodulator. Disturbances are injected using a wideband CW 
signal covering a larger frequency band than the allocated 
GSM-R ones. Signals are extracted and processed. 

____________________________________ 

“SECRET” project European Community’s Framework Program 

FP7/2007-2013 under grant agreement number “285136”. 
B. EVM Detection process 

We consider the quadratic specificity of the communication and 
particularly the EVM parameter. EVM is normally used to 
evaluate the quality of modulation [2] but, in our study, we use 
it as an indicator of the presence of jamming signals. The EVM 
is calculated using the constellation data of both the normal, i.e. 
non-jammed communication and of the jammed 
communication as expressed: 
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where yi represents the signal in the normal condition and si 
represents the signal in the jammed condition for I and Q in-
phase and quadratic data respectively. 

C. Experimental measurement 

A GSM-R radio communication is established using laboratory 
equipment. A communication analyzer is used. On demand, an 
available hand held jammer is switched on. Fig. 1 represents on 
the left side the EVM values when no jammer is applied (S/B is 
set to 20 dB). On the right side, the jammer is applied, 10 dB 
below the GSM-R received signal level. We conclude than the 
EVM method detects this specific low-power jamming 
condition. 

Figure 1.   EVM of normal and disturbed conditions. 

III. Conclusion

Among the existing detection methods, the EVM method seems 

a good candidate to implement jamming detection equipment in 

the receiving chain. This detection information can then be used 

in order to get a proper system reaction. 
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Abstract— Τhe issue of intentional electromagnetic interference 
(IEMI) attacks against modern critical infrastructures is addressed. 
Α description of how an IEMI attack is implemented and the 
categories of the relevant radio frequency weapons are provided 
and the effects of an IEMI incident on a targeted system are 
thoroughly examined. Moreover, techniques associated with 
electromagnetic interference mitigation and protection, as well as 
their advantages and disadvantages, are presented along with 
examples of how these techniques can be tailored to effectively 
address the particular consequences derived from IEMI events. 
Novel protection methods are proposed. 

  Keywords- electromagnetic interference, radio frequency weapons; 
high power microwave; infrastructure protection; hardening 
measures; shielding; filtering;  surge protective devices; 

I. INTRODUCTION  
IEMI, also known as Electromagnetic Terrorism, is the 
intentional, malicious generation of electromagnetic energy, 
introducing noise or signals into electric and electronic systems, 
thus disrupting, confusing or damaging these systems for 
terrorist or criminal purposes. IEMI can also be considered as a 
cyber attack since it corrupts data and damages critical data 
assets. Moreover, there is a worldwide trend to include IEMI to 
the broader category denoted as cyber threats.  

A definition combining cyber and IEMI is following: 
 Cyber EMI attack is any deliberate action involving 

the use of electromagnetic energy to control the domain 
characterized by the use of and the electromagnetic 
spectrum to store, modify, and/or exchange data via 
networked systems and associated physical 
infrastructures. 

 Cyber EMI protection is the passive and/or active 
means taken to protect electronics and/or access to the 
electromagnetic spectrum from any effects of friendly 
or enemy employment of cyber EMI that degrades, 
neutralizes, or destroys ability to store, modify, and/or 
exchange data via networked systems and associated 
physical infrastructures. 

Two factors determine in general the vulnerability of a target: 
1. Coupling modes possible between the interfering source and

the targeted equipment (front door or back door coupling)

2. The level of energy coupled that will damage or destroy a
particular target.

The effects of IEMI on a system are taken into account in this 
work, including (in order of decreasing severity): 

 permanent physical damage,
 permanent function failure,
 temporary upset (with operator intervention),
 performance reduction,
 temporary upset (without operator intervention).

II. PROTECTION  MEASURES AGAINST IEMI
Protection methods against IEMI have been surveyed in this 
work, including: 

 Organizational practices (e.g. physical keep-out
perimeters),

 Use of Τ-R limiters in radar and antenna systems,
 Controlling the directivity pattern of an antenna so that

nulls are created along the directions of the interfering
incoming signals (e.g. exploitation of smart antennas),

 Use of frequency selective surfaces on the radome to
limit the out of band energy reaching the antenna,

 Electromagnetic Shielding,
 Earthing and Grounding topologies
 Use of circuit protection technologies (limiting with

surge protective devices and filtering),
Furthermore novel hardening architectures are introduced. 

____________________________________ 
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Abstract—Intentional Electromagnetic Interference (IEMI) can be 

used to support illegal activities ranging from robbery up to 

terroristic attacks. The general idea is to use High Power 

Electromagnetics (HPEM) beyond the Electromagnetic 

Compatibility (EMC) immunity of handheld communication 

devices to compromise their functionality. In particular, smart 

phones and tablets could be in focus of such an attack as those 

devices are increasingly used to control and communicate in critical 

infrastructures. Fraunhofer INT did HPEM vulnerability tests with 

a selection of smart phones and tablets showing disturbances in a 

wide frequency range. 

  HPEM; IEMI; Electromagnetic Threat; smart phones; tablets; 

communication systems 

I. INTRODUCTION  

Smart phones and tablets more and more find their way 
into the control of critical infrastructures. HPEM tests of mobile 
phones in the past showed a high vulnerability against HPEM 

fields [1]. The new technology offers more frequency bands for 
communication, Wi-Fi and touch sensitive displays, why they 
are more susceptible to HPEM. Fraunhofer INT conducted 
HPEM vulnerability tests of eight smart phones and four 
tablets.  

II. TESTING 

A. Test Objects 

Fraunhofer INT conducted vulnerability tests of four 
low-cost smart phones with 240 x 320 pixel displays, four 
devices from the mid-range price segment with 1280 x 720 
pixel and four tablets with 7 inch and 10 inch displays. All 
devices run with Android system software except one 
Blackberry and one with Windows Phone 8.  

B. Test Setup 

The tests were set up in the TEM waveguide of 
Fraunhofer INT with a frequency range from 150 MHz to 3.4 
GHz. A GSM/UMTS connection with the smart phones was 
not possible during the tests. The Wi-Fi connection of the 
smart phones was used to establish a mobile radio connection. 
A Wi-Fi network with two Wi-Fi routers was installed inside 
the shielded test facility whereupon router #1 functioned as 
the access point (DHCP server) and router #2 as in bridge 
mode to check the Wireless Distribution System during the 
tests. The connections between the routers and the PCs 
outside of the shielded hall were fiber optic cables together 
with media converters. 

The first two smart phones were tested in two different 
setups corresponding to different operation modes of the 
smart phones.  

In setup #1 the smart phone had a Wi-Fi connection with 
the Wi-Fi network inside the shielded hall. The front side of 
the smart phones with the internal camera was oriented to the 
waveguide input and the camera signal was transferred out of 
the shielded hall via the Wi-Fi connection. In setup #2 a video 
was played on the DUT during HPEM field application. Both 
smart phone displays were monitored with an RF hardened 
camera. 

III. TEST RESULTS 

The tests in both setups #1 and #2 show that HPEM can 
disturb smart phones and tablets in a broad frequency range. 
The RF field triggered unwanted operations on the touch 
sensitive display. The Wi-Fi data transfer was interrupted in a 
broad frequency range, also outside the Wi-Fi spectrum. In 
some cases the transfer had to be started all over again. 
During the tests one DUT has been broken.  

Fig. 1 gives an overview of normalized susceptibility 
thresholds for two smart phones. The failure frequencies vary 
from 280 MHz to 2.46 GHz. 

Figure 1.   Susceptibility threshold of two smart phones.  

REFERENCES 

[1] Braun, Ch. and Schmidt, H.-U., “ Effects of microwave irradiation on 
modern Telecom devices - failure thresholds of five mobile phones ” 
AMEREM 2002, Annapolis, 2002. 

ID 039



HPEM Tests of Security Systems 

Ch. Adami, M. Joester, M. Suhrke, H.J. Taenzer 

Electromagnetic Effects and Threats 

Fraunhofer Institute for Technological Trend Analysis INT 

Euskirchen, Germany 
michael.joester@int.fraunhofer.de 

Abstract—Intentional Electromagnetic Interference (IEMI) can be 

used to support illegal activities ranging from robbery to terroristic 

attacks. The general idea is to use High Power Electro-magnetics 

(HPEM) beyond the Electromagnetic Compatibility (EMC) 

immunity of electronic protection systems to impair its safety level. 

In particular, surveillance and alarm systems could be in focus of 

such an attack. Fraunhofer INT did HPEM vulnerability tests with 

an alarm system. The results allow to discuss possible scenarios. 

  HPEM; IEMI; Electromagnetic Threat; Alarm System; Surveillance 

System; HPM Testing 

I. INTRODUCTION 

Surveillance and alarm systems are the key tools used for 
property protection, where the area is large or the observation 
is automated during night and holidays. An attack with IEMI 
could be used to disable this functionality directly or indirectly 
by the “human factor”. Fraunhofer INT performed HPM tests 
to investigate the behavior of an alarm system during pulsed 
high power RF application. 

II. TESTING 

A. Test Method 

Tests were done using the Fraunhofer INT open TEM 
waveguide in combination with RF pulsed power oscillators in 
the range of 10 kW to 35 kW and 1 µs/1 kHz pulse 
modulation. The frequency range is 150 MHz up to 3450 MHz. 

B. Test Object 

An easy to purchase alarm system set with the German 
security quality label ‘VdS’ has been selected for the tests. 
There are additional EMC immunity requirements related to 
this label [1]. The set consists of a central unit, a control panel, 
an outdoor alarm device, two IR motion sensors, five 
windows/door relay sensors, and a key switch. The test setup is 
completed with a wireless extension unit and one relay sensor 
to test a wireless alarm system path, too. 

C. Test Setup 

The system has been grouped into a Device Under Test 
(DUT) with the central unit and the wireless extension unit and 
a group of sensors, actuators, and operating devices (Fig. 1). 
The cable harness in between is app. 2 meters with 1.5 meters 
in a straight length according to automotive EMC test setups. 
All wire lengths in the cable harness are realized to represent 
long lines in a real cabling layout. The cable is the original 
screened one sold by the alarm system manufacturer. 

Figure 1.   Test setup fixed on rigid foam with groups and cable harness.  

The system wiring configuration is the example described 
in the manual and all installation details have been done 
exactly following that document. A notable detail is that there 
is no description how to handle the cable shielding. 
Consequently, it hasn’t been connected in the setup. 

III. TEST RESULTS 

The alarm system shows two effect groups. Functional state 
B (blue marks in Fig. 2) is mainly a permanently glowing flash 
LED of the alarm unit and LCD turn off during RF exposure. It 
does not affect the alarm functionality and is therefore 
acceptable. Functional state D (red marks) is a delayed reaction 
of the IR motion sensors on RF amplitude changes leading to 
alarm release, which is not acceptable in terms of operation 
purpose. 
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Figure 2.   Susceptibility threshold of alarm system.  

As the alarm can be released easily in a broad range from 
2 GHz to 3 GHz (red marks in Fig. 2), HPM could be used 
gain access to a facility. In a fictive scenario repeated hidden 
HPM alarm activation might misguide the operator to disarm 
the alarm system. 
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Abstract—Interstroke intervals can be estimated from Lightning 
Location Systems (LLS) data. We present here a methodology to 
assess the effect of an imperfect stroke detection efficiency on the 
measured statistical distribution of the interstroke intervals. 

  Keywords-lightning location; lightning parameters 

I. INTRODUCTION 
Numerous studies have investigated the remote estimation 

of lightning parameters from LLS data [1-3]. In this paper, we 
propose a methodology to study the effect of the imperfect 
stroke-detection efficiency of lightning location systems on the 
statistical distribution of interstroke intervals. 

II. METHODOLOGY 

The methodology can be summarized as follows. Use a 
computer to generate a control dataset composed of flashes 
with the same stroke-multiplicity and interstroke-interval 
statistical-distributions as those observed in experimental 
measurements. Out of the control dataset, select a subset at 
random to simulate the imperfect detection efficiency of an 
LLS. Finally, compare the statistical distribution of the 
interstroke intervals of the subset to that of the original dataset. 

The following steps describe the methodology. 
1. Select a histogram of measured multiplicities [4] and call
nhys(m) the number of flashes of multiplicity m. 
2. To obtain a large enough dataset for the interstroke
intervals, select a positive integer q and calculate the number 
of m-stroke flashes ns(m) as 

!! ! = !!!!"(!).    (1) 
The value of q is selected so that the interstroke dataset in 
point 5 below passes a lognormality test.  
3. Calculate the total number of flashes in the control set as,

! = !!(!)!!"#
!!! (2) 

where mmax is the maximum multiplicity in the histogram. 
4. Calculate the total number of strokes in the set as

!!"!#$ = ! ∙ !!(!)!!"#
!!!  (3) 

and the total number of interstroke intervals as 
! = (! − 1) ∙ !!(!)!!"#

!!!  (4) 
5. Generate a set of r interstroke intervals Δti belonging to a

lognormal distribution with geometrical mean and standard 
deviation similar to those reported in the literature based on 
continuous measurements (not based on LLS data). 
6. Generate a table for each stroke in each flash (see Table I).

TABLE I. GENERATED TABLE FOR ALL THE CONSIDERED STROKES  

Overall stroke 
number 

Stroke number 
in flash 

Multiplicity 
Interstroke 

interval 

1 1 1 N/A 
… … … … 

ntotal − 1 mmax − 1 mmax Δtr 
ntotal mmax mmax N/A 

7. Assume a LLS stroke detection efficiency of de%. The
number of missed strokes can be evaluated as 

! = abs(!!"!#$!""!!"!"" ) (5) 
8. Generate n random integers from 1 to ntotal.
9. Based on Table I, create a table of interstroke intervals
measured by the considered LLS using the following rules: 

a) If the missed stroke is the first or the last in a flash,
delete the corresponding line in the table. 
b) In all other cases, add the interstroke interval of the
missed stroke to that of the previous stroke and then delete 
the line of the missed stroke. 

10. Compare the statistical distribution of interstroke intervals
from the resulting table to that of the original Table I. 
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Abstract—In this paper we present the design of cost-efficient 
multi-channel hardware for the detection, location, and analysis of 
intentional electromagnetic interference (IEMI) signals. The system 
is designed to identify the type of IEMI signal and locate the IEMI 
source. Preliminary measurements on a single-channel prototype 
are performed and confirm the suitability of the design.1 
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I. INTRODUCTION 

Protecting important electronic systems against IEMI is of 
high importance. One way of protecting is IEMI event (attack) 
detection. However, this is not always sufficient. Sometimes, it 
is useful to perform IEMI diagnosis, i.e., to be able to determine 
the type of the signal or find the location of the IEMI source. 

Unlike IEMI detection systems, which can be relatively 
inexpensive, systems for performing IEMI diagnosis are 
significantly more complex and thus costly. The reason lies in 
the nature of IEMI signals: they are typically very short and 
exhibit very fast rise/fall times. To capture, visualize, and 
analyze them, one needs a high-speed digitizing channel per 
EM-field sensor. The price of such a system increases quickly 
with the number of sensors in use. In this paper we show a cost-
efficient hardware-implementation of a modular system for (i) 
visualization of IEMI signals, (ii) their classification according 
to the waveshape (continuous wave, damped sinusoid, double 
exponential) and (iii) the estimation of the location of the IEMI 
source, based on the time difference of arrival algorithm. 

II. SYSTEM ARCHITECTURE

Fig. 1 shows a simplified block diagram of a two-channel 
system. Since the design is modular, additional channels are 
added simply by replicating the first channel. The IEMI signal 
is received using a field sensor. Its output is connected to the 
electronic system by a coaxial cable. At the cable output, a 
variable attenuation is introduced. This is necessary as IEMI 
signals have a very high dynamic range. After being attenuated, 
the signal is fed to the amplitude-measurement circuit and to a 
1-bit digitalization module. To decrease the overall system cost, 
only one of the input signals is relayed for displaying on a high-

The research leading to these results was supported in part by the Project 
STRUCTURES, co-funded by the European Union Seventh Framework 
Programme under grant agreement no. 285257. 

frequency oscilloscope. Based on the measured signal 
amplitudes, the FPGA generates selection signals for the switch 
block, choosing the signal with the higher amplitude for 
external monitoring. The output of the 1-bit digitalization block 
is a pulse-width modulated sequence of unit-amplitude 
impulses, where the duration of the impulses is proportional to 
the duration of IEMI impulses. The time durations are 
measured by an FPGA and used to determine the approximate 
waveshape of the IEMI signal. 

Figure 1. Block architecture of a two-channel system for IEMI diagnosis. 

III. EXPERIMENTAL VERIFICATION

To verify the correctness of the system design, we used a 
one-channel prototype. Fig. 2 shows the signal measured at the 
output of the 1-bit digitalization module when a damped 
sinusoid excitation is used. The results confirm that the pulse-
modulated impulses contain the information on the half-pulse 
width, needed to identify the signal type. Estimating the 
location of the IEMI source requires at least four channels and 
is left for future work. 

Figure 2. Measured signals at the output of 1-bit digitalization module. 
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Abstract—One of the non-conventional technological alternatives 

for energy supply to small communities located relatively close to 

transmission lines is the shield wire scheme (SWS). The three phase 

SWS adopted in the State of Rondônia, Brazil, consists in the 
energization of the two shield wires of a 230 kV transmission line, 

being the ground the third phase. The shield wires are energized at 

34.5 kV. Lightning has a great impact on the system performance 
and in this paper an evaluation is presented on the overvoltages 

induced on shield wire lines (SWL) by indirect strokes.  

  Keywords- lightning; overvoltages; power distribution lines; 

shield wire lines, shield wire scheme. 

I. INTRODUCTION  

In the Amazon region, the existence of small towns and 
villages located relatively close to transmission lines, but far 
from the sub-transmission and electricity distribution systems 
is not uncommon. The use of conventional medium-voltage 
lines for providing power supply to these communities is 
sometimes not feasible due to economic reasons.  

A non-conventional and low cost alternative conceived by 
Iliceto [1, 2], namely the shield wire scheme (SWS), has been 
applied in the State of Rondônia, Brazil, since 1995. Loads 
greater than 4 MVA can be supplied with the SWS, and the 
insertion of this technology in the regional scenario enabled 
energy to be supplied to more than 40.000 people [3].  

The Brazilian experience with the SWS is highly positive, 
but lightning has a great impact on the system operational 
performance and is responsible for most of the reported power 
outages. The effect of the overvoltages resulting from direct 
strikes to the two SWL systems implemented in Rondônia 
(SMQ and AQJR) was examined in [4]. This paper evaluates 
the overvoltages induced by nearby strokes on the SWL SMQ.  

II. RESULTS

The average conductor height of the SWL SMQ is 21.5 m, 
more than twice the height of a typical 34.5 kV line. Although 
the SWLs are located in regions dominated by pastures, there 
are tall trees close to some line sections. Such trees provide 
some shielding to the conductors and reduce the line exposure 
to direct strokes, but on the other hand lightning may occur 
very close to the line and therefore induced overvoltages can 
reach sufficiently high levels to cause insulator flashovers. 
The critical impulse flashover overvoltages of the SWL, 
referred to the reference atmospheric conditions, are 278 kV 
and 281 kV for the positive and negative polarities, 
respectively. 

Fig. 1 indicates that, for the conditions considered, the 
incidence of lightning to distances (d) shorter than about 
200 m from the SWL can cause line flashovers. The 

calculations were carried out assuming a stroke current with 
triangular waveshape, amplitude of 30 kA, front time of 2 µs, 
time to zero of 160 µs and propagation velocity equal to 30 % 
that of light in free space. The soil resistivity and relative 
permittivity were assumed equal to 4000 Ω.m and 10, 
respectively. 

 

 

Figure 1.   Lightning-induced voltages at the insulator terminals at the point of 

the SWL closest to the stroke location.  

III. CONCLUSIONS 

Lightning has a significant impact on the performance of 
SWL systems in regions with high ground flash density.  

In comparison with a conventional power distribution 
line, a SWL is more prone to lightning-caused flashovers. As 
its conductors are at a higher position, they tend to be struck 
more times and, additionally, the magnitudes of the lightning-
induced voltages by nearby strokes tend to be higher.  
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Abstract— With the advent of Ultra Wide Band (UWB) 

technology, several areas of applications have been opened. The 

UWB based impulse radiating antenna is based on radiation of an 

intense short duration Electro Magnetic (EM) pulse in a desired 

direction. Important subsystems of such UWB radar are the short 

pulse generator or in short ‘Pulser’ and a high bandwidth high 

gain antenna. Several researchers have developed and 

experimented on the UWB pulse generating system and studied 

the switch characteristics in particular. [1] This paper presents the 

developmental efforts for a 30 kV sub nanosecond UWB pulse 

source and a Half Impulse Radiating Antenna (HIRA) based 

radiating system. One of the basic intentions was to obtain fast rise 

time and the least jitter. Parametric analysis of simulated HIRA 

based UWB system with variation of angle between TEM feed 

transmission lines is carried out. Results of the realized UWB 

system for optimized rise time and jitter are also presented. 

  Keywords- Ultra Wide Band (UWB), Pulser, Half Impulse 

Radiating Antenna (HIRA), Transverse Electro Magnetic (TEM) 

I. INTRODUCTION  

In order to obtain the necessary bandwidth consistently, it is 
essential to realize the UWB system with a fast rise time and 
least jitter. In the present work, the influence of the switching 
gas medium and the gas pressure for a range of switching 
voltages are experimented. It is also necessary to obtain higher 
field intensities in the far region of the UWB system. Hence in 
addition to the fast rise time it is also necessary to have a better 
antenna feed. In the present configuration a tapered conical 
TEM transmission line fed HIRA antenna is proposed. Radiation 
performance of the UWB system is a function of the antenna 
feed geometry. Reflected waves from the antenna see an 
aperture blockage due to the TEM feed lines. Aperture blockage 
and hence the far region electric field as a function of  the 
variation of angle between the TEM feed lines wrt antenna axis 
is studied by modeling. CST simulation was carried out for a 
double exponential voltage pulse input. Pulser performance was 
measured for the best rise time & jitter. 

II. MODELING, REALIZATION AND THE EXPERIMENTAL

RESULTS 

The realized UWB system consists of a mineral oil based 

compact coaxial capacitor and a pressurized gas switch. CST 

modeling of the HIRA as depicted in Table. 1 shows that for 

the variation of angle of TEM feed line wrt the vertical from 

60 to 30 there is continual improvement in the radiated far 

electric field. The optimized angle was found to be 30.  The 

realized UWB system shown in Fig. 1 was experimented with 

Table 1 : Effect of feed angle variation on peak radiated field 

Distance from 

Antenna (m) 

  Peak radiated field at various feed angles  

  wrt  antenna axis (V/m) 

  45   30 

1.5 405 651 

3 223 303 

4 100 126 

various switching gases such as air, N2 and SF6 and different 

pressures to obtain the least rise time and jitter. 

Figure 1.  HIRA based UWB system, gas switch and test set up developed 
Rise time measurements of the pulser output voltage were 

carried out by measuring the radiated field using a D dot 

sensor of 1.5GHz bandwidth and a Tektronics 16GHz 

oscilloscope. As depicted in Table 2, though the rise time was 

the best in case of pressurized SF6 gas as switching medium, 

jitter performance was different at low and high pressures. At 

low pressures, jitter with N2 was lower than that of the SF6 gas 

as the switching medium. 
Table 2 : Rise time  performance of the 30kV system 

Gas 

type  

 Rise time  in ps at different gas pressures 

1.5  bar 3  bar 

Dry air  1500 925 

N2 1100 845 

SF6 900 620 

III. CONCLUSION

i. Modeling results show that aperture blockage is the least

and hence better performance is achieved when feed angle is 

reduced upto 30. At angles less than 30 performance doesn’t 

improve rather reduces due to high impedance mismatch.  

ii. The best rise time was obtained in the case of switching

gas SF6 at 3 bar. Actual rise time obtained could be still better 

as the D dot sensor used had a limited bandwidth of 1.5GHz. 

iii. Switching jitter is lesser in SF6 at high pressures but at

low pressures it is relatively more than air and N2 due to the 

possible scavenging of electrons in the electronegative SF6. 
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Abstract— The Square Kilometre Array (SKA) will be the most 
sensitive radio telescope ever built [1]. This paper describes 
elements of electromagnetic compatibility (EMC) that have been 
considered in the development of South Africa’s SKA site in the 
northwest of the country. Possible self-generated radio frequency 
interference (RFI) has to be addressed vigorously at every stage of 
the project. Specific EMC measures taken relate to the: power 
provision; site infrastructure, including shielding properties of the 
processor buildings; telescope interfaces and grounding; pre-build 
testing of the aforementioned.   

  Keywords-EMC, MeerKAT, metrology, Square Kilometre Array 

I. INTRODUCTION 
The SKA will become the largest radio astronomy 

telescope in the world [1]. The instrument will be at least 50 
times more sensitive than existing systems. The mid-band and 
telescope arrays will be built in the Karoo of South Africa and 
the low-band array in the Murchison Valley of Australia. RFI 
may well prove to be a limiting factor in the science that can 
be achieved by the three distributed arrays. This paper 
overviews the general EMC aspects of the Karoo work, but 
will give specific focus to some of the projects by way of 
illustration. General references to this can be found in [2], but 
more detail will be provided in the presentation on: the power 
provision; the hardening measures of the partially-
underground Karoo Array Processor Building (KAPB) – in 
the throes of construction at the time of writing; the shielding 
effectiveness (SE) properties of the soil berm arising from the 
excavation of the KAPB; some of the Karoo Array Telescope 
(KAT) modeling and measurement; general techniques and 
equipment. 

II. INFRASTRUCTURAL EMC 

A. Power provision 

An early development to the site was the 22 kV power line 
which has since been up-rated to 33 kV. The line was 
designed not to spark. Modeling and measurement findings 
added to the decision to point the power lines away from the 
site core. Fig. 1 shows the evolving layout of the core where 
power lines are underground and hills are used for shielding.  

B. Karoo Array Processor Building and Soil Berm 
Fig. 2  shows  the KAPB at  a  mid-construction phase.  
_____________________________________ 
NRF and SKA of South Africa are thanked for support. 

The excavated soil was exploited to form a shielding berm. 
The earth mat, bond ring conductor, reinforcing connections 
and cable entry points were carefully designed and checked.  

C. Modeling and Metrology 
Many of the systems have been the subject of physical 

scale, analytical and computational modeling. Measurements 
in both time and frequency domains has been undertaken. 
Cutting-edge technology in the KAT processing systems has 
been exploited for the time instruments. 

III. CONCLUSION

A brief outline of the EMC aspects of the South African 
SKA project has been given. The conference presentation will 
expand on the highlighted topics. 

Figure 1.   South African SKA site showing the first seven Karoo Array 
Telescopes (KAT-7), the foundations of some MeerKAT telescopes (mid-left), 
and the flat topped hill called Losberg. The site base with data processing and 

power rooms is situated directly behind Losberg. 

Figure 2.   The mid-phases of the Karoo Array Processor Building (KAPB) 
construction showing soil berm from earth excavation, some connected 
reinforcing, the ground level with earth mat and bond-ring conductor. 
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Abstract—In modern society, the threat of HPEM(high-power 
electromagnetic) is increasing. If the infrastructure and electronic 
equipments were attacked in HPEM, confusion will occur socially. 
From the threat of HPEM, to protect facilities that should block 
high-power electromagnetic and then electromagnetic shielding 
effectiveness evaluation of facilities is very important. But, when 
shielding facilities was constructed, to arrange shielding wall 
adjacently in the exterior concrete structures is general because of 
the effectiveness of space and construction cost savings. As between 
shielding wall and concrete structures is narrow, shielding 
effectiveness measurement is impossible. In this paper, analyze of 
the effect on shielding effectiveness by change of the receiving and 
transmitting antenna position. Shielding effectiveness of shielded 
room wall and honeycomb were measured. Experimental results, 
standard deviation of shielding effectiveness by changing the 
position of the antenna is about 3 ~ 5dB. 

  Keywords-Shielding Effectiveness; HPEM; High-Power; SE 
Electromagnetic 

I. INTRODUCTION  
To construct HPEM shielding facility, First concrete 

infrastructure was constructed and then, shielded room was 
constructed inside the concrete buildings. But, effectiveness of 
space and construction cost savings in the exterior 
infrastructure adjacently arranging wall of shielding room is 
usually. For this reason, gap of between shielding facility wall 
and exterior concrete infrastructure is narrow. So, shielding 
effectiveness measurement of shielding facility is difficult. 
For shielding effectiveness test, as enormous construction 
costs are consumed, occupying gap of between shielding 
facility wall and exterior concrete infrastructure is difficult. So 
in narrow state exterior space of shielding facility, plan 
measuring shielding effectiveness will show impact 
effectiveness. If the measurement of shielding effectiveness in 
a small space possible, construction cost will be saved. 

II. Experiment setup
MIL-STD test method is shown Figure 1(a). 

Experiment is in progress to arrange transmitting antenna in 
the outside shielding room and exchange transmitting-
receiving antenna's position. 

(a) 

(b) 
Figure 1. Shielding effectiveness experimental setup. (a)Typical SE test 

setup (b) Antenna position change setup 

III. Experiment result

Standard deviation of specification experimental result 
is presented in Table. 1. As we measure shielding 
effectiveness according to position of antenna, from total 
measurement frequency region. In the case of horizontal 
polarization, the standard deviation is about 3.1 dB~3.7 dB. In 
the case of vertical polarization, the standard deviation is 
about 3.8 dB~4.4 dB. The standard deviation per frequency 
band is 2.1dB~5.6dB in the horizontal polarization and 
1.5dB~6.3dB in the vertical polarization. 

TABLE I. Standard deviation According to Tx-Rx Antenna's position.
Shielding wall Standard deviation 

Frequency Horizontal Vertical 

Band1 (10kHz~20MHz) 2.3718 2.5799 

Band2 (20MHz~100MHz 2.7897 5.8307 

Band3 (100MHz~300MHz) 4.1503 4.2312 

Band4 (300MHz~1GHz) 3.7328 3.7121 

Full Band (10kHz~1GHz) 3.2207 3.9104 

The magnitude of standard deviation generated by 
changing position of antenna is almost similar to that 
generated by repetitive experiments.  
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Abstract— This paper presents a high power wideband radiator 
with a paraboloidal reflector illuminated by an integrated antenna-
source (IAS). The reflector is employed to obtain very intensive 
electric fields because the paraboloidal reflector dramatically 
increases directivity of the radiated field. The proposed radiator was 
designed by using a transient analysis of the reflector and an 
electromagnetic simulation. It is demonstrated by experiments that 
the proposed radiator has an electric field strength of 52.5 kV/m at a 
distance of 40 m. 

 Keywords-High Power Wideband Radiator, Integrated Antenna-
Source, Far Voltage, Paraboloidal Reflector 

I. INTRODUCTION 

High power wideband radiators (HPWRs) have been 
investigated for a number of applications such as 
electromagnetic car stopper, counter improvised-explosive-
devices (IEDs).  In order to study effects of high power 
wideband pulses on vehicles and IEDs which are located at a 
long distance, the radiators with far voltage of megavolt range 
are required.  

In a previous work [1], we developed an autonomous, 
compact, and robust integrated antenna-source (IAS) system. 
Because paraboloidal reflectors are capable of achieving high 
directivity, we apply the paraboloidal reflector as a directive 
antenna to the IAS. We analyzed the proposed radiator based 
on a theoretical transient analysis. In addition, the radiated 
electromagnetic fields are calculated by using an 
electromagnetic simulation. It was demonstrated by 
experiments that the far voltage of the radiator is 2.1 MV. 

II. DESIGN

Fig. 1 shows the proposed radiator which consists of a 
high-voltage power supply, a Marx generator, an IAS and a 
paroboloidal reflector. The transient response of the reflector 
and the optimum ratio of the focal point to the diameter are 
analyzed by transient electromagnetic analysis. Based on the 
analysis, we designed the radiator by an electromagnetic 
simulation. The diameters of the reflector and the IAS are 1.5 
m and 15 cm, respectively.  

III. MEASUREMENT 

Fig. 2 shows the electric field radiated from the proposed 
radiator at a distance of 40 m. The peak electric field strength 
in Fig. 2 is 52.5 kV/m and the peak-to-peak electric field 
strength of 92 kV/m is obtained from experiments. 
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Fig. 2. Electric field at 40 m. 

Fig. 1. Proposed high power wideband radiator. 
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Abstract— A massively parallel electromagnetic field simulation 
software named JEMS-FDTD (J Electromagnetic Solver-Finite 
Difference Time Domain) is presented. JEMS-FDTD uses FDTD-
related methods to solve the Maxwell equations in time domain. 
JEMS-FDTD has the capability of solving electric-large problems 
of thousands wavelengths with hundreds of billions mesh cells, 
which makes it a suitable tool to simulate electromagnetic 
scattering and coupling by large complex objects. In this paper, the 
characteristics of JEMS-FDTD is discussed. As a numerical 
example, the computation and analyzing of electromagnetic wave 
scattered and coupled by a building is presented. 

  Keywords-computational electromagnetics; FDTD; parallel 
computation; coupling, scattering 

I. INTRODUCTION 

The FDTD method [1], which is a simple and direct way to 
solve the Maxwell equations and easy to implement, has been 
widely employed to solve various electromagnetic problems 
for decades. However, FDTD always requires a finer mesh 
compared to other numerical methods such as MoM, thus 
limits its application. Recently, as the development of parallel 
computation technique, FDTD solving electric-large problems 
becomes possible [2]. 

II. A BRIEF TO JEMS-FDTD

Despite of the simplicity of parallel FDTD in principle, a 
high efficiency parallel FDTD program is always difficult to 
develop because of the complexity and flexibility of parallel 
computation technique, especially when thousands of 
processors and hundreds of teraflops of computation 
performance are involved. 

We have been developing a massively parallel 
electromagnetic field simulation program named JEMS-FDTD 
since 2008 [3]. JEMS-FDTD is a universal massively parallel 
electromagnetic field simulation program, which is capable of 
simulating transient high frequency electromagnetic problems, 
such as transmitting, propagation, scattering and coupling. 
JEMS-FDTD adopts FDTD-related methods, including 
conventional FDTD method, AMR-FDTD. JEMS-FDTD is 
designed and structured oriented to using thousands of 
processors with multi-core on HPCs (High Performance 
Computers), with MPI (Message Passing Interface) and 
OPENMP (Open Multi-Processing) hybrid-parallel techniques. 

Usually, there are two key issues that may constrain the 
massively parallel computation performance, the load balance 
and system RAM (Random Access Memory) latency. JEMS-
FDTD adopts a four-level hierarchical data structure strategy 
to deal with these problems. The efficiency test performed on 

TIANHE-1A super computer shows a high parallel efficiency 
of >80% of 30000-task parallel computation case (parallel 
efficiency E is defined by E = Ts/(Tn n), where Ts and Tn is the 
computation time on one processor and n processors 
respectively. In our test, we considered the efficiency of 600-
task parallel computation case is 100%). 

Figure 1.   Hierarchical data structure strategy of JEMS-FDTD 

III. NUMERICAL EXAMPLES

In this example, the scattering and coupling by a real 
building is simulated. The dimension of the building is 15m × 
7.5m × 13.27m. The electric properties of materials are 
obtained by field test. The incident wave is set to a wideband 
pulse from 1 to 3 GHz. A fine mesh of 12.5 billion cells is 
generated to describe this model. The computation takes 
approximate 30 hours on 5760 Intel Xeon X5670 2.93GHz 
processors. The computation result shows good agreement 
with experiment test. 

Figure 2.   Building model and Electric field distribution on horizontal slice 
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Abstract— With the development of the technology, there are more 

and more electronic devices around us, forming the complex and 

harmful electromagnetic environment. Nowadays people pay more 

attention to the high power electromagnetic environment which can 

affect the work of the electronical equipment and the health of 

people, electromagnetic interference covers wide spectrum, ranging 

from few Hz to few GHz. Therefore, we need some effective method 

to test electromagnetic field so that we can take the appropriate 

measurement. According to two methods of measuring transient 

electric field, we designed two different D-dot transient electric field 

sensors which have wide bandwidth and good sensitivity 

  Keywords- HPEM; D-dot sensor; Bandwidth; TEM cell; Signal 

recovery 

I. INTRODUCTION  

We have made two kinds of D-dot sensors, as is shown in 
Fig.1. The one is monopole antenna, and the other is dipole 
antenna. The bandwidth of the two D-dot sensors designed is 
around 1 GHz, The characteristic impedance of the sensors 
designed is 50Ω. The sensors are available for most of the 
situation, we make it by ourselves, the volume of the sensors 
are small and the cost is cheap. 

The sensors’ sensitivity and bandwidth is tested in the 
TEM cell. The Specific parameters of the two kinds of D-dot 
sensors are listed in the table.1.  

TABLE I. parameters of the two kinds of D-dot 

In the test, Gaussian pulse generator as source and digital 
oscilloscope which has wide bandwidth were used, as is 
shown in Fig.2. We use Matlab software to remove 
interference of the noise and get the original signal. We get 
the practical bandwidth and sensitivity of the sensors. The 
later work is to increase the sensor’s bandwidth for better 
application. 

Figure 2.   The test system  
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Abstract— Commercial off the shelf (COTS) equipment is 

increasingly used in critical infrastructure applications. Mission 

critical electronics is usually HEMP-protected by expensive 

shielding and filtering techniques. To understand the effects of 

newer threats such as IEMI, this work describes a HPM go / no go 

test. This test investigates the behavior of electronics protected by 

shielding and filtering components readily available on the market 

to protect against HEMP. The equipment and some meters of 

cables which form a loop to monitoring equipment outside the test 

chamber are exposed to HPM-radiation. The system is 

permanently monitored while irradiated with different HPM field 

levels and frequencies. 

  Keywords: HPM, HPM-testing, computer network components, IEMI, 

SUPRA, COTS, 19” EMC enclosure, HEMP-filters  

I. INTRODUCTION  

Many critical infrastructure applications increasingly rely 
on commercial off the shelf (COTS) electronics rather than 
using dedicated and especially hardened equipment. Especially 
in the fast progressing information technology commercial 
equipment provides the benefits of the latest technology at an 
unbeatable price. To cope with HEMP and other EM-threats 
such as IEMI [1] mission critical equipment is usually installed 
in especially hardened facilities consisting of shielded rooms 
and special protection filters against conducted threats. In this 
work we investigate a partial protection concept of computer 
network components using commercial off the shelf protection 
components, which are placed in a cabinet. The whole cabinet 
including the attached wires are irradiated by High-Power 
Microwaves (HPM).  

II. Equipment under Test and Test Setup

A. Equipment under Test 

For this test commercial network components were 
installed in a commercially available 19” cabinet (Schroff

®
) 

designed for EMC applications. This cabinet uses a frame, 
which is fitted with conductive textile EMC gaskets, which 
link the cover metal sheets in an electrical conducting manner. 
According to the manufacturer this construction provides a 
shielding effectiveness of 60 dB up to 1 GHz and 40 dB up to 
3 GHz. All cabling attached to the cabinet are protected by 
commercially available HEMP- and lightning protection 
components (Meteolabor

®
) which are installed in a feed-

through panel of the cabinet.  

B. Test Setup 

The equipment under test (EUT) is placed in the anechoic 
chamber of the German HPM-simulator SUPRA [2] at a 
distance of 14 m from the antenna (see schematic test-setup in 
Fig.1). The cabinet and several meters of cables are 
illuminated by the HPM-radiation in the frequency range 
from 0.9 to 1.5 GHz. The other ends of the cables are fed 
through the same types of EMP-filters to a monitoring room 
outside the anechoic chamber, where the data from the 
network components are permanently monitored and fed back 
to the cabinet in a closed loop manner. 

Commercial 19"

EMC-Cabinet 
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(Equipment under Test)

Figure 1:  Schematic HPM Test-Setup  

III. Results and Conclusions 

The protection by commercial components results in a 
considerably improved immunity of the system against HPM 
compared to an unshielded setup. No damages occurred 
during this test. In some configurations various disturbances 
have been observed. More details will be presented during the 
conference.   
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Abstract—A compact HEMP test system was introduced. The core 

component was a high-voltage pulse generator with a RC circuit. 

Unlike normal spark gap switches used in other generators[1], 

however, a movable electrode was built in, which makes it possible 

to be triggered by means of adjusting the gap distance. The output 

waveform characterizes 2.5ns rise time, 23ns pulse width and 

10kV maximum voltage. With a TEM cell and 50Ω matched load, 

it can produce 50kV/m electromagnetic field in laboratory.  

Keywords—HEMP Generator; EMP; Spark Gap Switch; Movable 

Electrode;  

I. INTRODUCTION 

There is a need of standard electromagnetic field with 
known waveform to test small devices. The IEC gives 50kV/m 
a significant value of HEMP field, which can be simulated 
with low-height TEM cell in a small place. However, kinds of 
spark gap switch are indispensable to form a wave front with 
nanosecond rise time. These switches have dispersion on break 
down voltage and break over time.  

Thus, a switch with a movable electrode was fabricated. 
The gap distance can be adjusted from outside by a cylinder. 
The gap is so long that it can hardly self-break down before 
being triggered. Then the gap was shortened to form a 
discharge spark, conducting the path and decreasing the 
inductance.  

II. CONSTRUCTION OF THE GENERATOR

A. Structure of Movable Electrode Switch 

In order to move the electrode outside the switch, the cavity 
was divided into two isolated parts: one is for the switch and 
another one is for a cylinder which can push its piston forward 
or backward. The following figure shows the details: 

Fixed 

Electrode

Movable 

Electrode
Piston

Spring

Cavity I Cavity II

1 2( )p p
1 2( )p p fs 

1p 2p 1p 2p

f

Fig. 1   A fig to show how the movable electrode moves 

There are two electrodes in the Cavity I, which has 
invariant pressure of nitrogen denoted as p1. The Cavity II, 
with a piston and spring, is size-changeable. The pressure 
caused by compressed air, is denoted as p2. Whenever p1≥p2, 
the piston is at the end of the right side, making the connected 

electrode far from another. If the p2 increases, the piston starts 
to compress the spring, the electrode moves and as a result, the 
gap distance decreases. It won’t hold too long before the whole 
gap breaks down. 

B. Principle of the Generator 

The equivalent circuit of the generator was a typical RLC 

circuit. When 2
L

R
C

 , the voltage got from the resistor 

approximates: 

2 1

0 0( )

t ttt

L RRC
Ru t U e e U e e 

    
     

   
   

        (1) 

where 1 /L R  , 2 RC  . 

We chose 50R  and in order to get a double 

exponential waveform with 2.3ns/25ns, L and C were 

respectively 56.8nH and 666.7pF, with which the whole 

circuit were determined. 

III. THE MEASUREMENT AND TEST OF THE SYSTEM

A TEM cell was made to form an EMP field and test the 

object in it. The size was designed to make the wave 

impedance 50Ω, which is matched with both sides. In our 

measurement test, a coaxial attenuator was connected to decay 

the amplitude of the output pulse, whose input impedance was 

also used as the load. The setup of the experiment can be seen 

in Fig. 2. 

TEM Cell

Oscilloscope

Generator

DC Power

EUT

(E-field

  Vector)

-     +

Attenuator

 as 50Ω load

Fig. 2   The setup of the HEMP test system 

IV. CONCLUSION

A HEMP test system was made with kinds of movable 

electrode switch built in and the compact size and stability was 

achieved. 
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Abstract—The distributed analytical representation and iterative 

technique (DARIT) Jacobi iteration (Jacobi-DARIT-field) method 

has been proposed for the calculation of electromagnetic pulse 

(EMP) radiated field coupling to multiconductor transmission 

lines (MTLs). More recently, based on the Jacobi-DARIT-field 

method, the Seidel-DARIT-field method (the DARIT-field method 

which adopted the Gauss-Seidel Iteration Algorithm) has been 

developed as well. This paper compares these two methods from 

the points of view of the accuracy and convergence speed, etc. 

Keywords-analytical solution; Gauss-Seidel iteration; 

electromagnetic pulse; iterative method; transient analysis; 

transmission line modeling; waveform relaxation. 

I. INTRODUCTION 

To predict the effects of EMP coupling to multiconductor 
transmission lines (MTLs), many researchers have proposed 
the method of modeling of EMP coupling to MTLs [1]-[2]. In 
2013, Y.-Z. Xie, J. Guo and F. Canavero proposed an approach 
using the distributed analytical representation and iterative 
technique (DARIT) method which is based on the Waveform 
Relaxation and Transverse Partitioning (WR-TP) for the 
response computation between multiconductor transmission 
lines illuminated by the incident EMP field [1]. Hereafter, this 
algorithm is named Jacobi iterative method of DARIT-field 
(Jacobi-DARIT-field). The algorithm can avoid the need for 
inversing the matrix when solving MTLs equations and leading 
to high computational efficiency. 

Based on the Jacobi-DARIT-field method, another DARIT-
field method employing the Gauss-Seidel Iteration Algorithm 
(Seidel-DARIT-field) has been developed [2]. This paper 
provides comparison result between these two methods. 

II. OUTLINE OF THE TWO METHODS

By applying waveform relaxation techniques [2] to the 
Telegrapher's equations, we obtain a recursive set of 
decoupled differential equations in:  

                   


The algorithm of iteration 1 of the two methods is the same, 
it only takes the illuminating EMP wave into account. At 
iteration 2, each line is excited not only by the incoming EMP 
wave but also by the coupling effects of all the other adjacent 
lines, this is where the main difference between the two 
methods happen: 

 Jacobi-DARIT-field method handles every line
parallelly and updating the state of lines based on the
state of lines at the previous iteration.

 Seidel-DARIT-field method handles every line one by
one. It update the state of nth line based on the state of

line 1~n-1 at the present iteration and line n+1~N at the 
previous iteration.  

The details of the two methods are proposed in [1], [2]. 

III. VALIDATION OF THE PROPOSED ALGORITHM

A validation example is proposed to give a comparison 
between the two methods. In the example, a symmetrical and 
lossy three wires with the length of 7.5 cm, height of 2 mm 
and diameter of 0.2 mm which above the lossy ground is 
considered.  The loads on both sides are 50 Ω. There are three 
cases in this example with the distance between wires of 6.76 
mm, 2.14 mm and 1.50 mm to make the coupling factors (the 
expression of CF see [1]) equal to 0.05, 0.25 and 0.35, 
respectively. Fig. 1 shows the frequency response of wire #1 
obtained with the two methods and with the conventional one 
(Chain Parameters Matrix method). The results of the relative 
errors ε after Iteration 3 and 4 of the two methods are 
presented in Table I. It can be seen that the results from 
iteration 3 of Seidel-DARIT-field are more convergent than 
them from iteration 4 of Jacobi-DARIT-field.  

Figure 1. The far-end response of wire 1 with different coupling factors.  

TABLE I. RELATIVE ERRORS OF THE EACH METHOD 

CF ε (%) 

Jacobi.It.3 Jacobi.It.4 Seidel.It.3 

0.05 0.049 0.029 0.012 

0.25 0.330 0.198 0.095 

0.35 1.000 0.925 0.385 

V. CONCLUSION 

The validation result shows that Seidel-DARIT-field 
method has a faster convergence speed than Jacobi-DARIT-
field method. However, it is worthy to note that the current 
Seidel-DARIT-field method is not so convenient for the very 
large conductors case, which is still an open problem. 
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Abstract— Most High Altitude Electromagnetic Pulse (HEMP) 
protection filters are used in critical infrastructure protection 
applications and therefore reliability is of paramount importance. 
This paper covers the key design factors affecting the reliability of 
these filters with a focus on high current ratings. 
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I. INTRODUCTION 
MIL-STD-188-125 is the standard normally used to define 

performance requirements of HEMP filters for critical 
infrastructure applications. This requires verification testing of 
HEMP filters when first installed. However, to ensure 
continued protection the HEMP filter must also perform 
without failure or degradation over its entire service lifetime. A 
good maintenance plan is important to identify any 
degradation of performance but is not a substitute for reliable 
filters. 

II. KEY DESIGN FACTORS 

Key factors affecting reliability of electrical devices 
derived from MIL-HDBK-217 include operating temperatures 
of components, and safety margins on voltage and current 
ratings. With regards to filters, these reliability factors impact 
on the choice of capacitor and inductor materials, their design 
and integration into the filter enclosure, and the choice of 
material for the filter enclosure.  

A. Voltage Safety Margins 
The voltage safety margin has a direct impact on the 

reliability of capacitors. A large ratio of capacitor test voltage 
to working voltage reduces electrical stress from voltage 
transients experienced by the filter over its service life. The 
use of self-healing capacitor technology further improves 
reliability allowing the capacitor to recover from minor 
overvoltage transients. Empirical measurements on filters in 
service demonstrate the benefit of this approach. Figure (1) 
shows the measured capacitor parameters of 42 filters after 20 
years of continuous service utilising self-healing filter 
capacitors with a voltage safety margin of greater than 6:1. 
The plot shows little change in capacitance value after 20 
years. There were also no electrical failures of any of the 
filters in service although some transient suppression varistors 
had been replaced. 

Figure 1.   Normalised capacitance of filters after 20yrs of service 

B. Temperature Rise 
Higher temperatures have a negative impact on reliability 

therefore maintaining cool running of a filter is vital. There 
will inevitably be greater heat dissipation in high current 
filters and any shortfalls in the design or manufacture will 
have exacerbated consequences; one problematic area is 
enclosure design and material choice where there can be a 
conflict between shielding performance and eddy current 
heating effects. 

Figure (2) shows the eddy current heating effect on three 
shielding barriers of different grades of steel with a 1200A 
conductor passing through. It follows that without careful 
material selection any filter enclosure could introduce serious 
eddy current heating to a filter, shortening its service life. 

By taking this into account in the design of a 1200A filter, 
it was possible to reduce the overall case temperature rise 
above ambient, at full load current, from 30⁰C to 18⁰C; this 
translates to a calculated MTBF improvement from 256,000 
hours to 406,000 hours. This will result in significantly 
improved reliability in service. 

Figure 2.   Eddy Current Heating in Steel Barriers  
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Abstract— A statistical model for the coupling of electromagnetic

radiation into enclosures through apertures is presented. The

model gives a unified picture bridging deterministic theories of

aperture radiation, and statistical models necessary for capturing

the properties of irregular shaped enclosures. The enhancement of

coupled radiation due to aperture resonances will be emphasized,

and general formulas for the statistics of the radiation entering the

cavity and reaching an antenna in the cavity will be presented.  In

the high and low loss cases these formulas have particularly simple

forms that can be used to assess coupling in specific cases

 Keywords: Aperture, quality factors, voltage statistics

INTRODUCTION

The coupling of electromagnetic radiation into enclosures or

cavities through apertures both electrically small and large has

attracted the interest of electromagnetic community for many

years. Full solutions of this problem are particularly

complicated because of the mathematical complexity in the

solution of the boundary-value problem and because of the

sensitivity of the solution to the detail of the enclosure’s

dimensions, content, and the frequency spectrum of the

excitation. These difficulties have motivated the formulation of

a statistical description (known as the random coupling model,

RCM [1], [2]) of the excitation of cavities, in particular the

linear relation between voltages and currents at ports in the

cavity, when the ports are treated as electrically small antennas.

The RCM has recently been extended to the case of apertures

[3] of arbitrary size.  In this treatment the aperture is

characterized by an admittance matrix that relates the amplitude

of the tangential component of the electrical field in the

aperture to the amplitude of the transverse components of

magnetic field.  Field components are represented as a

superposition of basis functions whose amplitudes are voltages

and currents related by the admittance matrix. The matrix takes

on two generic forms: a radiation admittance that applies to the

case in which the aperture faces free space and a cavity

admittance that applies when the aperture is backed by a cavity.

The cavity admittance is a statistically fluctuating quantity, with

properties derived from random matrix theory, that account for

the uncertainties in the spectrum and properties of modes of the

cavity in question.  The cavity is then characterized by the

spectral density of modes and an average loss factor.

Coupling to an antenna in the cavity is included in the

model by augmenting the admittance matrix of the aperture

with the impedance matrix of the antenna, including a load

impedance on the antenna.  This results in a matrix circuit

equation that gives the voltage on the antenna’s load in terms of

the amplitude of a plane wave incident on the aperture.

A sample plot of power delivered to the load as a

function of frequency is shown in Fig. 1.  Interestingly, the

resonant frequencies of the aperture are not in the range of

frequencies displayed in Fig.1. Yet they play a strong role in the

large enhancements in coupled power depicted. A general

expression describing this effect will be presented.

Figure 1.   Power coupled through a 25 cm by 2 cm aperture in a cavity wall to a

small antenna. Shown in blue are several individual realizations of the cavity,

and in red the average over 800 realizations.
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Abstract—S u b nanosecond pulses can be delivered with impulse 

antennas, offering the potential for noninvasive treatment of 

subcutaneous tissue. The pulse duration, 100–200 ps, makes it 

possible to focus the radiation on the target efficiently and produces 

a focal spot of 1-cm3 in the tissue. We found that very intense 

electric fields are needed to cause significant cell death, making it 

difficult to use antennas. Other effects, such as membrane 

permeabilization or stimulation of action potentials, however 

require lower electric fields, which makes the approach of pulse 

delivery with antennas more practical.  This paper presents the 

typical pulse parameters for electrostimulation and discusses 

possible pulse delivery methods for in vitro and in vivo models. 

  Keywords- subnanosecond pulses, electrostimulation 

I. INTRODUCTION  

       A previous study [1] showed that for the 800-ps pulses and 

an electric field of 150 kV/cm, approximately 18,000 pulses 

were required in order to cause 50% B-16 cell death.   For a 

moderate field intensity of 20 kV/cm [2], increasing the pulse 

repetition rate caused an increase of cell killing partially due to 

the increase in temperature. A recent experiment on liver cancer 

cells [3] also confirmed the role of temperature elevation in 

facilitating cell death.  

       While cell death may require a large number of high 

intensity subnanosecond pulses, moderate or mild effects, such 

as the increase of cell membrane conductance, can be induced 

with much fewer pulses. In neuroblastoma cells (NG-108) for 

example [2], after exposure to 1000-2000 pulses, the inflow of 

current was measured, an indication of increased membrane 

conductance. The modification of membrane transport 

processes by subnanosecond pulses suggests the feasibility of 

stimulating excitable cells.  

    A whole-cell current clamp recording configuration was 

used to measure the membrane voltage of the neurons [4]. The 

selected neurons were patched before subnanosecond pulses 

were applied. The current varying in a stepwise fashion was 

injected to the neurons and subsequently subnanosecond  pulses 

were applied (100 pulses within 200 ms) in the course of the 

constant current.  

II. RESULTS 

     Shown in Fig.1 is a neuron stimulated by subnanosecond 

pulses. An immediate increase of the membrane potential 

(depolarization) was observed (Fig.1a), regardless of whether 

the cell was hyperpolarized or depolarized by the injection 

current. The increased potential stayed as long as the pulses 

___________________________________ 
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were applied. But it was within the rising phase, i.e., in the first 

30 ms, that the firing of an action potential was recorded. The 

time it took was somewhat correlated with the membrane 

potential at the instant of the pulse application. For instance, 

when the injection current was held steady (-100 pA), the action 

potential was recorded after 20 pulses. But fewer pulses were 

needed to induce the action potential if the injection current had 

already caused depolarization. The neurons may not fire an 

action potential at all if the cells were hyperpolarized.  We note 

that stimulating with subnanosecond pulses will not cause any 

damage to the neurons, evidenced by their capability to fire the 

action potentials repeatedly. Shown in Fig.1b is a neuron 

stimulated 20 times at 1 Hz under the same pulse conditions, 

indicating that this method is safe and reliable.   

Figure 1.   A neuron was stimulated by subnanosecond pulses in vitro. a) The 
neuron was clamped by a constant current (-15 pA) and subnanosecond pulses 

were applied to induce the depolarization. An action potential was fired 

approximately 30 ms after applying the subnanosecond pulses; b) Repeated 
firing of the action potentials at 1 Hz by the same neuron for 20 stimulations in a 

row.  
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Abstract—The method of calculating the parameters and 
characterizing the degree of pulse electrical disturbances influence 
on digital devices functioning is considered here. By means of this 
method, assessments of the consequences of the repetitive pulse 
disturbance influence on digital devices functioning on such 
factors as the pulse disturbance waveshape, its duration, its peak, 
and the mode of coding data being transmitted, etc. were carried 
out.	
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I. INTRODUCTION 
In the situation of a pulse electromagnetic field incident on 

a digital device, its case and external circuits are subjected to 
direct electromagnetic influence. Generally the case is made of 
metal, serving as a screen decreasing the level of 
electromagnetic field penetrating into the device. However, the 
case screening effect is restricted by its imperfections (port-of-
entries, joints etc.). These imperfections are the channels for 
the electromagnetic field penetration into the case. As a rule 
the internal wiring elements are the main receptors receiving 
the penetrating field influence. The pulse electrical 
disturbances, which can lead to the distortions of data 
circulating among separate digital devices, are being induced 
in all of them.  

The analytical method for calculating the occurrence of 
error probability in transmitting data packets under the 
influence of repetitive pulse disturbance has been offered in [1, 
2]. Using this method enabled us to solve a range of practical 
tasks. For example, it can be effective in choosing the optimal 
values of average signal power-to-repetitive disturbance 
average power and disturbance repetition frequency-to-data 
transmission rate ratios, under which the most effective 
disturbance influence on actual digital devices is noticed. It 
should be added also, that the method underwent an 
experimental check, which showed that it adequately reflects 
the real mechanisms and regularities of repetitive disturbance 
influence on digital devices [3]. 

II. ALGORITHM OF MODELING

As opposed to available analytical methods, a numerical 
method permits us to estimate the concrete consequences of the 
repetitive pulse disturbance influencing the function of digital 
devices in dependence on such factors as pulse disturbance 
waveshape, its duration, its peak value, the mode of coding 
data being transmitted, etc. For example, the algorithm 
proposed here provides for the assigning of several coding 

modes, namely NRZ, RZ, Manchester, four-level and eight-
level codes.  

The results of the examination of the listed factors’ impact 
on the quantity of the received data packets containing errors 
caused by the pulse disturbance influence are given in the 
presentation. In all cases it was assumed that transmission of 
1000 packets of 1000 binary bits with a 108 bps rate would be 
performed. The amplitude of the signal being transmitted is 
equal to 2.5 V.  

In the work presented here we have used the so-called 
“algorithm of the ideal receiver” as described in [4]. 

III. INFLUENCE OF VARIOUS FACTORS 

In this part of the paper the influence of four different 
factors are considered in detail: 

• The shape of the pulse disturbance waveform
• The duration of the pulse disturbance
• The peak of the pulse disturbance
• The mode of the data coding

IV. CONCLUSIONS

The numerical method of assessment of digital devices 
immunity to repetitive pulse disturbance influence has been 
offered. It permits us to assess the consequences of the 
repetitive pulse disturbance influence on digital devices in 
dependence on such factors as the disturbance waveshape, its 
duration, its peak value, the mode of data coding, etc. To 
demonstrate the capability of this method some example 
calculations have been performed. 
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Abstract—Despite continuing advancements regarding computer 

technology and simulation software, having access to analytical 

equations that can be used to reduce the computational burden is 

still desirable. Transmission cross sections are presented for a 

number of apertures and arrays in perfectly conducting, and 

infinitely thin, ground planes. Comparisons are made between 

results obtained from numerical simulations, analytical equations 

as well as semi-analytical calculations obtained by combining 

analytical equations with numerical results.  
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I. INTRODUCTION  

Knowledge of the transmission cross section of apertures 
and arrays constitutes an important factor in the design and 
analysis of shielding structures. With the continuing 
advancements regarding computer technology and simulation 
software, the shielding performance of increasingly complex 
apertures can today be studied using accurate full-wave 
simulations. Having access to analytical equations that can be 
used to calculate the transmission cross section, or at least 
reduce the computational burden, is, however, still desirable. In 
this study the transmission cross section of different types of 
geometrically simple apertures are presented and comparisons 
are made between results from numerical simulations, 
analytical equations and semi-analytical calculations obtained 
by combining analytical equations with numerical results.  

II. TRANSMISSION CROSS SECTION 

Using antenna theory an analytical equation can be derived 
describing the ratio between the transmitted power, PN, from 
an array of dipoles and the transmitted power, P1, from a single 
dipole [1]. This ratio is given by 
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where N is the number of elements in the array, k is the 
free-space wavenumber and d is the distance between the 
dipoles. The validity of (1) was tested by comparing results 
from a FDTD-simulation on an array consisting of four 405 
mm

2
 sub-apertures separated by 3 mm with semi-analytical 

results obtained by combining (1) with a FDTD-simulation on 
a single 405 mm

2
 aperture, see Fig.1. Apart from an 

overshoot at first resonance, there is excellent agreement 
between the semi-analytical results and the “correct” numerical 
results. The discrepancy at resonance is due to a strong 

aperture coupling, which is not included in (1). The reduction 
in simulation time using the semi-analytical approach is 
approximately proportional to N.    

Figure 1.   T ransmission cross section (m2) for an array of four sub-apertures of 

size 405 mm2 and a separation of 3 mm. FDTD-simulation on the entire array 

(black) and semi-analytical results (red). 

The validity of a previously reported transmission line 
model [2] has been investigated for rectangular apertures with 
moderately small values on the length-to-width ratio. The 
transmission line model was found to provide accurate results 
when the ratio exceeds approximately five. By combining the 
transmission line model in [2] with (1) an analytical solution is 
obtained for the transmission cross section. Fig.2 compares the 
analytical solution with the numerical solution for two linear 
arrays. Very good agreement is obtained for frequencies up 
three times the first resonance frequency.  

Figure 2.   T ransmission cross section (m2) for arrays with two (black) and four 

sub-apertures (red) of size 405 mm2 and a separation of 3 mm. FDTD-
simulations on the entire array (solid) and analytical results (dashed). 
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Abstract—Two different cuts of lithium niobate (LiNbO3) were 

monitored with an acoustic wave prior, during, and after DC high 

voltage (HV) was applied to the crystal. The data show that the 

voltage (256 V to 1,100 V) induced shift in the acoustic wave 

arrival time scales quadratically for 0º X-cut and linearly for 36º 

Y-X cut.  The amount of voltage induced shift measured ranged 

from 10 ps-273 ps for 0º X-cut and -2.6 ps to -17.2 ps for 36º Y-X 

cut. The response difference between the two crystal cuts was 

attributed to the type of mode propagation in each crystal.  

Measured DC data is compared to both theory and a 1-D 

impedance matrix model.  This presentation describes progress 

towards developing a new high voltage sensor. 

  Keywords-DC High Voltage, Measuring Instruments, Electrical 

Measurements, Acoustic Waves, Lithium Niobate 

I. INTRODUCTION  

Performing high voltage (> 10 kV) measurements with a high 

degree of accuracy typically requires using a voltage divider. 

Piezoelectric crystals offer advantages for HV sensing, 

including relative high electric field breakdown voltage and 

operability over a large frequency range.  The presentation 

focuses on using LiNbO3 as a HV sensing element for direct 

voltage measurement without dividers or an electrostatic meter. 

II. EXPERIMENTAL SETUP AND RESULTS

In this experiment, an acoustic wave propagated through the 

crystal and was monitored before, during, and after the HV was 

applied.  Two transducers were controlled by a pulser/receiver 

system. A time interval counter was used to monitor the 

difference in the baseline acoustic wave propagation and 

propagation while a voltage was applied.   

The voltage induced shift versus voltage was measured for 

two crystal cuts using a DC voltage range from 256 V to 1100 

V. Figure 1 shows the results for both crystal cuts. The 36º Y-X 

cut, which propagates a longitudinal mode, showed good 

agreement with linear piezoelectric theory. For the 0º X cut 

case, the linear theory breaks down before 640 V. In order to 

explain the deviation in linear piezoelectric theory for the latter 

case, a 1-D impedance matrix model in the frequency domain 

was used to estimate the voltage induced shift in time by 

inputting a calculated change in length, l, due to voltage 

strain. For calculating strain, a simplified version of the linear 

piezoelectric constitutive strain relation was used:  

jjii EdS  (1) 

where the subscript i ranges from 1 to 6  and j ranges from 1 to 

3, S is the strain,  d is the piezoelectric constant, and E is the 

electric field. An inverse transform of the impedance was 

performed to extract the time response for the matrix model. 

The simplified equation assumes that the mechanical strain on 

the crystal is negligible compared to the strain from an applied 

electric field.
1
 

For 36° Y-X LiNbO3, a single dji term is needed, d21, since 

only a longitudinal mode is excited at this cut angle. For the 0° 

X LiNbO3 crystal, both a longitudinal wave and shear wave can 

be excited. It was found that between 256 V – 512 V, a 

longitudinal mode with d11 term was used to explain the 

measured data. In the range of 512 V – 768 V, a fraction of 

both the shear mode and longitudinal mode contribute to the 

response. For voltages  >768 V, both modes fully contribute to 

the strain.  

Figure 1:  Measured response of 36° Y-X-cut LiNiBO3 (circles, right axis) and  
0° X-cut LiNiBO3 (triangles, left axis) for DC voltages of 256 V-1100 V. The 

solid line segments (left axis) describe the calculated response from 1-D 

impedance matrix model over the same voltage range. The l term was used as 

the model input. Line A used the d11 term to calculate l. Line B used 50% of 

the d11 term and 50% of the d61 term to calculate l.  Line C uses the full d11 and 

d61 term to calculate l. The dashed line (right axis) is the linear piezoelectricity 
theory used to describe the 36° Y-X-cut LiNiBO3.  

III. CONCLUSION 

In summary, DC voltages were measured using a 

piezoelectric voltage sensor by monitoring acoustic wave 

propagation time changes with applied voltage. The measured 

crystal responses are consistent with linear piezoelectric theory 

for longitudinal mode propagation only. Shear wave 

propagation adds additional amplification to the response. 

Measurements using this method can be made with good 

sensitivity and low noise.   

The work was performed at Sandia National Laboratories. 

Sandia National Laboratories is a multi-program laboratory 

managed and operated by Sandia Corporation, a wholly owned 

subsidiary of Lockheed Martin Corporation, for the U.S. DOE's 

NNSA under contract DE-AC04-94AL85000. 
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Abstract— Recently QinetiQ has been commissioned to undertake 

several surveys of Critical National Infrastructure (CNI) sites in the 

UK and the US to evaluate the risk to the sites from Intentional 

Electromagnetic Interference (IEMI). This paper summarizes some 

observations from these surveys and our interactions with CNI 

owners/operators. This paper also compares and contrasts the 

IEMI threat with Cyber (computer network attacks) and physical 

threats. 

  Keywords- IEMI, Electromagnetic Compatibility, Critical National 

Infrastructure, Cyber 

I. INTRODUCTION  

Intentional Electromagnetic Interference (IEMI) is of 
growing concern to Critical National Infrastructure (CNI) asset 
owners/operators, largely because of the recent expansion in 
the use of embedded electronic systems for control and 
diagnostic purposes and the growing availability of capable 
IEMI sources [1].  New legislative drivers such as the SHIELD 
ACT in the USA [2] and the perceived risk from Cyber threats 
are forcing CNI asset owners and operators to consider their 
vulnerability to these relatively new threats. 

A definition of Cyberspace is “an operational domain 
whose distinctive and unique character is framed by the use of 
electronics and the electromagnetic spectrum to create, store, 
modify, exchange and exploit information via interconnected 
information-communication technology (ICT) based systems 
and their associated infrastructures” [3]. However, mostly the 
term Cyber is associated with a rather narrow definition of the 
threat which can be summarized as Computer Network Attack 
(CNA), whereby both the source of the threat and the target are 
ICT based. Examples of CNA include; hacking, malicious 
software (malware), Denial of Service (DoS) and Distributed 
Dos (DDoS), Botnets, and network intrusion [4].  

Physical threats to the CNI are perhaps more familiar and 
can include, for example; bombing, arson, and theft. 

II. OBSERVATIONS

A summary of observations of the difference in threat 
perception and protection are given in Table 1. These 
observations are ‘first hand’ and were identified from various 
Technical Visual Assessments (TVAs) of established 
functional CNI Sites in the UK and the US and of plans and 
designs for new sites yet to be built. The TVAs were 
conducted by QinetiQ in the last 24 months.  

This paper explores these differences in a higher level of 

detail, providing examples where they have been observed. 

TABLE I. A SUMMARY OF OBSERVATIONS 

Cyber/Physical Threats IEMI Threats 
Most Infrastructure providers/operators have 

an individual(s) responsible for Cyber 

Security or ‘digital risk’ and Physical 

Security 

Very few infrastructure providers presently 

acknowledge or recognize the IEMI threat – 

therefore they do not generally appoint 

someone to be responsible for IEMI protection 

Cyber and Physical threats can affect 

confidentiality, integrity and availability 

IEMI is primarily a threat to the availability of 

information/capable of denying service 

Cyber exploits can be conducted from 

another continent, outside of one Nation’s 

legal jurisdiction. Physical threats require 

physical interaction with the asset 

The range of IEMI threat sources can easily 

exceed the physical perimeter of a CNI asset 

but do not have the reach of Cyber threats   

Cyber is fundamentally a risk to 

interconnected ICT networks. Physical 

threats are a risk to physical, tangible assets  

IEMI can affect all unprotected electronic 

devices – not just interconnected ICT networks 

and can even affect electronic systems used to 

support physical security  

Laws already exist for Cyber-crimes and 

Cyber Terrorism. Physical acts on a CNI site 

are covered by standard legal doctrine  

Whilst it is illegal to transmit Radio Frequency 

signals without a license in many countries the 

act of procuring and using an IEMI source has 

not been legally tested 

The manifestation of a Cyber disturbance 

can be subtle or severe but it is possible to 

recover an evidence trail. Physical threats 

tend to leave physical evidence 

IEMI disturbances can leave very little or no 

physical evidence. 

Cyber/Physical Protection IEMI Protection 
A wide variety of standards and guides are 

available to infrastructure designers to 

improve the physical and Cyber security of 

new facilities 

Whilst design rules and standards exist to 

protect a new-build facility from IEMI, they 

are rarely mandated. 

Cyber and Physical attack is often detectable 

– detectors are available and deployed

Whilst IEMI detection concepts are starting to 

become available, their adoption is uncommon 

For Cyber threats, software patches can be 

used to rapidly mitigate vulnerabilities. 

Physical threats can be difficult to mitigate 

rapidly 

IEMI threats can be difficult to mitigate 

rapidly 

For Cyber threats Isolation and precise 

control of network connectivity boundaries 

(including the human behavioral boundary) 

massively reduces risk. Physical protection 

generally employs physical boundary 

controls 

IEMI protection can make use of the physical 

protection boundary if it is constructed in a 

way that mitigates IEMI. For example 

perimeter fences that have good attenuation 

properties or provide adequate stand-off. 
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Abstract—A large number of excellent papers have been 
written in the last 50 years to link the “new” field of chaos 
to established disciplines of classical mechanics and non-
conservative dynamical systems on one side, and set theory 
and stochastic processes on the other side [1-3]. In this 
paper we show that many of these chaos-related topics can 
be folded into a roadmap that demonstrates chaos’s strong 
dependence on statistical mechanics when applied to 
electromagnetic compatibility.  

     Keywords-component: Chaotic dynamical system, 
stochastic processes, logistic map, butterfly effect, strange 
attractor  

I. BACKGROUND 

It’s conjectured that chaos began when Newton’s laws 
of mechanics started to accurately predict the motion of 
planetary bodies from mutual gravitational attraction. In 
retrospect this was relatively easy to do for the two-body 
interaction because not only was the force between them 
known but one could also be confident that energy was 
conserved. The predicted orbits were well defined and 
essentially periodic. Poincare’s studies of the three-body 
problem around 1900 showed the existence of non-periodic 
orbits and bounded in today’s language as a limit cycle 
connected to a strange attractor. It was also noted that slight 
differences in initial positions of interacting bodies 
produced surprisingly huge differences in their orbits —this 
is one of the cornerstones of chaos theory.  

A conclusion from the early studies demonstrated the 
need for physical models based on statistical mechanics 
where the focus shifted drastically from a few interacting 
bodies to gases and fluids. The classic application is 
Edward Lorenz’s 1961 study of weather prediction. His 
results showed an acute nonlinear sensitivity to initial 
conditions. There is also similarity between Lorenz’s 
equations and those of the Rossler and Chua systems.   

II. APPROACH

In this paper we examine the synergism between the 
Lorenz, Rossler and Chua systems from the instability 
viewpoint. In particular we seek to better quantify how long 
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these systems can remain in quasi-equilibrium before 
bifurcation begins. This issue appears to be of high interest 
in power electronics and power supplies where sub-
harmonic bifurcations can connect a single point to a limit 
cycle [4]. Chaos behavior can appear in a large number of 
power electronic circuits such as: regulators, current limiter 
devices, amplifiers, etc.  

III. THEORY

A critical feature of the Lorenz, Rossler, and Chua 
systems is that they are not necessarily energy conserving, 
and are solved from of the general autonomous equation 

       ))(),....(),(()/( )()2()1( txtxtxFdtxd N


=  
By making a connection with turbulence theory Landau 
and Lifshitz showed that near a limit cycle the foregoing 
equation can be represented by only two variables—and 
ultimately modeled by a Poincare map [3]. Ultimately this 
leads to the solution of the discrete equation 

2
1 1),( jjj xxfx λλ −==+

 In the foregoing equation j is measured in units of the 
period and λ is a system dependent parameter determined 
by the bifurcation conditions and the multiplier µ --the 
numerical factor by which the frequency changes from the 
stable condition. At this transition point, *x , it’s required 
that *1 xxx jj ≡=+ , and jj dxdx /1+=µ , which then 
provides the conditions for bifurcation [3]. The foregoing 
theory, originally applied for turbulence, will be explored 
to analyze ripple and duty cycle stimulation of sub-
harmonics in networks [4]. Related conceptual foundations 
and limitations of chaos will also be explored.     
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Abstract—This paper illustrates and defines basic stochastic 
factors required for computing the target and clutter return 
for non-distributed field objects. It is shown that path-
dependent stochastic changes in polarization and random 
target response can adversely affect the SCNR.  

     Keywords-component: Non-distributed clutter, 
stochastic process, SCNR 

I. BACKGROUND 

Accurately determining the SCNR is a complex 
problem arising from the electromagnetic interaction 
between the incident radar signal and the target and/or 
clutter. As targets and decoys become more sophisticated 
and complicated it is more risky to rely only on test data. 
We need to push harder on rigorous theoretical 
fundamentals if we are required to deal with man-made and 
non-normal electromagnetic environments. Because of 
these difficulties semi-empirical formulas based on 
combining probability theory with experimental data have 
been of significant value, but may often result in 
uncertainties in SCNR and ultimately system performance.  

II. APPROACH

In this paper we: (1) define basic stochastic factors 
required for computing the target and clutter return for non-
distributed field objects, and (2) show that rigorous 
application of basic stochastic process techniques and 
probability theory can accurately account for path-
dependent stochastic changes in polarization and random 
target response that seriously affect the SCNR in a complex 
electromagnetic environment.  By keeping rigorous account 
of the target and clutter interactions the uncertainties in 
predicting the SCNR can be minimized. We determine 
target and clutter return for a point and/or collection of non-
distributed objects: the direction of the Poynting vector 
does not change over the size of the field object (target or 
clutter) on the macroscopic scale.  

III. THEORY

Our starting point assumes that clutter is modeled as a 
non-random and Memoryless System—the behavior only 
depends on the current time. Aside from the time delay 
between the radar and the field point, its radiating power is  
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proportional to the radar power )(0 tP . However, targets
and clutter may be classified as Systems with Memory 
which include Linear Time Invariant (LTI) systems.  For 
LTI systems the target/clutter power generated is [1] 

∫
+∞

∞−
ΘΘ −= τττ dPthtP )()()( 0  

where )(thΘ is a non-random and linear transfer function, 
and is adequate for use in the calculation of SCNR. We 
consider three causes of random effects: (a) propagation 
path from radar to object, (b) interaction between the 
incident field and object, and (c) propagation path from 
object back to radar. For illustrative purposes we consider 
random propagation effects to be caused by fluctuations in 
polarization and is represented by a random polarization 
vector ρ . If zu is a unit vector in the direction of
propagation, the two orthogonal directions of random 
polarization are xu and yu . Assuming that the energy (but
not the direction) is constant allows us to write 

( ) ypxp ulul )|(1)|( 00 ργργρ −+=
 

The function )|( 0ργ pl  is the conditional probability that 

polarization is in the xu direction after the wave has

travelled a distance pl starting with polarization: 0ρρ = ,

and )|(1 0ργ pl− is the corresponding conditional 

probability for the yu . The statistical properties of ρ  are
assumed to be known from actual measurements. Using the 
statistical properties of ρ we derive the probability density 
function of SCNR.  
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Abstract—We develop a strategy for exploring the relationships 
between electromagnetic front–and-back door threats, hardening, 
modeling and testing for systems of all sizes. Real systems can 
experience hardware and/or logic failure and whose responses may 
depend critically on design geometry, copy-to-copy variability and 
stochastic factors. Modeling of the survivability of such systems 
under such conditions is fraught with risk: a rigorous failure mode 
analysis cannot be guaranteed to identify all combinations of 
components and software states that might lead to a critical failure. 
That is, the true probability of survival must always be less than 
any computed value – and by an unknown amount. We discuss an 
approach for quantification of survivability bounds that utilizes test 
results and survived exposures of operational hardware using 
insights developed by Walley, colorfully illustrated by his “bag of 
marbles.” 

  Keywords-survivability; probability; failure; survivability; risk; 
Bayesian; odds; EMP; hardening 

I. INTRODUCTION 

This paper extends the notion presented by the authors in a 
previous AMEREM publication (AMEREM, Ottawa, Canada, 
July 2010) to the problem of quantification of low probability – 
high consequence events such as critical system failures from 
hostile electromagnetic environments. We develop a strategy 
for exploring the relationships between electromagnetic front–
and-back door threats, hardening, modeling and testing for 
systems of all sizes. Real systems can experience hardware 
and/or logic failure and whose responses may depend critically 
on design geometry, copy-to-copy variability and stochastic 
factors. Modeling of the survivability of such systems under 
such conditions is fraught with risk: a rigorous failure mode 
analysis cannot be guaranteed to identify all combinations of 
components and software states that might lead to a critical 
failure. That is, the true probability of survival must always be 
less than any computed value – and by an unknown amount. A 
dramatic example of this type of oversight was encountered in 
the nuclear meltdown at Three Mile Island, precipitated by the 
formation of an unpredicted hydrogen bubble forcing coolant 
away from the reactor core [1]. Since we seek quantification of 
low-probability failures, these unknown system failure modes 
become critical to the analysis. 

II. APPROACH 

We base the strategy for quantification of survivability 
bounds that utilizes test results and survived exposures of 
operational hardware on insights developed by Walley, 
colorfully illustrated by his “bag of marbles” [2]. He asks 
visitors to his office to guess the probability of drawing a red 

marble from an opaque bag on his desk; there is no other 
information about the contents given! The red ball is a clear 
metaphor for catastrophic system failures. In the absence of 
information of the nature of such a failure, the Walley 
questions are: “What is the highest probability for a red marble 
to be drawn for which you are willing to bet that this will 
occur?” and “What is the lowest probability for a red marble to 
be drawn for which you are willing to bet that this won’t 
occur?” In the absence of any data, these must have the values 
0 and 1, respectively. A multivariate analysis with an unknown 
number of possibilities results in the probability bounds 

 
   
 

 

  
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P s N s

(1)

Here, aP  and bP are the lower and upper bound probabilities 
for the unknown probability for drawing a red ball or, in our 
case, encountering an EMP-induced catastrophic system 
failure, when N draws have been made and rn red balls drawn. 
The quantity Pc represents the spread between the lower and 
upper bounds. The quantity s is a user selected parameter that 
represents the user’s degree of persuasion by the data; Walley 
suggests that a value of 2s  is reasonable. We see 
immediately from Eq.(1) that meaningful EMP exposures 
without system failure, i.e., with 0,rn  have a lower 
probability bound of 0 and an upper bound of 

 1 1 .b cP P N s    This shows that repeated survivals
forces the upper bound to zero – a reasonable and satisfying 
quantified behavior. 

We have rendered a computational model in [3] based 
on Walley’s concept. This new methodology gives us the 
opportunity to examine various subsets of threats and tradeoffs 
between probabilities connected with lethality and 
survivability, while taking into account the existence of 
potential unknown EMP-induced catastrophic system failure 
modes.    
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Abstract— A measurement method to determine the 
electromagnetic properties of walls with ultra-wide-band (UWB) 
radiation technique is presented. The advantage of this method is 
the possibility to determine shielding effectiveness and dielectric 
constant of walls without the requirement of a closed shield 
environment.  

 Keywords-UWB; wall shielding; electromagnetic properties 

I. INTRODUCTION  

The standard method for measuring the effectiveness of 
electromagnetic shielding enclosures is based on a swept-
frequency continuous wave (CW) technique in the frequency 
domain according to IEEE-STD-299. Because the method 
requires a closed shield environment, its application is only 
useful when the shielding of the building is complete.  

The presented UWB measurement technique in the time 
domain has the advantage that due to different time delays the 
penetrated signal through a potential leakage can be separated 
from the scattered signal around the shield. Therefore, this 
technique is suitable to determine shielding properties of 
detached wall segments. The covered frequency range is given 
by the bandwidth of the radiated UWB pulse.  

II. STEEL REINFORCED WALLS

In the following example, the electromagnetic properties of 
a detached steel reinforced test wall shall be determined. An 
UWB transmitter and an UWB receiver unit are positioned on 
both sides of the 50 cm thick wall as shown in Figure 1.  

Figure 1. Determination of  the electromagnetic properties of a 50 cm thick 
steel reinforced wall segment with UWB technique 

The distance between transmitter and receiver unit was 
chosen to dTR =1m. The propagation of the pulse through the wall 
is not only attenuated, but also reduced in velocity. This can be 
observed by measuring the time difference of the received probe 
signal at dTR =1m in free space uref (t) compared to the received 
signal uwall(t) with wall located between transmitter and receiver 
(Figure 2). The triggering was equal for both measurements. The 

time difference amounts to 3.8 ns and corresponds to the 
propagation time through the steel reinforced wall. The velocity v 
can be calculated to v = dwall / ∆T = 1.32 x 108 m/s. From this, the 
relative dielectric constant εr of the wall can be calculated to: εr = 
(c0/v)²=5.1, whereas c0 is the propagation speed of light.   

Figure 2. Received UWB probe signals uref(t) and uwall(t) 

Figure 3 shows the shielding effectiveness of the wall in 
the frequency range 0.4 – 1.9 GHz, calculated by SE = 
FFT{uwall(t)} / FFT{u ref(t)}. It can be noted that the attenuation 
increases with frequency which is assumed due to increasing 
absorption losses of water in the range of 2 GHz [1].  

Figure 3. Shielding effectiveness of a 50 cm steel reinforced wall 

III. CONCLUSION 

The presented time domain measurement method with 
time-gating technique is capable to determine the 
electromagnetic properties of walls and wall segments in their 
original environment. 
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Abstract— This paper describes the design and performance of an 
electromagnetic lens to connect a high-power Marx generator to a 
helical antenna. The Marx generator is in a coaxial geometry and its 
outer conductor eventually becomes the ground plane of the helical 
antenna. The helix is fed by the inner conductor through a small hole 
in the ground plane. The dual conical EM lens described here 
transports nearly all of the energy from the Marx to the helical antenna 
in the pass band frequencies of the helix.   
  Keywords- EM Lens, Helical Antenna, Transient pulse, Marx 

I. INTRODUCTION  
Baum et al [1] had considered the problem of launching the TEM 
mode on a coaxial circular cylindrical transmission line at high 
frequencies, by using a coaxial circular cone as a wave launcher. This 
can be seen in Figure 1.           

Figure 1. Prolate spheroidal lens with a circular conical 
transmission line feeding circular coax 

The lens medium in Figure 1 can be a uniform isotropic dielectric, 
such as transformer oil or polyethylene for high-power applications. 
While the lens is not perfect in that there are small reflections at the 
lens surface, the high frequency performance has been demonstrated 
to be quite good for a large range of lens parameters. As has been 
described in [1], there are seven design parameters of this lens, 

',,,,, 2121 ∆∆ andθθψψ  . However, by setting 2ψ =1, we
have six independent parameters and one can write six equations to 
solve for these parameters and complete the design and assess the 
lens performance In this paper, the above described lens design has 
been extended to the case of connecting a Marx generator [2,3] to a 
helical antenna. The last stage of the Marx with a peaking switch is 
in oil medium and the helical antenna is in a SF6 medium. The 
diameters of the Marx and the helical antenna are different and we  

have designed a dual conical lens for interconnecting the source to 
the antenna. 

. 
       II   DUAL CONCIAL LENS 

The EM lens is shown in Figure 2. 

Figure 2. Design parameters of a dual conical lens 
The design parameters are: input cone angles ( ), 11 βα , output cone 
angles ),( 22 βα , and five geometrical parameters as seen in Figure 2. 

),,,,( 11 ∆∆ andbaLL . As before we can set b =1 and set up 8 
equations for the 8 independent unknowns. The equations ensure proper 
impedances, equal transit times etc. It turns out there many sets of 
solutions and we have picked the one that minimizes the total length (L + 
L1) of the dual conical lens. We have also verified that the solution of 
our lens reduces to the results in [1], when we make the length L1 very 
large. Our lens tapers up and then down, adjusts for the needed 
dimensions at both ends and also provides for transitioning from oil 
medium in the input taper to SF6 in the output taper. We will be 
presenting detailed design and predicted performance which cannot be 
included here due to length limitation. This lens has been successfully 
fabricated and used. 
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Abstract— This paper describes measurements and results from the 
characterization of COTS absorbers and resistive structures, with 
respect to the isotropic absorption cross section in an overmoded 
cavity. The aim of this work is to increase practical and theoretical 
knowledge in how to increase shielding effectiveness (SE) of a cavity 
(i.e.  avionics  bay).  The  results  will  be  an  input  to  a  practical
guideline on how to increase the protection level against High Power 
Microwaves (HPM). Measurements of these materials and 
structures have been done in a reverberation chamber (RC).     

  Keywords - absorption cross section; high power microwaves; 
sh ield ing; reverbera t ion chamber.  

I. INTRODUCTION  
The threat from HPM sources has recently entered military 

standards, such as Mil-Std 464C. Also, in the aircraft industry 
one is required to harden the system against High Intensity 
Radiated Fields (HIRF). An increased threat level requires a 
higher level of protection, i.e. shielding effectiveness (SE) of 
cavities, such as avionics bays. By introducing lossy materials 
or resistive structures according to [2] and [3], the quality 
factor (Q) of the cavity can be decreased, and thus the SE 
increased. Different types of lossy materials and resistive 
structures have been systematically investigated, to see which 
ones will fit our needs best, for different applications. The 
tested materials consist of both dielectric and magnetically load 
absorbers. The effects of resistive lattice structures have also 
been investigated. 

II. LOSSY STRUCTURES 

A. The Power Balance Approach 
Based on the power balance approach [1], the 

determination of the average shielding effectiveness SE  can 
be derived:  

(1) 

Eq. (1) makes clear that by lowering a  (the aperture cross 
section) or the Q-value in a cavity, SE  will increase. Our 
current studies aim to lower the Q-value.  

B. Isotropic absorption cross section of lossy structures 
By comparing measurements of Q in  an  empty

reverberation chamber vs. a loaded ditto – emptyQ  vs. loadedQ  – 
the isotropic absorption cross section lm  in  (2),  can  be
calculated.  

)11(2

emptyloaded
lm QQ

V

The reverberation chamber was loaded with several types 
of lossy COTS absorbers and resistive structures. One 
example of a measurement is given in Figure 1.  

Figure 1.   Measurement of absorption cross section, LS-10055-26 absorber 
from ARC Technologies, Inc.  

C. Applicability  
Adding absorbing materials into avionics bays is a simple 

way to significantly increase the shielding effectiveness 
without major design changes.  
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Abstract— The radiation energy lost by absorption is not always 

taken into account by superposition of the fields, rendering neces-

sary a deflation or inflation of the incident field. Deflation / infla-

tion of radiation fields can be described only by modified Maxwell 

equations. By phase-locked deflation / inflation of UWB fields it 

might be possible to generate low frequency components. Such 

fields would enable the stimulation of neurons in a better focused 

way than by using near fields. 

 Keywords - absorption, divergence, modified Maxwell equations, 

UWB, low frequency component, neural stimulation 

I. A CASE NOT COVERED BY CLASSICAL THEORY 

As a consequence of the two Maxwell equations related to 
divergence, radiation fields cannot be multiplicatively attenu-
ated. Proofs that non-radiating systems cannot absorb energy 
are based on this fact. The goal of this paper is to provide a 
counter-example in form of a simple thought experiment: 

A non-conducting, evenly charged spherical shell which os-
cillates radially does not radiate. Since the power radiated by a 
charge is the same in all inertial frames the shell remains non-
radiating as long as its center moves without acceleration. The 
center of a nearly harmonically oscillating shell moves uni-
formly along the axis of a radially polarized monochromatic 
beam of the same frequency. Suppose the profile of the longitu-
dinal E component of the beam has a flat top. Then the field 
components of the beam exchange energy with the charged 
sphere as follows (subscripts L and R refer to longitudinal resp. 
radial components): 

Seen from the rest frame of the shell, 0===
RBRER

PPP . 
Since the power gained or lost by the oscillation has to be inde-
pendent of the frame, this is true in every inertial frame. Due to 
the oscillation, 0≠

BL
F . Thus in this frame, conservation of 

momentum is violated. Seen from the rest frame of the focus, 
generally 0≠

ER
P  => 0≠

BR
P . Since always 0=+

BRBL
PP  

=> 0≠BLP . If the sphere remains inside the flat portion of the 
beam profile 0≈

EL
F  => 0≈

EL
P  => 0≠

L
P . In this frame, 

energy and momentum are not conserved. Introducing deflation 
of the beam, 

L
F  becomes radiation pressure and 

L
P  becomes 

the absorbed power. Magnitude and direction of the power flow 
depend on the phase relation of oscillation and beam, of course. 

All details of this thought experiment including numerical 
examples will be published in the full presentation, of course. 
Please note that the equations employed to model the beam are 
exact solutions of the Maxwell equations [1]. The described ef-
fect does neither depend on quantization nor on extremely 
strong fields but belongs to the domain of classical theory. 

II. ADAPTING THE MAXWELL EQUATIONS 

In order to enable the deflation or inflation of radiation 
fields some kind of "free" (i.e. not bound to particles) diver-
gence has to be introduced. The density of this divergence is 
termed 

e
ς  for the electric field and 

m
ς  for the magnetic field. 

Due to geometry, the divergence is accompanied by a curl of 
the magnetic resp. electric field. Therefore, a virtual velocity (as 
if the fields were moving) is assigned to the divergence in such 
a way as to yield the continuity equations 

te ∂−∂=⋅∇ /ςςeJ    and  tm ∂−∂=⋅∇ /ςςmJ

with the current densities ςeJ  and ςmJ . The modified Maxwell 
equations thus read 

ςmJBE −−=×∇
•

(1) 

eJDH +=×∇
•

(2) 

ee
ςρ +=⋅∇ D (3) 

m
ς=⋅∇ B  (4) 

with ςeρee JJJ += . Of course, parts of the theory have to be
adapted resp. complemented (e.g. B  has to be determined by a 
vector potential and a scalar potential; the spatial distribution of 

e
ς  and 

m
ς  has to be determined). 

III. VERIFICATION AND APPLICATION 

Directly measuring the divergence or proving the existence 
of ςmJ  by measuring E×∇  during absorption of a monochro-
matic radiation field seems not to be feasable. An interesting 
question is whether it is possible to generate a low frequency 
component in UWB radiation by deflating or inflating half cy-
cle pulses depending on their polarity. To look beyond classical 
theory: Chopping photons mechanically is known to broaden 
their spectrum [2]; multiplicatively modulating might as well 
generate frequency components far below the initial spectrum 
of polychromatic photons. If so, the LF component in E×∇  
would be easy to detect. Presupposing suitable technology, this 
would enable a medical application: UWB beams resp. local-
ized waves containing an LF component provide a method of 
non-invasive neural stimulation for diagnostic and therapeutic 
purposes, focused to a smaller volume than is possible with near 
fields. 
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Abstract— In this paper, we have addressed a promising way of 
defending from a hostile system, using two electromagnetic pulses. 
The first pulse is a hyperband signal meant to interrogate the target 
system to determine its vulnerabilities in terms of the frequencies that 
can penetrate the system. The second pulse is then tailored to contain 
the electromagnetic energy in the appropriate frequency band in an 
attempt to disable the hostile system. The possibility of such a double-
pulse technique has been raised by many and we have decided to look 
into this further. In a representative example considered in this paper, 
we find that a single equation can lead to both external and internal 
resonances of the target system.  

  Keywords-Hyperband, narrowband, vulnerabilities, resonances 

I. INTRODUCTION  
A promising way to defend against a hostile system in air, on 
water or land (ex: an incoming missile, speed boat or a ground 
vehicle with hostile intention) is to send a powerful 
electromagnetic pulse to disable the electronic control system 
[1]. It is the purpose of this paper to discuss one aspect of such 
a defense. In order to disable the electronics some of the energy 
of the electromagnetic pulse must penetrate to the interior of the 
incoming system. If the outer shell of the hostile system is not 
highly conductive, this penetration can be accomplished with 
relative ease. Even if the outer shell is metallic, there are 
unavoidable points of entry consisting of junctions of metallic 
surfaces, slits around moving surfaces, inadvertent apertures 
etc, where the electromagnetic pulse can penetrate. Points of 
Entry (PoEn) for electromagnetic energy can also serve as 
Points of Exit (PoEx). 

Such penetration into the system is more easily accomplished at 
some frequencies of the electromagnetic pulse than other 
frequencies. Therefore, the disabling of electronics can be more 
easily carried out if the pulse can be tailored to contain most of 
its energy in these frequencies. From this point of view, the 
defense can be accomplished in two successive stages. 
1) We first send a moderately powerful electromagnetic pulse.
Over certain frequency ranges, this pulse contains significant 
energies. We analyze the return signal to determine the 
frequencies that may have penetrated the target system, which 
are likely to be the frequencies where the system is vulnerable. 
It is noted that coupling of certain frequencies into the system is 
necessary, but may not be sufficient to accomplish the 
necessary damage. We will discuss this aspect further in the 
presentation. 
2) We send a second pulse to disable the electronics of the
system. This second pulse is much more powerful than the first 
electromagnetic pulse and is tailored to contain as much energy 
as possible in the frequencies that coupled into the system. 
This procedure of using two electromagnetic pulses has       

another side benefit. It is conceivable that systems of the same 
type can be individualized so that their responses to 
electromagnetic pulses are different from each other. Such a 
discriminating program does not have any effect on the present 
procedure of using two pulses. The double-pulse defense has 
been suggested in the past by researchers including the first 
author of this paper. A general intuitive response has ranged 
from “this technique is not practical” to “it cannot give the 
interior resonances”. The implied pessimism and finality of the 
responses has motivated us to look into this problem, in some 
detail. 

II. AIRBORNE TARGET SYSTEM 

We have considered a canonical problem representative of the 
missile defense in this paper. We find that in an idealized case, 
it is possible to write a single equation that yields both exterior 
and interior resonances. We believe this is a new result opening 
the door for pursuing this problem. We consider a perfectly 
conducting cylinder of radius “a” and the same cylinder coated 
with a reactive surface. The exterior and interior regions are 
coupled by a scalar parameter α. We find both sets of 
resonances are given by 

( ) ( )
a
ikaHkaJ nn α

2)1( =   (1) 

If there is no coupling between the two regions, the interior 
resonances are given by the real zeros of the Bessel function and 
the exterior resonances are given by the complex zeros of the 
Hankel function. On the other hand, for finite values of  α, no 
matter how large, there is no such factorization, and the interior 
resonance and the exterior resonance are not separate. We have 
numerically solved the above equation for the cases of n = 0, 1, 
2 and 3 and for 1 < a < 100.  The numerical results at least for 
this idealized situation indicate that there is no problem in 
separating the interior and exterior resonances.  
In our two pulse procedure, the return signal from the first 
Hyperband illumination is analyzed for the resonance mix. We 
then look for identifying the interior resonances which are 
likely to be in the fourth quadrant of the complex k plane with 
small imaginary parts. In the simple problem considered here, 
there are no difficulties in separating the interior and exterior 
resonances. This delineation of interior and exterior resonances 
is likely to hold for the realistic missile return signals. 
Identification of the interior resonances leads to the more 
important second-pulse excitation (narrow or moderate band 
signals) with its energy concentrated in the interior resonance 
bands. 
------------------------------------------------ 
[1[This presentation is based on Interaction Note 602 of the 
same title by D.V.Giri and T. T. Wu, which can be downloaded 
from www.ece.unm.edu/summa/notes 
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Abstract— In the present work we compare the efficiency of 

generating high-intensity fields inside a reverberating chamber in 

the case where the test volume is driven by continuous waves and 

when excited by a time-reversed signal. Experimental results are 

compared to an asymptotic model showing the importance of 

frequency bandwidth and losses within the chamber. 

  Keywords-efficiency; electromagnetic compatibility test; peak-field; 

reverberation chamber; time-reversal. 

I. INTRODUCTION 

A reverberating chamber (RC) usually consists of a 
rectangular test chamber with metal walls and a stirrer that 
allows one to smooth out the sharp nulls of the field. During 
immunity tests, the average response of the object to the field 
is found by integrating the response over multiple stirrer 
positions. The equipment under test (EUT) is thus exposed to 
high field levels. For frequencies where the chamber is highly 
overmoded, the test facility is considered to be a perfectly 
diffuse system. The electromagnetic environment is then 
characterized as being isotropic, randomly polarized and 
uniform. The field arriving at any point in the volume can be 
described as an infinite sum of plane waves propagating in all 
directions of the volume with the same probability [1]. In such 
an environment a statistical approach is more suitable given 
the field description complexity.  

When the RC is driven by a continuous-wave (CW) 
harmonic signal, only a fraction of the total energy stored 
within the chamber can be used as aggression on the EUT. 
When carrying out certain electromagnetic compatibility tests, 
it would be more useful to be able to choose the incidence 
angle and to concentrate the field on the EUT. This scenario 
can be achieved by using time reversal (TR) techniques [2]. In 
such a case, the RC can be used as a high-intensity field 
generator. 

Based on prior work in the case of energy efficiency [3], 
we propose an asymptotic model capable of predicting the 
average improvement brought by time reversal techniques on 
peak-power field generation. Experimental results have 
allowed us to check the validity of the model.   

II. THEORETICAL MODEL

In a similar way than in [3] we define the peak power 
generation efficiency as the square-root of the ratio between 
maximum field according to one direction

2
)(max ten

t
 and the 

peak power injected in the RC, peakP  such that, 

______________________________________ 
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In order to compare the case of standard use of RC’s with the 

case when using time-reversal techniques we derived a simple 

asymptotical model of the ratio between efficiencies based on 

the works in [3]:  
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where is the ensemble averaged value and ε
aveG the 

asymptotic model developed in [3] with Bt the bandwidth, fc

the central frequency and Q  the average quality factor. 

III. EXPERIMENTAL RESULTS

Experimental data were obtained in a 45 m
3
 reverberation 

chamber. A total of 50 stirrer states and 16 spatial positions 
for two field polarizations were considered. Measurements 
were performed for 3 different frequencies. Figure 1 shows 
the variation of the ratio between model and measurements 
with respect to the bandwidth. We obtain very good 
agreement between model and experiments especially when 
the bandwidth is large. 

Figure 1. Ratio of model to measurement according to bandwidth for the average 

efficiency improvement using time reversal.  

REFERENCES 

[1]D. Hill “Plane wave integral representation for fields in reverberation 
chambers”, IEEE Transactions on Electromagnetic Compatibility, vol. 
40, no. 3, August 1998. 

[2]G. Lerosey, De Rosny J., Tourin A., A. Derode, Montaldo G., M. Fink 
“Time Reversal of Electromagnetic Waves” Phys. Rev. Lett., vol. 
92,2004.  

[3]A. Cozza “Increasing peak-field generation efficiency of reverberation 
chamber”, Electronic Letters, IET, vol. 46, no. 1, 2010.  

ID 073



An Overview of Some Site Specific IEMI Risk 

Assessment Tools 

B. Petit, R. Hoad, A. Fernandes and G. Eastwood 

DEW & E3 Capability Group, 

QinetiQ Ltd. 
Farnborough, Hampshire, UK 

bjpetit@qinetiq.com 

Abstract—.With the reduction in cost and wider availability of 

Intentional Electromagnetic Interference (IEMI) systems, a greater 

risk is posed to Critical National Infrastructure (CNI). QinetiQ are 

working with CNI providers to understand the risk posed to their 

sites and how to mitigate this risk. This is being done through 

Technical Visual Assessments of sites to determine the inherent 

protection and to offer advice on hardening where relevant. 

QinetiQ have developed a number of tools to aid this work. This 

paper describes these tools and how they are being applied to help 

to understand the risk from IEMI to CNI. 

  Keywords- IEMI, Electromagnetic Compatibility, Critical National 

Infrastructure 

I. INTRODUCTION 

With the reduction in cost and wider availability of 
Intentional Electromagnetic Interference (IEMI) systems 
including jammers, the risk to Critical National Infrastructure 
(CNI) has increased. These IEMI systems are becoming more 
prevalent and pose a risk to the electronic control systems used 
within CNI, as well as the vital signals that CNI sites need to 
operate, for example the timing signals received from Global 
Positioning Systems (GPS) via satellite. If the operation of CNI 
sites is compromised, the consequences could be drastic and 
far-reaching. This makes it very important to understand the 
risk posed by IEMI systems to the sites, as well as how to 
mitigate and protect against potential effects. 

QinetiQ have been working with CNI providers within the 
UK to assess the sites used to control and operate CNI. 
Through this work QinetiQ have been able to offer advice on 
vulnerabilities and how to mitigate the risks. 

II. RISK ASSESSMENT TOOLS

In order to easily illustrate to CNI owners and operators 
where the risk from IEMI impinges on the facilities, QinetiQ 
have developed a risk visualisation tool known as PhoS. The 
tool accepts a plan view of the site. Details gathered from a 
Technical Visual Assessment (TVA) of the site such as the 
specific locations of critical electronic systems (usually 
control rooms, or other central processing facilities) together 
with an assessment of the protection (attenuation) of the 
physical boundaries are entered into the tool and indicated on 
the plan. 

QinetiQ have developed and are continuing to evolve an 
attenuation database of building façade materials and other 
physical perimeter materials and have recently been adding to 

the database with measurement data. QinetiQ have built 
databases of both the IEMI threat environments and effects 
criteria. 

The risks are assessed by comparing the IEMI ‘threat 
environment’, which covers a wide parameter space including 
frequency range and time domain parameters, with the 
estimated level required to exceed immunity and drive an 
effect at critical electronic systems. 

QinetiQ have focused on the IEMI threat from readily 
available IEMI source technologies classifying threat actors by 
technical capability into novice, skilled and specialist groups. 
QinetiQ have considered both ‘front door’ effectors (jammers) 
and ‘back door’ effectors in different delivery formats, man-
portable, vehicle borne and fixed installation, as well as the 
possibility of a malicious insider. 

The risk boundaries indicated by the tool are based on 
immunity, upset (50% probability) and damage (50% 
probability). An example visualisation from the PhoS tool is 
shown in Figure 1. 

Figure 1 – Example Visualisation from the PhoS Tool 

The visualisations produced by the tool have been found 
to help to easily guide the CNI owner/operator to the 
magnitude of the risk to a particular facility from IEMI and 
further indicate where best to include pragmatic protection. 
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Abstract— A s  a n  e s s e n t i a l  c o n t r i b u t i o n  t o  t h e  

H I P O W  p r o j e c t ,  QinetiQ have recently completed a study to 

review the latest standards for the protection of Critical National 

Infrastructure (CNI) against Intentional Electromagnetic 

Interference (IEMI). This paper specifically discusses the elements 

of each standard which relate to High Altitude Electromagnetic 

Pulse (HEMP) or IEMI environments and includes a review of 

testing and measuring techniques, as well as the simulation of High 

Power Electromagnetic environments. 

 Keywords-IEMI; Electromagnetic; Compatibility; Standards 

I. INTRODUCTION 

As the threat from Intentional Electromagnetic Interference 
(IEMI) increases, standards have been developed to aid in the 
endeavour to protect electronic and electrical systems, 
equipment and installations. For the most part, civilian systems 
are designed and tested against commercial/civilian standards 
which provides for a range of Electromagnetic Environments 
(EMEs) that are less severe but more commonly occurring than 
those of IEMI. The majority of systems which make up the 
Critical National Infrastructure (CNI) in Europe are tested and 
certified against relatively low levels of Radio Frequency (RF) 
disturbances, potentially leaving a gap through which a 
successful IEMI attack could be executed. 

The main objective of HIPOW is to improve the current 
European situation regarding awareness of IEMI threats and 
the adequacy of protection of critical infrastructure against the 
threat. It attempts to achieve this by: demonstrating to policy 
makers the seriousness of the deficiencies regarding the current 
situation; defining and preparing procedures and tools for a 
risk management regime; preparing a database and a handbook 
for policy makers and critical infrastructure owners; and 
promoting an organisational and institutional framework for 
the future regulation regime. To this end, a review of 
international civilian and unclassified military standards 
relevant to this objective has been undertaken. 

II. STANDARDS

A. International Electrotechnical Committee (IEC) 

The IEC has been publishing IEMI-related standards and 
reports since 1989. This has been led by Sub-Committee (SC) 
77C which has 20 current publications to its credit. As is 
evident, significant efforts have been made to provide guidance 
on the protection of equipment and systems from the effects of 
High Altitude Electromagnetic Pulse (HEMP) and IEMI. In 
our review we conclude that this is the most useful body of 
guidance for the HIPOW project given the generic or 
horizontal nature of the advice being pertinent to a very wide 
range of CNI types and functions. 

B. North Atlantic Treaty Organization (NATO) 

NATO has recently developed Allied Environmental 
Conditions and Test Publication (AECTP) 250 – a series of 
nine Leaflets presenting various EME which may influence 
the design and operation of military systems. The Leaflets 
considered in this paper are 256 – ‘Nuclear Electromagnetic 
Pulse (NEMP/EMP)’ – and 257 – ‘High Power Microwave 
(HPM)’. 

C. United States Department of Defense (US DoD) 

Military Standard 464C – ‘Electromagnetic
Environmental Effects, Requirements for Systems’ – is a US 
DoD publication focused on a wide range of EMEs relevant 
to military systems. It describes the EME characteristics 
which are likely to be experienced by systems and provides 
guidance on minimum performance and test requirements for 
exposure to such conditions. Importantly, this document 
defines an HPM ‘threat’ environment. 

D. International Telecommunications Union 

Telecommunications Standardization Sector (ITU-T) 

Study Group (SG) 5 – ‘Environment and Climate Change’ 
– of the ITU-T provides guidance for the protection of Fixed
Telecommunications systems against the effects of HEMP 
and IEMI. As a baseline, SG5 uses the basic publications of 
IEC SC77C to aid in the preparation of its recommendations. 
Recommendations ITU-T K.78 (HEMP) and ITU-T K.81 
(IEMI) are of particular importance and relevance to the 
Telecommunications functions of CNI. 

E. Institute of Electrical and Electronics Engineers (IEEE) 

With the support of Technical Committee 5, The IEEE 
Electromagnetic Compatibility Society is in the process of 
developing Project 1642 – ‘Recommended Practice for 
Protecting Public Accessible Computer Systems from 
Intentional EMI’. The purpose of this work is to provide 
guidance for protecting against IEMI to builders of computer 
systems which are to be used by or are accessible to the 
public. 

F. Conseil International des Grands Réseaux Electriques/ 

Council on Large Electric Systems (CIGRÉ) 

CIGRÉ Working Group C4.206 – ‘Protection of the High 
Voltage Power Network Control Electronics Against 
Intentional Electromagnetic Interference’ – has recently 
produced a brochure which evaluates the threat of IEMI to 
High Voltage (HV) substations and recommends mitigation 
methods. This brochure is considered to be an important 
reference for the Electrical Power network function of CNI 
which is considered by many to be the most important as it 
underpins many others. 
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The paper will present an overview of the 
major French capabilities in the field of high 
power microwave research. Unique 
experimental capabilities have been 
developed at the Gramat research center 
together with numerical simulation 
capabilities to support the French HPM 
research program. The CEA-centre de Gramat 
is a part of the French Atomic Commission. 
The intent of the paper is to present the 
rationale of the development of the key 
elements from the early days till today. 
Unclassified examples of research projects 
will illustrate the HPM activities at Gramat.   
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Abstract—A high power microwave antenna with true zoom 
capability was designed with the use of metal plate lenses. Proof 
of concept was achieved through experiment as well as 
simulation. This concept comprises a horn feed antenna and two 
metal plate lenses. Good agreement was found between 
experiment and simulation. This antenna provides true zoom 
capability in the TEM mode with continuously variable diameter 
pencil beam output and approximately 10% bandwidth.  

I. INTRODUCTION 

The metal plate lens was proposed by W.E. Koch in the 
1940’s [1] but has seen little use since.  Some design 
considerations are presented in [2]. This paper presents results 
of experiment and simulation exploring application of metal 
plate lenses to a high power microwave zoom antenna concept. 
This antenna consists of three elements: a pyramidal horn feed 
antenna and two appropriately designed metal plate lenses that 
can be translated along the boresight axis relative to each other 
and to the feed horn. The output of this antenna system is a 
variable diameter (TEM) pencil beam output. The bandwidth is 
on the order of 10%. 

The metal plate lens antenna, shown conceptually in (1) is 
essentially a waveguide array antenna that works only in the 
TEM mode.  

Fig. 1.  Conceptual illlustration of metal plate lens. 

It consists of an array of parallel metal plates with constant 
spacing “a”. The index of refraction of the structure, n, is less 
than 1 and is determined by 
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where λ is the wavelength. The front and back faces of the 
metal plate array can then be shaped to provide the desired 
focal length,f, according to the lensmaker’s equation:  
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Positioning of the lenses to achieve a collimated (pencil 
beam output) is governed by  
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where S1 is the distance from the phase center of the pyramidal 
horn antenna and S2 is the distance from the center of lens 1 to 
the center of lens 2, as shown in (2). 

Fig. 2.  Zoom antenna concept – broad collimated beam 
output. 

Reducing the diameter of the collimated beam output of the 
zoom antenna is achieved by repositioning the lenses such that 
lens one is closer to the phase center of the horn antenna (while 
still being greater than a focal length, f1, away) and such that 
lens 2 is again one focal length, f2, from the new location of 
the focal plane of lens 1. This is illustrated graphically in (3).  
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Fig. 3.  Zoom antenna concept – narrow collimated beam 
output. 

 

II. EXPERIMENTAL AND SIMULATED RESULTS  

To demonstrate the concept, a pair of 10-GHz metal plate 
lenses were designed and built: one with a diameter of 40.6 cm 
and a focal length of 25.4 cm and the other with a diameter of 
81.3 cm and a focal length of 139.7 cm. The plate spacing of 
the lenses was 1.9 cm, resulting in an index of refraction of 0.6. 
A 15dBi horn antenna was appropriately placed and driven by 
port 1 of a network analyzer. The lenses were positioned to 
achieve a collimated beam output. Low power S21 
measurements were made with a small receive horn antenna 
connected to port 2 of the network analyzer across the focal 
plane of the first lens in the E- and H- planes as well as at the 
output of the antenna. The entire system (including the horn 
antenna and both lenses) was simulated and the results showed 
good agreement. 

Point focus, achieved by placing a single lens greater than a 
focal length from the phase center of the horn antenna is 
illustrated by the simulated results shown in (4). 

 

Fig. 4.  Focus of TEM beam radiated from a pyramidal horn 
antenna achieved with a single metal plate lens 

 

 

The beam is not focused to a single point, but rather to an 
Airy disc, whose diameter is diffraction limited to greater than 
a wavelength. 

The simulated boresight electric field corresponding to (4) 
is shown in (5). 

 

 

Fig. 5.  Simulated boresight electric field (aperture of antenna 
at y=200mm) 

Focus of the beam occurs at approximately y=1200mm; the 
electric field falls off as 1/r2 as one moves further away from 
the focal plane. A second metal plate lens, with focal length f’, 
if placed a distance f’ from the focal plane of this lens will 
collimate the beam. The diameter of the collimated beam is 
then varied by re-positioning the lenses, resulting in a true 
zoom capability.  

Experimental and simulation results indicated focusing of 
the beam in the focal plane of the first lens to an Airy disc 
whose diameter is diffraction limited about 1.5*λ. Simulated 
results also reveal beam collimation when the lenses were 
correctly positioned relative to each other and relative to the 
phase center of the horn antenna, as well as variability in the 
collimated beam diameter.  

Experiment and simulation revealed the feasibility of 
designing, constructing and implementing a high power 
microwave zoom antenna using metal plate lenses to guide the 
electromagnetic waves radiated from a horn antenna into a 
pencil beam output of continuously variable diameter. Air 
breakdown in the focal plane determines the maximum power 
handling capability of the system. Analysis reveals an 
exponential decrease in maximum power with increasing 
frequency; from several gigwatts at 1 GHz, to almost 40 
megawatts at 10 GHz. 

 

REFERENCES 

 
[1] W.E. Koch, “Metal-Lens Antennas,” Proceedings of the I.R.E. (34) 11 , 

pp. 828–836, November 1946. 

[2] C.J. Sletten, Reflector and Lens Antennas: Analysis and Design Using 
Personal Computers, 1st ed., MA: Artech House, 1988, pp. 262–272. 

 



Evaluation of Some New Balun Devices
Hugh H. Pohle 

Air Force Research Laboratory 
Directed Energy Directorate 

HPEM Division (RDHE) 
Kirtland AFB, NM 87117 

Hugh.pohle@us.af.mil 

Abstract— Baluns have long been used for by the Electromagnetic 
measurement community to combine signal outputs from 
differential sensors (field, current and voltage). Baluns are also 
extensively used in high speed data transmission; as a result there 
are several new commercial devices available. These new devices 
have excellent bandwidth, phase & amplitude match and good 
CMR.  This paper presents the results of an AFRL project to 
evaluate some of them. Data on more traditional baluns such as 
made by URS and Prodyn is also included for comparison. Except 
for low frequencies a 4 port Network Analyzer was used for 
measurements, this gets around some of the previous problems 
involved with single ended measurements on baluns.  

  Balun, Electromagnetic measurements, antennas, 

I. INTRODUCTION 
In the High Power Electromagnetic measurement word 

differential field sensors are used to make accurate 
measurements. A key part of this technique is properly 
combining the differential out puts into a single ended signal 
that can be conveniently recorded by a high speed digitizer. 
This is typical done using a balun device. In principal a balun 
is quite simple; it invers one of the differential signals on the 
input and adds it in phase to the other input. If a simple 
combiner were used the 2 differential signals would add out of 
phase tend to give no signal at the output. All though a balun is 
conceptually simple, in practice it is very difficult to make a 
very broad bandwidth balun because the frequency range of 
interest requires both lumped element (ferrites) and distributed 
transmission line topologies. The dividing line between the two 
techniques is on the order if 1 GHz and EM measurements 
often span these two ranges.  Designing a balun that spans kHz 
to GHz is a real challenge. 

II. Test Articles 

Three new state of the art wideband baluns were chosen for 
evaluation; in addition several baluns from URS and Prodyn 
were also tested.  

TABLE I. Baluns  

Part Range CMR IL dB Amp B Ph B 
Marki BAL-

0006 
200k-
6GHz 

40dB 7.5 +0.1 +1 

Hyper 
Lab 

9402 5M-
6GHz 

NG* 6.0 +0.1 +2 

Pico 
Sec 

5310 4M-
6GHz 

35dB 7.6 +0.1 +0.5 

URS DMB4 150k-
3GHz 

28dB 6.4 NG NG 

Prodyn B1BF 200k-
3.5GHz 

20dB 8.0 NG NG 

M/C ZFSC 50M- 
1GHz 

NG 4.7 +0.1 +2 

*Not given  Amp B, Ph B = Amplitude and phase balance

Octave and multioctave microwave hybrids were also thrown 
in the mix. Several examples of URS and Prodyn baluns were 
available; they had all been use for many years so this was an 
opportunity to looking at ageing effects. 

III. Measurements 
       All measurements were made with Vector Network 
Analyzers over a frequency range of 100 to 8GHz. At lower 
frequencies an Agilent 5061B-LF (5 to 3GHz) was used, for 
higher frequencies a Rohde & Schwarz ZVB8 (300k to 8 
GHz) was used. The R&S had the advantage of being a 4 port 
machine so true differential measurements could be made. 
Over 300k to 3GHz data was taken by both analyzers to look 
at differences between single ended and differential 
measurements. 

REFERENCES 

[1] Rohde & Schwartz “Measuring Balanced Components with 
Vector Network Analyzer ZVB” Application note 1EZ53 

ID 080

mailto:Hugh.pohle@us.af.mil


         FDTD Calculation of LEMP Inside a 

Reinforced Concrete Building

Akiyoshi Tatematsu 

Electric Power Engineering Research Lab. 

 Central Research Institute of Electric Power Industry 

Yokosuka, Kanagawa, Japan 

Marcos Rubinstein 

 University of Applied Sciences Western Switzerland 

Yverdon-les-Bains, Switzerland 

Farhad Rachidi 

Electromagnetic Compatibility Laboratory 

Swiss Federal Institute of Technology 

  Lausanne, Switzerland 

Abstract—In this paper, using a GPGPU-based three-dimensional 

finite-difference time-domain (FDTD) simulation code, we calculate 

lightning electromagnetic fields inside a full-scale reinforced 

concrete building. 
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lightning; FDTD method 

I. INTRODUCTION 

The protection of electronic devices inside a building from 

lightning electromagnetic pulse (LEMP) effects is based on 

the concept of lightning protection zones (LPZ) [1], which 

requires to accurately evaluate lightning electromagnetic 

fields. 

II. CALCULATION MODEL AND RESULTS

A. Calculation Model 

Figure 1 shows a calculation model of a five-storey 
reinforced concrete building, which is composed of thin wires 
and a lossy dielectric to represent reinforcing bars and concrete, 
respectively. The conductivity and relative permittivity of the 
lossy dielectric are set to 0.0052 S/m and 8.6, respectively, 
which correspond to results at DC obtained by fitting the 
Debye model to measured results of concrete with a moisture 
content of 5.5 % [2]. The lightning channel is assumed to be 
straight and vertical and the transmission line (TL) model is 
adopted to represent the current distribution. In the direct-
strike case, the channel is attached to the corner of the roof; 
while in the indirect-strike case, the channel is directly 
attached to the ground surface 30 m away from the building. 

B. Calculation Results 

Using the subsequent lightning return-stroke current 
specified in [1], we calculated electric and magnetic fields 
inside the building model for the direct and indirect strike 
cases to analyze the effect of the concrete. Figures 2 and 3 
show the waveforms of the electric and magnetic fields on the 
fifth floor for the direct and indirect strikes, respectively. 
These results confirm that the concrete structure significantly 
reduces the electric fields. The magnetic field, on the other 
hand are virtually not affected by the concrete. 
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Figure 1.   Calculation model of a reinforced concrete building. 
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Figure 2.   Calculated results of electric and magnetic fields on the fifth floor 
in the case of the direct strike. 
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Figure 3.   Calculated results of electric and magnetic fields on the fifth floor 
in the case of the indirect strike. 
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Abstract— This paper presents a new approach for simulating
the indirect effects of a lightning impact on an aircraft engine.
Based on macro modelling, it performs a model reduction, in a
similar way as "stick models", but using a patch support instead.
This new macro element allows for fast resolution of the quasi-static
lightning injection problem.

Keywords—Lightning Simulation; Macro Modelling; Patch Finite
Elements.

I. INTRODUCTION

Numerical simulation plays a major role from the specification
to the certification of an aircraft engine regarding lightning
indirect effects [1]. On the one hand, 3D solvers, based on the
resolution of discretized Maxwell’s equations, can be used to
predict precisely the constraints to be applied to equipments in
a complex system, and therefore be part of lightning certification
process. However, they involve heavy tools which are inappro-
priate for parameters optimization or measurements analysis. On
the other hand, much lighter models such as "stick models"
have gained a lot of interest [2][3]. Based on the PEEC (Partial
Element Equivalent Circuit) method, they have shown to be
faster and sufficiently accurate in some aeronautical applications.
One drawback though is the poor estimation of the current
distribution at higher frequencies as current is constrained to
follow the stick path. A new model, based on macro modelling,
has been implemented to overcome this problem.

II. STICK MODEL ANALYSIS

Figure 1. Left: EADS IW composite box. Right: stick model implementation
(GiD)

We consider a configuration with a cable inside a composite
box (Fig. 1), originating from EADS-IW and simulated in the
frame of the French Industry Project called PREFACE [4]. We
apply a first model in which the box is meshed with wires the
radius of which is determined by the Equal Area Rule (EAR) and
with a conductivity extracted from measurements. The simulated

current flowing over the cable from a lightning injection differs
from measurement beyond 10 kHz, as depicted in Fig. 2.

Figure 2. CW analysis of normalized current over a branch of a cable inside
the box. continuous: simulation with LiRiC (Onera), dashed: measurement

III. PATCH IMPLEMENTATION

A new macro finite element has been implemented. Its sup-
port, called "patch", results from the segmentation of wires and
triangulated surfaces using the Fiedler vector of the correspond-
ing Laplacian matrix.

Figure 3. Surface segmentation of the composite box

A quasi-static solution of the lightning injection problem can
be approximated using two methods: one takes a static current
distribution over the system to represent the macro finite element
in the micro element basis and provides a reduced inductance
matrix over patches; the other one defines for each patch of
the system an adapted number of degrees of freedom. The oral
presentation will show the improvement obtained with this new
approach.
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Abstract—We report on the design, realization and 
experimental test of an adapter for testing of surge protection 
devices against very fast transients. 

Keywords—intentional electromagnetic interference (IEMI); 
high voltage; surge protective device (SPD) 

I. INTRODUCTION 
One option for the mitigation of sensitive electronic 

systems against intentional electromagnetic interference 
(IEMI) is the use of surge protective devices (SPDs). Testing 
the response of surge protection devices to IEMI threats is a 
challenging task (e.g., [1-4]). The expected disturbances can 
have significant variations in terms of their waveshape and 
spectral content [5]. They are also often characterized by very 
high frequency components and amplitudes. Finally, SPDs are 
generally available for protection against traditional 
disturbances due to lightning and EMP.  

Another practical difficulty in testing SPDs against IEMI 
pulses stems from the fact that semiconductor-based fast 
transient generators require a quasi-matched load at their 
output, a condition hardly realizable when testing SPDs. To 
cope with this problem, different solutions can be envisioned, 
such as the use of attenuators [2].  In this paper, we propose the 
use of a specially-designed coaxial tapered transmission line to 
adapt a 50-Ohm fast transient generator to the low impedance 
of a conducting SPD.  

II. DESIGN OF AN ADAPTER

A cross-section of the designed adapter along its length is 
shown in Fig. 1. It is characterized by a tapered coaxial 
structure designed in such a way that the characteristic 
impedance decreases linearely from 50 Ohm to a low 
impedance. To ensure a good matching also at low frequencies, 
for which the adapter is electrically small, the internal 
conductor was made of ten 4.7-Ohm Allen-Bradley resistors. 

The design was validated with numerical simulations 
carried out using CST microwave studio® and the performance 

of the prototype was tested in the time domain (TDR) and in 
the frequency domain (VNA). 

Fig. 1. Cross-section view of the adapter, from the CAD drawings.  

The adapter was used to test a few commercially available 
SPDs. 
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Abstract— Numerical model shows that plasma relativistic maser 

can operate as noise amplifier with HPM energy output ratio 

~ 10% and emission power of 100 MW during 2 ns. Continuous 

spectrum within 4 to 16 GHz band may be obtained after ~ 20 

repetitive pulses. 

  Keywords- microwave; high-power; broadband; plasma 

The project is oriented to demonstrate advantages of 
plasma masers driven by modern generators of high-voltage 
pulses. The accelerator [1] generates 270-kV pulses with the 
current 2 kA, about 2 ns long, it may operate with the rep-rate 
up to 3.5 GHz. Relativistic electron beam (REB) from an 
explosive cathode propagates in longitudinal magnetic field 
2 T, see Fig.1. Plasma is preformed between plasma source and 
an electrode installed at the cathode by helical support. The 
helix inductivity prevents a short-cut of the cathode through 
plasma. 

The REB pulse of ~ 2 ns is shorter than time necessary for 
a distortion to propagate forth and back along the plasma 
waveguide 20 cm long. The device operates as plasma maser 
but unlike plasma HPM oscillators [2] it has no feedback, 
hence, its spectrum does not depend on longitudinal oscillation 
modes. 

 

The main feature of powerful plasma masers is the ability of 
their emission frequency variation in broad band. Plasma 

concentration may be set arbitrarily before every pulse, 
therefore, emission frequency may be changed. Fig.2 shows that 
emission frequency may be varied within 2 octaves from 4 to 16 
GHz, approximately the same band was experimentally 
demonstrated by rep-rated plasma HPM oscillator [2]. 
Efficiency ~ 10% of HMP emission provides power up to 
100 MW, see Fig.3. 

The absence of feedback allows generation of continuous 
spectrum and plasma variation can change emission frequency. 
Fig.4 shows that a train of 20 pulses can overlap frequency 
band from 4 to 16 GHz  
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Figure 1. Layout of HPM source 

Figure 2 Efficiency η (1) and the frequency f (2) vs plasma concentration n 

Figure 3. HPM pulse power vs time. 

Figure 4. Spectrum of a train of 20 repetitive pulses. 
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Abstract—Numerical modeling of plasma relativistic microwave 

oscillator revealed reasons for HPM pulse shortening. The 

proposed method allows to eliminate the cause of this effect and to 

generate high-power microwave pulses with the duration exceeding 

80 ns at power level of 100 MW. 

  Keywords- HPM; microwave; high-power; pulse shortening; plasma 

The main and insuperable reason for microwave pulse 
shortening in vacuum HPM oscillators is RF breakdown on the 
walls of slow-wave structure as a result of proximity to the 
relativistic electron beam (REB). In plasma masers this reason 
is not significant because REB is screened by plasma and 
propagates far from walls, but contrary to this fact, the effect of 
pulse shortening in plasma HPM devices does exist [1].  

The reasons for microwave pulse shortening were found in 
numerical modeling using 2.5-D version of the KARAT code 
with PIC-method for electrons and ions. The first reason is a 
gap that appears between the plasma cylinder and collector [2]. 
This gap decreases plasma wave reflection coefficient from the 
collector and may violate the condition for self-excitation. 
Another reason was found to be more significant, it is the 
reverse electron flux with the current ~ 1 kA induced by the 
REB through plasma. This flux interacts with plasma at 
frequencies other than the REB does. The reverse electron flux 
hinders plasma from modulation corresponding to the 
interaction with the REB, reduces plasma wave amplification 
twice or more and is capable to quench HPM oscillations.  

Calculations showed that the electron temperature in 
plasma grows to 20 keV in the course of the pulse. Such rise of 
the temperature in itself does not affect the Cherenkov gain but 
it tends to increase the plasma potential and the reverse 
electron flux trough plasma. Interaction of these electrons with 
plasma according to the Cherenkov mechanism takes place at 
frequencies close to the Langmuir frequency, where the group 
velocity of the plasma wave vanishes. As a result, plasma does 
not emit energy and the temperature rises. 

The drop in the reflection coefficient of the plasma wave 
and the gain can be compensated by a multiple lengthening of 
the beam-plasma interaction area, however, this way has 
obvious drawbacks. Another method to avoid microwave pulse 
shortening is shown in Fig. 1. The left border of plasma abuts 
on an additional electrode connected to a source of negative 
potential approximately equal to that of the collector. This 
design prevents electron current throughout plasma.  

Fig. 2 shows that unlike conventional plasma HPM 
oscillator [1], the proposed scheme allows to generate HPM 
radiation which not terminate. Nevertheless, there remain 
electron fluxes in plasma which spoil the oscillator. Electrons 
are emitted from negative (~ 40 kV) collector into positively 
charged (~ 20 kV) plasma and heats it. Concurrently, the 
hottest electrons leave plasma overcoming the potential barrier. 
Therefore, HPM power diminishes to 100 MW but not to zero 
as it was originally. 
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Figure 1.  Modified plasma relativistic microwave oscillator: 1 - 

circular waveguide; 2 – collector; 3 – plasma; 4 – REB; 5 – 

electrode; 6 – resistor; 7 – source of negative potential. 

Figure 2.   Radiation power vs time: 1 – conventional plasma 

relativistic microwave oscillator; 2 – modified oscillator. 
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Abstract— The Naval Surface Warfare Center has been involved in 
electromagnetic susceptibility testing of complex systems for over 
twenty years.  Applications have included electromagnetic 
compatibility, explosives and ordnance, electromagnetic pulse and 
high-power radio frequency testing.  The challenges of testing 
complex systems have required the development of a complex 
testing infrastructure because the only way to approach the 
problem of predicting failure levels of complex systems is through a 
combined theoretical and empirical approach.  This paper will 
describe the development of that test support infrastructure from 
its modest beginnings to its present state.   

  Keywords-susceptibility, electromagnetic compatibility, high-power 
radio frequency 

I. INTRODUCTION 

The interaction of electromagnetic waves with real systems is 
very complex and requires an extensive span of capabilities and 
facilities to perform well-designed experiments.  Recent 
recognition of a variety of electromagnetic threats such as high-
altitude electromagnetic pulse, lightning, high-power radio 
frequency weapons, as well as more traditional high-power 
transmitters used in such commercial applications as radar and 
communications, have made the understanding and mitigation 
of the effects of these sources on electronic control systems 
vital to the continued proper functioning of our critical 
infrastructures.  Test facilities must represent a variety of 
interesting systems and must be located so that a variety of 
high-power sources can be employed to mimic the myriad of 
proliferated electromagnetic threats.  Available analytical tools 
should include a variety of statistical tools for data analysis and 
test planning, as well as in the prediction and interpolation of 
test data.  This paper describes the development of such a 
capability base at the Directed Energy Warfare Office at the 
Naval Surface Warfare Center (NSWC) in Dahlgren, VA along 
with some of the theoretical developments used to extend the 
work to tactical scenarios.  

II. APPROACH

The first step in building the capability base was to build a 
series of test facilities as shown in Figure 1.  Those facilities 
include two multi-story buildings that use common commercial 
building construction techniques.  These buildings are 
populated with electronic systems, such as computer networks, 
distributed control systems, communications switches, alarm 
systems, and Supervisory Control and Data Acquisition 
(SCADA) systems.  In addition to the industrial control 
systems, actual pumps valves, tanks, and indicators are included 
to help understand the impact to the industrial process being 
controlled. The test facilities are located in NSWC-Dahlgren in 
an area where a variety of fields and impressed currents can be 
applied in realistic ways.  A variety of test planning and data 
reduction techniques had to be developed to support the 
understanding of the causes of system and subsystem failure. 
These tools include statistical and analytical models of various 
types of system interactions.  The point of the analysis is to 
develop the means to predict system and subsystem failure for a 
variety of illumination scenarios.  Finally, numerical tools and 
analytical techniques are used to understand the coupling of the 
fields onto buildings, system cables, and other vulnerable parts 
of the system. 

Figure 1.   Open-Air Test Facility at NSWC Dahlgren 

ID 088



Band Pass Filter Limiting Front-Door Coupling 
of HPEM Threats to Protect Ku-band Satellite 

Communication System  
Werner A. Arriola, Kiho Kim, Ihn Seok Kim 

Dept. of Electronics & Radio Engineering 
Kyung Hee University 

 Yongin-si, Gyeonggi-do, South Korea 
        ihnkim@khu.ac.kr 

Tae Heon Jang 
Center for Electromagnetic Wave 

Korea Testing Laboratory 
Ahnsan-si, Gyeonggi-do, South Korea 

Thjang1@naver.com 

Abstract— In this paper, an energy sensitive bandpass filter 
(ESBPF) is introduced to protect Ku-band satellite communication 
systems from a front door coupling of high power electromagnetic 
(HPEM) threats. The ESBPF operates as a BPF at a power level 
below the maximum permissible power level (MPPL) of the system. 
However, the circuit works like a variable attenuator at the power 
level equal to or higher than the MPPL of the system. To increase 
attenuation and selectivity functions, two cascaded ESBPFs are 
loaded transversely in a WR-75 waveguide. The development of the 
circuit model has been started with lumped elements under the 
condition of 0dBm MPPL of LNA used in the system. Then the 
model has been simulated, optimized with HFSS, and fabricated. 
Measurement results show that the ESBPF has insertion loss less 
than -1.27dB at the power level lower than -2dBm for the frequency 
range from 11.8 to 12.3GHz. At the power level higher than -2 dBm, 
the circuit provides different levels of attenuation depending on the 
input power within the identical frequency band. The insertion loss, 
which provides isolation characteristics, is larger than -30 dB at the 
power level of 30 dBm. 

 Keywords-Energy sensitive bandpass filter; Ku-band; satellite 
communication system. 

I. INTRODUCTION  
An energy sensitive band pass filter (ESBPF) has been 

developed to protect Ku-band satellite systems. After the 
frequency selective surface (FSS) technique has been reviewed 
for the structure of the filter circuit [1], [2], where the array of 
square structure had been used, a single element structure has 
been selected rather than array, and we modified the structure 
to mount in a WR-75. A new filter circuit has been mounted on 
a transverse plane of a WR-75 waveguide. Anti-parallel 
configuration of the diodes has been applied to operate the 
circuit without bias. The final circuit has a 63o transmission 
line section between two adjacent layers. 

II. ESBPF CIRCUIT MODEL AND REALIZATION

We have first considered a BPF structure for the frequency 
range from 11.8-12.3GHz and the equivalent circuit model 
shown in Figures 1(a) and (b), respectively. The ADS and 
HFSS simulations for both of the equivalent circuit (Figure 
1(b)) and the structure (Figure 1(a)) models without diodes 
have been tried at the center frequency of 12.5GHz. 

To have better selectivity, two layered configuration has 
been used with a 63o line section between the two, since the 
63o section provides two transmission poles, and an anti-
parallel Schottky Barrier diode model has been inserted as 
shown in Figure 1(c) since the diodes provides attenuation 

control. The two layered ESBPF shown in Figure 2(a), has 
been simulated with the circuit and structure models shown in 
Figures 1(c) and 2(a), respectively, by ADS and HFSS 
simulators based on the dimensions of Wa=20.05mm, 
Wb=10.525 mm, Ws=5 mm, Ls=2.75 mm, Ss=0.3 mm, Ea=6 
mm, gap=0.5 mm on a substrate with εr =4.5 and thickness 
0.508mm, and distance 7.4mm between two layers for the 63o 
section as shown in Figures 1(a) and 2(a). After the BPF have 
been fabricated on the TMM4 substrate, anti-parallel Schottky 
Barrier diodes, MADS-101318-1197HP, has been mounted 
across the upper gap of the structure. 

At the power level lower than -2dBm, insertion loss less 
than -1.27dB has been measured when the circuit works like a 
BPF. Measurement results for different input power levels are 
shown in Figure 2(b), where the BPF makes the signal 
attenuate gradually as higher incident power is coupled. 
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Figure 1.    (a) ESBPF structure. (b) Lumped element equivalent model for 
the circuit shown in (a). (C) ADS model for two layered ESBPF with anti-

parallel Schottky Barrier diodes. 
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Figure 2.   (a) HFSS simulation structure for the ESBPF using two layers. (b) 
Measurement results for |S21| of the ESBPF at different input power levels. 
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Abstract—This document reports on electromagnetic propa-
gation experiments. The received power has been measured for
various distances and frequencies. The acquired data are fitted
to simple propagation models, showing satisfactory results.

Index Terms—Antennas, Electromagnetic propagation, Propa-
gation losses

I. INTRODUCTION

Our research addressess the propagation of electromagnetic

signals in the frequency region 20 MHz-6 GHz. Measurements

haven been performed at a countryside test site in the Nether-

lands. To analyze the data, some simple radio propagation

models have been considered. Such models attempt to pre-

dict the received power at a receiver. Given the transmitted

power and antenna gains, it is equivalent to determining the

propagation loss. The simplest example is the well-known free

space loss. However, in practice a large number of phenomena

like ground reflections, surface waves, multipath, shadowing

and diffraction are present. The environment plays a dominant

role. A classic example of a propagation model is the one of

Egli for rural environment [1]. More propagation models are

discussed in, e.g., [2], [3], [4].

II. SIMPLE EM PROPAGATION MODELS

In free space the received electromagnetic power PR for

antenna separation distance d is given by

PR =

(

λ

4πd

)2

GTGRPT , (1)

where PT denotes the transmitted power, λ the wavelength

and GT,R the transmitter/receiver antenna gains. Polarization

and impedance matching factors [5] are taken to be one, i.e.,

ideal matching.

The so-called Rn model has been presented in [2]; it

effectively means that the factor d2 in the denominator is

replaced by dn. Thus a different power fall-off in distance

is allowed for. We convert to decibels and use the Rn model

in the following form

PR(dBm) = η − 10n logd. (2)

The parameter η depends on frequency and transmitted power.

An alternative phenomenological model explicitly includes the

frequency dependence as well:

PR(dBm) = α log d+ β log f + γ, (3)

with frequency f and parameters α, β, γ.

This study has been sponsored by the Dutch Ministry of Defence.

III. EXPERIMENTS AND FITS

Propagation measurements have been done for distances be-

tween transmitter and receiver antenna ranging from 5 to 100

meters. In each frequency band the power has been measured

for 500 frequencies. We have also varied the polarization of

the receiving antenna.

The measured data haven been analyzed using the proposed

models. The first model, the Rn model (2), does fit these data

quite well per frequency. This is confirmed by a preliminary

statistical analysis. The second model (3) takes the frequency

dependence into account by the use of the parameter β. It

performs reasonably; in a few cases, however, it fails. No

noticeable dependency on the polarization has been observed

in the measurements.

As an example, we show results for fitting the Rn model to

low-frequency data with horizontal antenna polarization. The

left hand side shows the power as function of the distance

at 250 MHz only; it is one of fitted subsets. Such a fit is

done for each frequency. Herewith we can depict the power

as a function of frequency at a fixed distance, here 20 m. The

right hand side contains this collected result of the various fits.
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Fig. 1. L.h.s frequency 250 MHz, r.h.s. distance = 20 m
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Abstract—The electromagnetic (EM) spectrum ranging from DC to 
Gamma rays and beyond is a vast natural resource that has been very 
valuable for mankind. With the rapid advances of medical technology, 
Radio Frequency (RF) techniques are becoming increasingly popular 
for a variety of applications such as non-invasive diagnosis, 
continuous monitoring of physiological data, communication between 
implanted devices, and communication to external devices. In this 
paper, we review medical uses of EM energy. 
Keywords - EM spectrum, therapy, X rays, Gamma rays, ionizing 
radiation, UWB, FCC. 

I. INTRODUCTION 

Therapeutic applications of EM energy can be broadly classified 
into two groups as (1) conventional and (2) emerging therapies. 
Examples of conventional therapies are: a) hyperthermia (thermal 
therapy), b) MRI, c) X-ray and d) CT scan. In the emerging 
category are a) THz Imagery and b) implantable devices. 
Examining the EM spectrum one can observe a dichotomy at 
about 1015 Hz to delineate non-ionizing and ionizing radiation. At 
f =1015 Hz, the quantum of energy associated with the EM 
radiation is E = hf ~ 4 eV where ‘h’ is the Planck’s constant. 
Medical applications are possible at many frequencies such as 
DC, RF, Microwave, X rays and Gamma rays. 

II. EXAMPLE THERAPIES 

A. Ionizing Radiation - Gamma Rays, X-Rays and UV 
All three of these are ionizing radiation and can cause cancer in 
high doses. They also have beneficial applications in 
appropriate and low doses. For Gamma Rays, frequency is 
1024 Hz, wavelength is 300 femto-m (size of an atom) and the 
photon energy is 4 BeV. Gamma rays have beneficial 
applications as well, such as: a) Gamma ray camera in Thallium 
test of the human heart, b) removing decay-causing bacteria in 
many food items, and c) screening merchant ship containers 
at US ports. Regarding X- rays, frequency is 1018 to 1021 Hz, 
wavelength is (300pico-m to 300 femto-m) and the photon 
energy is 4keV to 4MeV. It is an ionizing radiation that can 
cause cancer in high doses. The beneficial applications are 
radiography and spectrography. UV radiation frequencies are 
1015 – 1018 Hz, wavelength of 10s to 100’s of nm and the 
photon energy is 4 to 4 keV. While exposure to excessive UV 
radiation from sun is harmful, beneficial use of UV radiation is 
water sterilization or removal of pathogens. 

B. Non-Ionizing Radiation 
Examples of therapeutic uses of microwave radiation are: a) 
Microwave Balloon Angioplasty (MBA) wherein dipole or 
helical antenna current can heat the inner plaque surface in an 
artery [1]. RF ablation in the frequency range of (100 kHz to 10 
MHz) is possible to treat arrhythmia caused by abnormal 

electrical pathways in the human heart. Catheters are threaded to 
the site and ablation is performed by applying a voltage between 
the catheter electrode 2 to 3mm and a ground plane 10 cm x 15 
cm attached to the patient’s back. 

C. Emerging Therapies 
FCC has classified UWB defined as signals having a percent 
bandwidth more than 20%, or an absolute bandwidth of at least 
500MHz. Characteristics of UWB are: [3.1 to 10.6 GHz] band- 
width of 7500 MHz. High data rate capability and spectral power 
density limits (80 nW/MHz) on emission have opened up many 
technologies including medical applications ex: implantable 
devices; Wireless Capsule Endoscopy (WCE) is a “camera in a 
pill” the size of a large vitamin pill is a diagnostic tool. The 
applications described in this paper and many others will be 
presented. 

D. Noninvasive Therapies 
Amongst the most interesting emerging RF technology is a class 
of noninvasive glucose monitoring techniques. The most notable 
ones are infrared spectroscopy, optical coherence tomography, 
Raman spectroscopy, ocular spectroscopy and impedance 
spectroscopy. Feasibility studies have been shown [2] that an 
antenna’s resonant frequency can track, in real time, changes in 
glucose concentration, from which glucose levels can be 
estimated. A recent release, the GlucoTrack uses ultrasound, 
electromagnetic and thermal techniques. Another noninvasive 
system is deve loped by Google, which is a contact lens that 
measures the glucose level in tears and extracts the data 
wirelessly. 

C. Body Sensor Networks (BSN) 
Body sensor networks provide a continuous monitoring of 
physiological data with an integrated hardware and software 
platform [3]. Wearable or implanted wireless sensors, gather data 
and are either locally processed or encrypted and transmitted to a 
server. BSN has the potential of revolutionizing healthcare. Some 
examples of continuous monitoring devices that have proved to 
be very effective are management of acute diabetes with 
implanted insulin delivery, implanted multi-programmable brain 
stimulators, implanted cardio-defibrillator for prevention of life 
threatening events such as sudden cardiac arrest, or arrhythmia. 
REFERENCE 
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Abstract— This paper focuses on the experimental work led in the 
context of the European HIPOW project. The objective is to 
evaluate RF transfer functions between different areas of a building 
in order to assess EM environment in potential critical rooms in case 
of external or internal EM source threat. As a first step, an 
experimental protocol has been developed. Then, EM coupling 
between different rooms has been evaluated. Finally, transfer 
functions between the exterior and the interior of the building have 
been measured and first attempts to demonstrate the application of 
EM topology to buildings have been carried out. 

  Keywords-component; Critical Infrastructures; RF transfer 
functions; HPM; IEMI 

I. INTRODUCTION 
This paper deals with the experimental evaluation and 

analysis of electromagnetic (EM) coupling inside buildings or 
from the outside to the inside of buildings. This work is carried 
out in the context of the HIPOW European project which 
intends to improve the current European situation regarding 
awareness of NEMP/HPM threats and the adequacy of 
protection of critical infrastructures against EM threats. Here, 
the objective is to evaluate the transfer functions in a 
representative building and to analyze how incident EM 
external or internal fields penetrate and propagate inside 
different rooms. This work is based on experimental analysis 
of ONERA’s own office building in a frequency range from 
300MHz up to 6GHz. Such an evaluation implies the 
development of an optimized experimental protocol. Then, first 
electromagnetic topology concepts based on Power Balance 
can be used to build a quantitative interaction diagram 
sequence of the problem as in Electromagnetic Topology. 

II. EXPERIMENTAL SET-UP

An experimental protocol has been optimized in order to be 
able to measure transfer functions with a distance up to about 
100m from each other (Fig. 1).  
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Figure 1.  Experimental Set-Up 

It is based on mode stirring techniques combined to a set of 
pre-defined configurations of antennas to take into account 
imbalanced polarizations (HH, HV and VV). All apparatus are 
driven by a PC through the internal building Ethernet network. 

III. EM COUPLING BETWEEN ROOMS OF A 
SINGLE BUILDING

The first step consisted in measuring EM cross-coupling 
between one laboratory room (Lab 2) in which the transmitting 
antenna and synthesizer were installed and several 
surroundings rooms (offices, corridor and storage rooms) via a 
receiving antenna connected to a spectrum analyzer. An 
example of EM resulting cross coupling expressed in dB is 
given in Fig. 2  
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WQ 
(120)
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(119)
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(110) 

NM 
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Lab 3 
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dB

Figure 2. EM cross-coupling between rooms (injection in Lab. 2 room)

IV. EM COUPLING BETWEEN THE OUTSIDE 
AND ROOMS OF THE BUILDING

Then, transfer functions from the outside and various 
rooms of the building have been evaluated. External source 
was about 50m away from the reception building. As an 
example, the effect of metallic curtains versus polarizations has 
been shown. As a final step, applicability of EM topology 
concepts to EM propagation and penetration in buildings has 
been successfully demonstrated by analyzing shielding 
effectiveness with topological network decomposition for 
different configurations of windows. Various examples and 
parametric analysis will be given in the oral presentation. 

This work has received funding from the European 
Community's Seventh Framework Program (FP7/2012-2015) 
under grant agreement number 284802 HIPOW project. 
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Abstract— A microwave attack detecting system on the basis of 
high power microwave resistive sensor was developed, prototyped 
and tested in field conditions. The system operates at severe 
conditions of microwave radiation measures the high power 
microwave pulse and presents the circular diagram of radiation. It 
was tested up to several tens of kV/m. 

  Keywords-high power microwave; microwave power resistive sensor. 

I. INTRODUCTION 
The modern environment and infrastructure are inseparably 

related with a plenty of complicated electronic systems and 
consumable electronic products. Therefore the problems like 
electromagnetic compatibility, radiation immunity, intentional 
or accidental electromagnetic attacks are relevant and critical 
for infrastructure. It is important to register the event of 
microwave attack, detect the direction of microwave source 
and measure the radiation level. That enables to assess the 
risk, value of possible damage and consequence. After the 
detection and evaluation of microwave attack it is possible to 
prevent the damage by replacement of most critical 
components of system, apply the corresponding service 
measures to prevent the possible accidence and casualties in 
such critical systems of infrastructure like railway or air traffic 
control systems. 

The application of high power microwave pulse resistive 
sensors, developed in microwave laboratory, horn antennas and 
step motor driven antenna actuators, microwave attack 
detecting system was developed and applied in high power 

immunity tests in the frame of NATO task group SCI-250 [1] 
and project HIPOW supported by European community. The 
exclusive property of the developed system is the capability to 
operate at very strong radiation, detect the direction of 
attacking microwave source and measure the radiation in free 
space from 400 V/m up to 100 and more kV/m in the 
frequency range of 1-18 GHz. 

II.  DETECTING SYSTEM 

The diagram of structure and operation principle of the 
developed system is shown in Figure 1. The horn antenna with 
high power microwave pulse resistive sensor is mounted on 
actuator which rotates continuously enabling measurement of 
radiation diagram. The resistive sensor converts the microwave 
pulse into analog video pulse corresponding to the envelope of 
microwave pulse. The output signal Us is captured by digital 
oscilloscope “Picoscope 630B”. The master computer of the 
system controls the azimuth angle α of the antenna and picks 
up the signals, when antenna is rotated. Each signal sample Usi 
corresponds to antenna position αi. On the basis of the 
captured signal array, the calibration data of antennas and 
resistive sensors, the circular radiation diagram of the power 
density or electric field strength is plotted on the screen. The 
thresholds of dangerous radiation levels can be set. As a result 
of the analysis of the radiation diagram the azimuth angle of 
the radiation source Θ is computed and antenna is directed 
towards it.  The accuracy of Θ evaluation depends on signal 
level and signal to noise ratio. The mechanical accuracy of 
antenna actuator is ±1º.  

Figure 1. The diagram of microwave attack 
detecting system. 

III. RESULTS and CONCLUSIONS 

The system was tested at field trials. It demonstrated high 
electromagnetic immunity and uninterruptible operation under 
radiated electric field conditions up to 30 kV/m. The 
microwave sensors with horn antennas were tested up to 
200 kV/m and demonstrated stable operation. The 
improvement of radiation direction calculation at noisy signal 
conditions and application of a few sensors widening 
frequency range is under development. 

______________________________________ 
The work was supported by Lithuanian Research Council 

contr.No. MIP-096/2012 
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Abstract— This paper elaborates on the work within the EU FP7 

HIPOW project, as well as its objectives and work plan.  An 

update of the progress and key results from the HIPOW project 

will be presented. 

The concept for HIPOW is to develop a new regulatory and 

organizational framework for protection against all relevant 

electromagnetic threats, which includes methodologies, 

procedures and designated responsibilities, capabilities for risk 

assessment, testing, protection and emergency preparedness 

measures. In order to achieve the intended real life impact, this 

will have to be done so that the final results, or deliverables, are 

directly applicable to the end users. 

The HIPOW consortium consists of 14 partners from 10 

european countries.  

This paper is intended for the Special Session 2 (SS02) on HPEM-

Impacts/Protection on Critical Infrastructure in Europe. 

Keywords; EM threats; protection; critical infrastructure. 

I.  PROTECTION OF CRITICAL INFRASTRUCTURE 

The efforts to protect civilian critical infrastructure against 
possibly harmful effects caused by various transient 
electromagnetic phenomena have not kept pace with the 
developments of relevant threats and consequences of system 
failure.  There are several economical and practical reasons for 
this. Many critical infrastructure owners and operators regard 
EM threats as relatively obscure compared to other challenges 
they face. Research on EM susceptibility and hardening has 
largely been performed within the military sphere, and the 
results are, more often than not, classified. Private and public 
entities alike need justification for the resources they spend on 
protection, and in general seem to focus more on improving 
performance rather than resilience.  

The scientific community does endeavor to provide 
justification for reasonable levels of protective measures by 
studying the physical phenomena, and demonstrating effects 
and consequences. This needs to be done in many ways, and on 
several  levels.  

II. OBJECTIVES OF THE HIPOW PROJECT

Our main goal is to improve the European critical 
infrastructures’ overall immunity against the threat from EM 
radiation like high power microwaves and electro-magnetic 
pulses by conducting a threat analysis and risk assessment of 
the occurrence of microwave radiation events and their most 
likely modalities. And investigate the influence of HPM pulses 
on civil objects, like buildings, energy units, transport, banks, 
communication systems, computer networks, computers and 
electronic units. We need to investigate to what extent the 
current protection is efficient and identify shortfalls, in order to 
provide recommendation tools, improved hardening, 
redundancy architectures etc. for protecting civil objects 
against EM radiation. Furthermore HIPOW will suggest a 
organizational regime for risk management and mitigation, and 
provide recommendations as input to standards organizations. 
[1] 

Reliable detection of potentially harmful EM transients is 
also a priority, and the project will prepare for EM transient 
detection and diagnostic systems, also by developing a pulse 
detector prototype.  

Results will be disseminated through unclassified and 
classified channels, as need be. Our aim is to publish at 
workshops and meetings with authorized personnel, and 
disseminate unclassified main results in scientific papers, 
conferences and newspapers. Our end goal is to publish 
recommendations as handbooks or other reference material, 
directly available and applicable to our end users.  

III. RECENT ACTIVITIES

The project is now in its second year, with work on threat 

analysis, current mitigation techniques as well as analysis on 

the political and legal framework. A scenario based risk and 

cost analysis is also in progress. HIPOW conducted a large 

full threat trials campaign in September 2013. 

REFERENCES 
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Abstract— The goal of the present work is to perform a numerical
validation of the absorption characteristics of frequency dependent
ferrite tiles surrounded by metallic walls. In particular, we are
interested in the absorption performance of the ferrite when
illuminated by Nuclear ElectroMagnetic Pulse (NEMP) fields
generated using a bounded wave antenna inside an anechoic
chamber.

Ferrite; NEMP; Debye Model; FDTD; Complex Permeability

I. INTRODUCTION

There is a clear tendency in both commercial and military
EMC laboratories to install pulsed electromagnetic test
systems inside anechoic chambers. The reasons are obvious:
(1) protect the environment against the generated high
amplitude test fields and (2) take advantage of the available
free volume, continuous ground plane and test monitoring
equipment. In the particular case of a bounded wave antenna
installed inside an anechoic chamber, special care needs to be
taken in order to choose the maximum antenna size
(determining the test object size) that fits in a given chamber,
without the signal in the working volume being affected by
the neighboring walls. In this context, FDTD electromagnetic
wave simulations using Debye models for magnetic materials
can be used to predict the effect of existing ferrite tiles. It is
also well adapted for the optimization of the parameters of the
ferrite tiles (permeability, depth of the ferrite tile, depth of the
dielectric layer between the ferrite and the metallic wall).

II. THEORY

The parameter dominating the absorption of
electromagnetic waves in ferrites is the magnetic loss. In
analogy with the electric losses in conductors, the magnetic
losses are linked to the magnetic conductivity which is a
function of the imaginary part of the complex permeability
and of the frequency.

Due to its strong dispersive character, the complex
permeability of ferrites  f~

r can be described in the
frequency domain using a one-pole Debye model as follows:

   
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f

a
f~ r1

r

(1)

where: r1 is the static relative permeability of the pole, a1

is amplitude of the pole, 1 is the relaxation time of the pole
and f is the frequency.

III. RESULTS

The reflection of electromagnetic waves from ferrites

whose permeability corresponds to Equation (1) was
evaluated using an FDTD based electromagnetic simulation
tool [1]. The results of the simulations were contrasted with
theoretical calculations and with experimental results reported
in the literature.

A first series of validations were performed in the
frequency domain. The experimental setups reported in
reference [2] where reproduced by simulation and the results
were compared. The frequency range was defined between
30 MHz and 1 GHz. The influence of the depth of the ferrite
material, the depth of the dielectric spacing between the
ferrite and the surrounding wall and the angle of incidence of
the wave were studied.

Following this, a second set of simulations studying the
reflection of time-domain signals was performed. The
simulation of a real case, consisting on a 1.8 m high bounded
wave antenna inside a small anechoic chamber, is worth
noting. Preliminary results can be seen in Figure 1 where the
effect of the ferrite tiles on the reflection of the electric field
can be observed.

Figure 1. Comparison of the vertical component of the electric field in the
test zone of a bounded wave antenna located: (red) in free-field, (blue) in a
small sized fully metallic shielded room, (green) in the same shielded room
with ferrite tiles covered walls.

REFERENCES
[1] SPEAG, SemcadX Reference Guide, 2013.
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and M. Kanda, “Comparison of Electromagnetic Absorber Used in
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Abstract— Direct injection experiments have been carried out on a 
microcontroller in order to determine upset dependencies of digital 
electronic systems. The microcontroller provides a platform to 
examine the effects of direct injection timing, frequency, and pulse 
duration on a digital system with known programming and a 
known operational state. Results indicate that in addition to a 
dependence on frequency and pulse width of the direct injection 
signal, different programming instructions demonstrate different 
upset thresholds.  

  Keywords-IEMI, Upset, Digital Electronics, HPM 

I. INTRODUCTION 
There has been significant research into the effects of RF 

signals at the device level [1] as well as at the circuit and chip 
level [2], while more recently the RF Effects MURI [3] 
provided significant advances in understanding and predicting 
RF effects. A microcontroller, being a simple but complete 
computer on a single chip and thus representing an 
intermediate level of complexity between an individual CMOS 
device and a complete digital system, is an ideal device to use 
as a test-bed in attempting to understand and predict RF effects 
on digital electronic systems [4]. In addition, earlier research 
on quantifying the susceptibility of microcontrollers to RF 
pulses [5] suggested that carefully timed RF pulses relative to 
clock signals could yield useful information about the 
underlying mechanisms of RF interference. 

II. EXPERIMENTAL SYSTEM 

A. Experimental method 
Our experimental approach was to mount the 

microcontroller on an evaluation board, both for ease of 
programming and to provide convenient connections for RF 
injection. A function generator provides an external clock 
signal to the microcontroller. By providing the clock and 
knowing specifics of the programing the instruction being 
carried out at each clock cycle is known. A delay generator is 
used to gate a direct injection RF signal with a user-specified 
amplitude at a predetermined time into microcontroller XTAL1 
signal line, along with the external clock signal from the 
function generator.  

For the majority of experiments, the microcontroller is 
programmed to execute a counter, and we monitored the 
outputs to determine the state of the microcontroller. For each 
suite of experiments, we performed the RF injection and 
recorded the response of the microcontroller. Specifically, we 

monitored the output of the counter, and documented whether 
or not the RF pulse resulted in an upset. At each voltage we 
repeated the experiment a specified number of times, and 
made use of a Bayesian approach to convert the binary data 
(effect/no effect) into a continuous probability of effect curve. 
We then summarized the curve for each location by the 
voltage associated with a 50% probability of upset (which we 
refer as the threshold voltage), together with a 95% 
confidence interval (strictly a Bayesian credible interval). The 
model we have developed suggests a number of experimental 
investigations.  

B. Experimental Results 
Data have been taken to examine the upset threshold 

dependence on frequency, pulse duration, and instruction 
state. The most interesting of these is the dependence on the 
instruction being carried out by the microcontroller at the 
time of injection.  

Data taken to date indicates that the upset threshold varies 
with the software being executed. Further work is being 
conducted on a variety of assembly instructions including 
bitwise operations, data exchange, and branching instructions. 
Significant progress has been made in programming the 
MCU, allowing injection of RF while it is responding to 
interrupts and adhering to the watchdog timer. 

 ______________________________________ 
This work was sponsored by AFOSR. 
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Abstract— IEC SC 77C has been developing standards and reports 
dealing with the protection of the civil infrastructures against the 
threats of High-altitude Electromagnetic Pulse (HEMP) and 
Intentional Electromagnetic Interference (IEMI) for more than 20 
years. While many of these publications deal with hardening 
measures and testing of facilities, there is no comprehensive single 
document to describe how to develop and test a hardened facility. 
IEC SC 77C plans to begin that effort in 2014, and this paper will 
describe the plans. 

  Keywords-IEC, IEMI, HPEM, Standards, Critical Infrastructures 

I. INTRODUCTION 
Work began in the International Electrotechnical 

Commission (IEC) in 1989 to develop standardized 
electromagnetic environments, protection techniques, and test 
methods applicable for civil society to protect critical equipment 
and systems from the electromagnetic threat created by a 
detonation of a high-altitude nuclear burst (known today as 
HEMP). The work expanded from a working group under TC 77 
to a full subcommittee SC 77C in 1992. Later in 1999 the work 
was expanded to deal with the threat of electromagnetic 
weapons, now known as intentional electromagnetic interference 
(IEMI). Figure 1 below indicates graphically the status of 
publications in SC 77C before 2013 (in black) and the newest 
projects (in orange) that are active in 2014.  

Figure 1. Publications developed by IEC SC 77C. 

II. CATEGORIES OF PUBLICATIONS

The 20 publications prepared thus far in IEC SC 77C are 
split into two main categories – HEMP and IEMI (which is 
occasionally referred to as HPEM).  There are some 

publications that deal with both areas.  This paper will review 
the 20 publications and describe those papers that provide 
protection methods for HEMP and IEMI and those that provide 
test techniques that are required to ensure that the protection 
methods are properly achieved. 

For this one page paper we will only list below only the 
publications developed thus far that deal with HEMP testing, 
but the presentation will identify which publications contain 
relevant information for protecting and testing critical civil 
facilities from both of these high power electromagnetic threats. 

III. LIST OF IEC SC 77C TESTING PUBLICATIONS 

IEC/TR 61000-1-3 (2002-06): The effects of high-altitude EMP 
(HEMP) on civil equipment and systems. 
IEC/TR 61000-1-5 (2004-11): High power electromagnetic 
(HPEM) effects on civil systems.  
IEC 61000-4-23 (2000-10): Test methods for protective devices 
for HEMP and other radiated disturbances. 
IEC 61000-4-24 (1997-02): Test methods for protective devices 
for HEMP conducted disturbance.  
IEC 61000-4-25 Ed. 1 Amd. 1 (2012-05): HEMP immunity test 
methods for equipment and systems. 
IEC/TR 61000-4-32 (2002-10): High-altitude electromagnetic 
pulse (HEMP) simulator compendium. 
IEC 61000-4-33 (2005-09): Measurement methods for high 
power-transient parameters.  
IEC/TR 61000-4-35 (2009-07): High-power electromagnetic 
(HPEM) simulator compendium.  
IEC/TS 61000-5-9 (2009-07): System-level susceptibility 
assessments for HEMP and HPEM. 
IEC 61000-6-6 (2003-04): Generic standards – HEMP 
immunity for indoor equipment.  

IV. SUMMARY

This paper will describe the key protection and test aspects 
found within the 20 publications produced thus far by IEC SC 
77C.  The objective of the new project in IEC SC 77C is to 
provide in a single document a complete hardening and testing 
guide for critical infrastructure facilities to be protected from 
both HEMP and IEMI. 
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Abstract— According to the BLT EM topology, a large 

complicated system can be systematically broken into a topological 

network on which the BLT equation is implemented to compute 

the induced voltage or current. In this paper, the BLT equation is 

applied to a network of two wave-chaotic cavities that connected 

by a transmission line when excited at the source port. The 

statistical distribution of the induced voltage calculated by BLT 

equation will be presented, which is in good agreement with that 

by others methods. 

Key words- BLT equation, wave chaos, induced voltage 

I. INTRODUCTION 

The well-known BLT EM topology was formulated by Drs. 

C. Baum, T. K. Liu and F. M. Tesche in 1978 to analyzing the 

RF coupling into large complicated enclosures such as 

aircrafts, ships and buildings [1]. In this paper, a simple 

network including two wave-chaotic cavities connected by a 

cable (see fig.1) is chosen to implement the BLT equation and 

the statistics of the induced voltage will be presented as well 

as compared with that computed by other methods.  

II. EXPERIMENTS

Fig. 1 is the schematic diagram of the experiment setup. 
Each cavity is a real computer box and excited by two ports. 
The mode stirrer comprises a central copper shaft and two 
orthogonally-oriented blades coated with aluminum foil. First, 
measure the scattering matrix of each box, denoted by S1-2 and 
S3-4 respectively. By rotating the shaft for 250 different 
positions, at each position, the scattering matrix is measured 
from 4GHz to 15GHz in 11001 equally space steps. Second, 
connect port 2 and port 3 with a 1m coaxial cable and measure 
the ensemble of the scattering matrix between port 1 and port 
4, denoted by S1-4. In addition, the scattering properties of the 
cable is measured, denoted by Sc. 

Figure 1. Schematic diagram of the experiment setup 

III. DATA ANALYSIS

Assuming that the excitation at port 1 is a voltage 
source with a flat spectrum of 1V, when the port 2 and 
port 3 are connected, three methods are used to calculate 
the induced voltage V4 at port 4: a) compute V4 by the 
directly measured S1-4; b) calculate the scattering properties 
between port1 and port4 from S1-2, S3-4 and Sc by electrical 
network theory to compute V4; c) apply the BLT equation.  

Randomly selecting a frequency range, making the 
probability density function (PDF) of V4 for all the positions, 
it’s found that the PDFs of V4 calculated from the above 
three ways are in good agreement. Fig. 2 presents the PDFs 
in 6GHz-7GHz. Fig.3 shows the PDFs for the full test 
frequency range from 4GHz to 15GHz.  

Figure 2．PDFs of induced voltages in 6GHz-7GHz 

Figure 3．PDFs of induced voltages in 4GHz-15GHz 

IV. CONCLUSION

It’s concluded that the BLT can be applied to calculate 
the induced voltage on a topological network of wave-
chaotic cavities. By cooperating with the random coupling 
model which characterizes the statistical fluctuation of the 
scattering matrix of a wave-chaotic cavity, it’s expected to 
make statistical prediction of the induced voltage at target 
point within a large complicated system when exposed to 
HPM radiation.  
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Abstract — Successful integration of Photo-Conductive 
Semiconductor Switches (PCSS) into existing pulsed Radio 
Frequency (RF) systems may yield higher switching speeds and 
power performance than current conventional system 
architectures, and realize significant size/weight reduction. Despite
this, the feasibility of using PCSS technology to replace spark gap 
switches in pulsed power generators within a microwave system 
remains an area in need of investigation. This paper presents a 
comparison of an existing nominal system design to theoretical 
modified designs utilizing PCSS technology, via computer 
simulations based on existing data.  

  Keywords: pulsed power; RF; mi crowave; EMP, E MC, 
semiconductor,  swi tch ing ,  so l id -sta te,  pho toconduct ive  

I. INTRODUCTION 
Photoconductive Semiconductor Switches (PCSS) are 

solid-state transistor devices triggered into an on state from a 
normally off state by optical illumination [1]. They are 
typically made from semiconductor materials with wide 
bandgaps, which provide high electric field breakdown 
strength.  This enables PCSS devices to be used in high 
voltage applications.  III-V compound semiconductors such as 
GaN and semi-insulating GaAs constitute the primary material 
choices of interest for this paper [2]. By modulating the 
conductivity of these devices with a laser, the high voltage 
switching characteristics of traditional spark gaps may be 
reproduced or exceeded.  

II. METHODS

A. Modeling the Control Design 
A commercial off-the-shelf (COTS) high voltage RF pulse 

generator was modeled using CST Design Studio and 
Microwave Studio, a Finite Element Method (FEM) software 
package.  The results from the computer model simulation 
were compared to known real-world results.  

B. Designing PCSS Modifications 
The Semiconductor module of COMSOL Multiphysics, 

another COTS FEM software package, are used to accurately 
model and assist in designing a theoretical prototype switch, 

using a III-V nitride based device. Doping levels and device 
architectures are explored. Designs deemed feasible are 
modeled as equivalent lumped element circuits. 

C. Modeling and Comparison of Modified Designs 
The lumped circuit equivalences of the new prototype 

switches are put into the original design’s CST model and 
compared to the original performance of the design. 
Successive iterations and additional modifications to the 
design are implemented as necessary to explore the 
possibilities of PCSS devices in an indicative system, as well 
as what necessary alterations must be made to integrate the 
new technology. In addition, alternative antenna designs and 
alternative sources of pulsed power are explored in 
conjunction with the new capabilities of the solid-state 
switch. A complete systems engineering approach is used in 
order to accurately compare the theoretical system to the 
original. Measurement data from prior characterizations was 
used to supplement these findings. 

Figure 1.   Original system and proposed modification 
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Abstract— A system for the measurement of electric field strength 
in free space was developed. It consists of a resistive sensor 
connected to a wide band horn antenna and matched load. The 
characteristics of the resistive sensor were chosen enabling the 
compensation of frequency response of the overall measurement 
system. It was implemented in WRD250 double ridge waveguide 
covering frequency range 2.6 – 7.8 GHz.  

Keywords-resistive sensor; high power microwaves; horn antenna. 

I. INTRODUCTION 
A resistive sensor (RS) is a device based on electron 

heating effect in semiconductors. It found applications for high 
power microwave (HPM) pulse measurements [1]. Some 
advantages of the RS can be mentioned when comparing it 
with a semiconductor diode, which is also sometimes used for 
HPM pulse measurement. The RS measures HPM pulses 
directly, is overload resistant and demonstrates perfect long-
term stability [1]. The RS is usually mounted in a rectangular 
waveguide and this confine the frequency range where 
particular device can be employed. It is possible to widen this 
frequency range more than two times by employing a double 
ridge waveguide for the RS implementation. Connecting the 
developed RS to a wide band horn antenna, electric field 
strength measurements in free space can be performed, 
broadening application of the sensor in electromagnetic 
susceptibility experiments. 

In this work, a measurement system was developed for the 
measurement of microwave pulse electric field strength in free 
space. It is comprised of the RS mounted in a double ridged 
waveguide WRD250 connected to a wide band horn antenna 
and matched load. The pass band of the system is from 2.6 to 
7.8 GHz. The layout of the sensing elements differs from the 
cross waveguide type RS earlier investigated in this frequency 
band [2]. The RS was made of two sensing elements, which 
are separated from each other. This configuration was chosen 
since it allows us to achieve smaller sensitivity variation on 
frequency. 

II. SENSITIVITY OF THE MEASUREMENT SYSTEM

In order to measure the electric field strength in free space, 
the RS should be connected to the horn antenna. Sensitivity of 
such measurement system can be written down as follows: 

𝜒 = 𝜁 ∙ 𝑆𝑒𝑓𝑓   , (1) 

where Seff is an effective area of the wide band horn antenna 
__________________________________________________________ 

This work was in part supported by 7th EU program HIPOW. 

and ζ  is sensitivity of the RS when measuring microwave 
power in a double ridged waveguide.  

The effective area of the horn antenna, in turn, depends on 
a gain of the antenna and wavelength of the electromagnetic 
wave. Therefore, accounting for the dependence of the antenna 
gain on frequency, when choosing the dimensions and specific 
resistance of the sensing elements of the RS, the system for 
electric field measurement in free space can be designed, the 
sensitivity of which is independent of frequency. 

In this work we demonstrated such approach for the RS 
implemented in WRD250 waveguide. Simulation and 
experimental results are shown in Figure 1. From experimental 
results it is seen that the sensitivity variation within ±21.3% in 
the frequency band of the WRD250 waveguide can be 
achieved. It is very promising result for the system of the 
electric field measurement in free space in a wide frequency 
range. Similar system for the measurement in a frequency 
range 0.8-2 GHz is under development. 

Figure 1. Dependence of the sensitivity on frequency for the measurement 
system comprised from the RS implemented in waveguide WRD250, horn 

antenna and matched load.  
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Abstract—We present a new design for the electrodes of coaxial 
switched oscillators using a 3D curvilinear system. The Laplace 
Equation is solved in the curvilinear space and analytical 
expressions are derived for the electrostatic field distribution.  
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I. COAXIAL SWITCHED OSCILLATOR 
The overall geometry of a coaxial switched oscillator 

(SWO) is depicted in Figure 1. It is composed of a charged 
transmission line (coaxial in this case) connected to a higher 
impedance antenna at one end and to a closing, self-breaking 
switch gas at the opposite end.  

DC
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Antenna
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Ground
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Figure 1. Quarter wave coaxial switched oscillator (SWO). Notice the presence of the electrodes at the 
bottom end of the coaxial line. 

II. ELECTRODES PROFILE
We propose to generate the electrodes of the spark gap using 

two conformal surfaces in a curvilinear orthogonal space, 
generated from a 2-D transformation called Inverse Prolate 
Spheroid (IPS), proposed by Moon and Spencer ([1], page 67).  

The IPS profile ensures a maximum electric field on the axis 
of symmetry, and a monotonical decrease when moving towards 
the coaxial transmission line.  

The IPS coordinate (u, v, w) has the following relationship 
with the Cartesian coordinate system:  (1) 

x  a
sinh u sin v cos w 
cosh2 u   sin2 v  y  a

sinh u sin v sin w 
cosh2 u   sin2 v  z a

cosh u cos v 
cosh2 u   sin2 v 

(2)

where: a >0 is a constant and (u,v,w) are defined in the range: 
0  u  ;  0  v   ;  0  w 2 . 

A 3D representation of the curvilinear system is shown in 
Figure 2. It can be seen that the surface u=constant forms an 
inverted prolate spheroid of revolution, while the surface 
v=constant forms an inverted double sheet hyperboloid of 
revolution and the surface w=constant forms a plane.  

The electrodes are formed taking two u=constant surfaces 
(u=u2 and u=u1) connected to the outer and inner conductors of 
the coaxial transmission line of the SWO. 

Laplace Equation is r-separable in this system. The solution of 
the electrostatic potential is of the form: 

     
 

2 2

2
1

2
1 2

3, ,
2

cosh u sin v

k k sin v

V u
V u v w log k coth

    


 
  

(3) 

where k1, k2 and k3 are constants obtained from the boundary 
conditions of the problem and V(u1,v,w)=V1  and V(u2,v,w)= 0. 

Applying the equation for the gradient in the ISP system gives 
the following expressions for the electric field  

E
u
(u,v,w) 

V1  log
coth u / 2 
coth u2 / 2 









 sinh 2u   2cosh u coth u   2csch u Sin v 2









ak1 cosh 2u   cos 2v  cos 2v   cosh 2u1 
(4) 

Figure 2. Constant surfaces in the Inverse Prolate Spheroidal coordinate system. The surfaces were 
generated with parameter a=1. Notice the surfaces corresponding to u-set and v-set. 

III. CONCLUSIONS
Analytical solution for the electrostatic field distribution in the 

interelectrodic space of a coaxial SWO was obtained. The 
derived equation can be used during the design phase of the 
spark gap. Furthermore, the derived expression allows deriving 
an analytical solution for the characteristic impedance of the 
SWO’s radial transmission line. 

REFERENCES 
[1] P. Moon and D. E. Spencer, Field Theory Handbook: Including Coordinate 

Systems, Differential Equations and Their Solutions 2ed.: Springer-Verlag, 
1971. 

ID 103



Numerical Calculation of the Fields on the Aperture 
Plane of an Impulse Radiation Antenna 
Felix Vega 

Electrical Engineering Department 
Universidad Nacional de Colombia 

Bogota, Colombia 
jfvegas@unal.edu.co 

Nicolas Mora and Farhad Rachidi 
Electromagnetic Compatibility Laboratory 

Swiss Federal Institute of Technology in Lausanne (EPFL) 
Lausanne, Switzerland 

nicolas.mora@epfl.ch, farhad.rachidi@epfl.ch 

Abstract—A numerical procedure for the calculation of the fields 
on the aperture plane of an Impulse Radiating Antenna in the 
frequency domain is presented. The procedure avoids the 
calculation of the derivative of the inverse of the Jacobi SN 
function. 

Keywords- Impulse Radiating Antenna; inverse Jacobi SN function 

I. INTRODUCTION 
The electric and magnetic fields of the main pulse 

radiated by an Impulse Radiating Antenna (EMP(x,y,z), 
HMP(x,y,z)) can be calculated in the frequency domain by 
integrating the electric field tangential to the aperture of the 
reflector EA’(x’,y’), weighted by the Green’s function, as follows 
[1]: 

  (1) 

where G(r-r’) is the Green’s function, F is the focal distance of 
the IRA and the primed variables are the source coordinates on 
the aperture of the reflector. The origin of the x, y, and z 
coordinates is the focal point of the antenna and the z axis is 
perpendicular to the aperture plane of the antenna. Note that we 
do not make any far-field approximation, as in the approach 
presented in [2].   

A pair of feeders collinear with the x’ axis produce the 
following tangential electric field in the aperture [3]: 

1
( ', ') ( ', ') ( ', ')

( ) ' 'A Ax Ay

u u
E x y E x y iE x y i

K m x y

  
       

  (2) 

where 1
0.25

0

'
( ') Re ,

x iy
u z sn m

b m
      

     
and sn-1 is the inverse of the 

Jacobi sn function, z’=x’+iy’, b0=D/2, D is the diameter of the 
dish, K(m) is the elliptic integral of the first kind, and m is a 
constant obtained from 120 ( ) / (1 )cZ K m K m  ; where Zc is 

the input impedance of the antenna. 
Very few mathematical software tools have implemented 

the sn-1(z) function (e.g,. Mathematica). In this paper we propose 
an alternative numerical procedure for the calculation of the 
derivatives of the sn-1 function. 

II. METHOD 

The derivation starts with the following identity [4]: 

  
2

1
2 2 2 2 2

0 0

, ( )
x xx b adt

sn f t dt
b a a t b t

  
  

   
  (3) 

from which Equation  can be transformed into: 

   
' '

0 0

1 1
'( ', ') Re ( )   '( ', ') Re ( )

' '

z z

Ax AyE x y f t dt E x y f t dt
K m x K m y

        
                    

   (4) 

The integration path on the complex plane is arbitrary, 
as the function f(t) is analytical. 

       After some mathematical manipulations and taking into 
account that on the aperture plane ' / 2z D , Eq.  yields: 
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 (5) 

As an example, Fig. 1 shows the stream lines of the 
aperture plane fields of a four-arm IRA with D=1 m, F=0.33 m 
and Zc=100 Ω, obtained using combination and rotations of the 
vector field in Equation (5). Fig.2 shows the application of the 
Equation (5) to the calculation of the radiation pattern obtained 
using Equation (1) at a distance r=100D, for two signals f= 10 
c/D, f=5c/D and amplitudes V=1 Volt.  

Fig. 1 Fields on the aperture plane of a 4-arm IRA with D = 1 m, Zc=100 
Notice the arms at and and 

Fig. 2 Radiation pattern on the horizontal plane for a 4-arm IRA 
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Abstract—Metamaterial-inspired antennas leverage techniques
that can make an electrically small antenna (ESA), that would
typically be an inefficient radiator, achieve radiation efficiencies
of greater than 90%. Using an array of such antennas, to
distribute the input field over many elements, can be an effective
method to create a very low profile antenna array for HPM
applications. In this paper we specifically explore using an
array of magnetic EZ antennas to act as a mode converter
and efficiently radiate energy produced by a 12-cavity relativistic
magnetron operating in the TE61 mode.

Index Terms—array, metamaterial, magnetron, high efficiency
antenna, electrically small antenna.

I. INTRODUCTION AND BACKGROUND

The EZ antenna is an electrically small, magnetic dipole
antenna. The EZ antenna consists of a small semi-loop antenna
over a ground plane. This driven element is then surrounded
by a capacitively loaded loop (CLL) element that is located
in the near-field of the semi-loop antenna [1], [2].

To couple the guided TE61 mode of the circular waveguide,
which is produced by a relativistic magnetron, to the coaxial
input of the EZ antenna we modified a design for a high power
cavity feed presented in [3] that was designed for GW levels of
power. Our waveguide removes the bottom section of the outer
conductor and the structure is fed with a circular waveguide,
the same as the output of the magnetron. A cross section of
the model used in CST simulations of the array is shown in
Fig. 1a and a zoomed in section of the probe is shown in Fig.
1b. This probe is used to extract the energy from the cavity
and couple it a coaxial output that leads to an antenna. The
power handling abilities of the cavity with the probes will be
discussed further in the presentation. In Fig. 1b the EZ antenna
that is used to radiate the energy extracted from the cavity is
seen at top of the outer conductor of the cavity.

The probe used to extract the energy from the cavity modify
the fields in the cavity and lead to potential breakdown, and
will in turn limit the power handling capabilities of the system.

II. SIMULATION RESULTS

The waveguide and the EZ antenna were separately tuned
via CST simulations to have a resonant frequency near
2.52GHz, which corresponds to one of the frequencies at
which the magnetron source we are using to drive the system
operates. The two structures were tuned such that the |S11|

(a)
(b)

Figure 1: (a) Cross section of the waveguide used to couple
the TE61 mode from a circular waveguide to an array of EZ
antennas and (b) a zoomed in section of the output probe that
extracts energy from the cavity and couples it to the coaxial
output

value at the resonant frequency was minimized. Then the
structures were combined using CST’s Design Studio software
package to simulate the total structures performance. The
resulting |S11| values for the combined system are shown in
Fig. 2.
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Figure 2: |S11| parameter versus frequency for the total array
system
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Abstract—Metamaterial-inspired antennas leverage techniques
that can make an electrically small antenna (ESA), that would
typically be an inefficient radiator, achieve radiation efficiencies
of greater than 90%. Driving one of these antennas with a high
power microwave (HPM) source, such as a quarter-wave, coaxial
standing-wave oscillator (SWO), one can create a HPM system
that has a very low profile above the source due to the ESA.
In this paper we will discuss results from CST simulations of
one of these HPM systems using a magnetic EZ antenna as the
radiating element.

Index Terms—high power microwave, MATRIX, metamaterial,
electrically small antenna.

I. BACKGROUND AND INTRODUCTION

The source works by charging the low-impedance transmis-
sion line to a high potential and then discharging it through a
self-breakdown switch on axis. This sets up a standing wave
that delivers a small amount of microwave energy to the high-
impedance load, which in this case is the antenna. The nearly-
open circuit at the load and and the nearly-short circuit at the
switch end result in a resonance that has a period that is four-
times the round-trip transit time of the oscillator [1].

(a)
(b)

Figure 1: (a) Cross section diagram of the SWO and (b) the
built prototype of the EZ antenna

The EZ antenna, which is pictured in Fig. 1b, is an electri-
cally small, magnetic dipole antenna. The EZ antenna consists
of an electrically small semi-loop antenna over a ground plane.
This driven element is then surrounded by a capacitively
loaded loop (CLL) element that is located in the near-field
of the semi-loop antenna. This near-field element acts as a
resonant parasitic element, which is conjugate matched to
the impedance of the semi-loop antenna that causes their
respective reactances to cancel and gives the antenna a purely
real input impedance at the resonant frequency [2], [3]. In Fig.

1b there is a solid disk capacitor at the top of the semi-loop
antenna, this is necessary to electrically isolate the SWO from
the ground plane during the charging phase.

II. SIMULATION RESULTS

In CST we simulated the performance of the EZ antenna and
the SWO separately at first to tune their individual resonances.
With the EZ antenna being driven by a 100 Ω coaxial cable the
antenna was tuned to minimize the |S11| near 500MHz. This
tells us the antenna has an input impedance of near 100 Ω,
which will lead to the SWO having Q ∼= 20.

Once the systems were individually tuned they were coupled
together, as seen in Fig. 2a. The electric field of this combi-
nation was monitored 1m from the antenna in the broadside
direction and the spectrum is shown in Fig. 2b for a charge
voltage of 10 kV of the SWO. The peak electric field value
is near 500MHz as expected. In addition to these simulated
CST results high power test data from a prototype system will
be presented.
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Figure 2: (a) CST model of the SWO coupled to the EZ
antenna and (b) the electric field spectrum measure 1m from
the antenna in the broadside direction
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Abstract — This paper presents the successful synthesis and 
practical realization of a robust design of broadband loaded wire 
monopole antennae with matching networks. The loads consist of 
parallel LRC–circuits. For synthesis we use an efficient Galerkin 
MoM computational technique in combination with an evolved 
PSO algorithm to maximize frequency bandwidth and optimize the  
radiation pattern in the horizontal plane.  

The numerical electromagnetic model considers all ideal 
conductors or L, C and R components, that differ from reality. At 
first the antenna was built as closely as possible according to the 
numerical design. Thereafter the components and configuration 
have been changed and optimized with preservation of the return 
loss.  

Antennae having bandwidth ratios of 12:1 or more, with measured 
VSWR less than 3.5 and calculated system gain greater than -5 dBi, 
are discussed and presented. 

 Keywords-component: Loaded monopole, Broadband VHF 
antenna, Particle Swarm Optimization, MoM  

I. INTRODUCTION  

Loaded monopole antennas for broadband applications have 
been investigated previously [1,2]. This paper investigates the 
design and realization of an antenna system comprising of a 
loaded monopole and a matching network, optimized by using a 
stochastic optimization algorithm, known as Particle Swarm 
Optimization (PSO) [3], to obtain broad bandwidth and a desired 
radiation pattern. The antenna is intended to be used for ground 
to ground communication on a vehicle. Preservation of 
sufficient gain in the horizontal plane is desired. Radiation 
upwards will reduce that gain and has to be minimized. During 
the practical realization special attention has been paid to 
preserve the radiation in the horizontal plane.   

Optimization goals 
• Requirement for return loss < -5.1 dB over frequency

band of 30 to 450 MHz 
• VSWR < 3.5 over frequency band of 30 to 450 MHz
• Gain > -5 dBi in the horizontal plane over frequency

band of 30 to 450 MHz

II. FABRICATION OF THE LOADED MONOPOLE

The antenna is constructed using the following system parts 
A. Antenna pole 

Copper pipe connected with plastic spacers 
B. LRC Gaps  

Metal oxide resistors with an inductor wrapped around the 
pole, capacitors and the resistors (see figure 1)  

C. Antenna foot 

The antenna foot is of polyurethane and is mounted on a 
metallic plate connected with plastic screws 

D. Transformer 1:4 

The transformer below the foot is a Guanella-type 1:4 
transmission-line transformer (unun) constructed of two 
copper pipes of 8 mm diameter. One pipe of the transformer 
is equipped with ferrite rings to reduce the outside currents  

Figure 1. Example of a realized gap and foot. 

III. CONCLUSIONS 

Any practical realization of a numerically designed antenna does 
involve special attention to assure that mechanical and electro-
technical constraints are incorporated in the numerical design 
parameters. During the presentation, these constraints and 
consequences in the design procedure will be elucidated. 
Finally, the successful design will be presented and 
measurement results will be shown and discussed. 

This research is sponsored by the Dutch Ministry of Defense. 
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Abstract— S i n c e  high power electromagnetic (HPEM) threats to 

electric devices had been emerging, various attempts were made to 

classify the threat parameters and to settle on a standard for 

testing devices. Today, additional sources of high power 

interference signals are available, with a wide range of bandwidths 

and frequency coverage. This paper will provide first ideas to 

tackle the problem of classifying those new threats, and propose 

new test procedures that cover he whole range of threats with a 

reasonable number of tests.

 Keywords- HPEM standardization, HPEM sources 

I. INTRODUCTION 

For a first classification of new threats, we follow [1], dividing 

the possible threat range into four classes according to their 

characteristic bandwidths: Narrow-, Meso-, Sub-Hyper-, and 

Hyperband. We propose to classify Sub-Hyper- and Hyperband 

as one class and to add the nuclear electromagnetic pulse 

(NEMP) as a single category due to its unique characteristics. 

Since we discuss immunity testing in this paper, our goal is to 

expose a device under test (DUT) to a worst-case environment, 

e.g., a high power microwave (HPM) signal with a center

frequency which can couple into the DUT, a damped sinus 

signal, an ultra wide band pulse, and a NEMP. After passing an 

immunity test with adequate threat levels, the DUT can be 

admitted to work in the real world. 

To guarantee an effective test, a minimum field level must be 

defined. Based on statistical analysis of the susceptibility of 

electronic devices we estimate the minimum field level needed 

for disturbance of a DUT at approximately 20 kV/m. An 

exception must be made for narrowband HPM signals (with 

interference visible at 10 kV/m), see below.  

Alternatively, the maximum field magnitude that available 

sources can generate at the locus of the DUT was estimated, 

under the assumption that bulky, powerful threat systems (e.g., 

JOLT [2]) cannot be operated unnoticed at close distances, 

whereas low-power miniature systems (e.g., can sources [3]) 

can be deployed close to the DUT. 

Again, a realistic estimation results in a magnitude of 25 kV/m, 

approximately. The parameters for this estimation and, even 

more important, additional safety margins to guarantee a robust 

test are still under intense discussion. 

II. PARAMETERS FOR THREAT  CLASSES 

A.  High Power Microwave Signals 

Sinusoidal and quasi-sinusoidal signals can be characterized 

by center frequency fC, magnitude (10 kV/m) and damping 

factor. The chosen  fC will decisively effect the coupling. 

B. Damped Sinus (DS) Signals 

DS signals combine a high power density with limited 

bandwidths; DUTs will be damaged by the injected power. 

Additional coupling paths (e.g., through attached power and 

data cables) should be taken into account. Since tunable DS 

sources are not yet available, we propose to define a threat 

corridor in frequency domain from 100 - 1000 MHz, that can 

be covered with a broadband source at fixed center frequency. 

C. Nuclear Electromagnetic Pulses 
Several immunity test procedures deal with NEMPs already. 
The main difference to the other threats discussed here is the 
higher power and energy content of the signal. 

D. Ultra Wideband (UWB) Signals 

For characterizing UWB signals, we assume that this class can 

be defined by a double exponential pulse. Assuming that a 

critical UWB pulse, compared to a NEMP, contains the same 

energy with a ten times larger bandwidth, the rise time trise is 

the most important parameter for a standard UWB pulse:  

trise, UWB  ≤  250 ps,  and  trise, UWB ≤  0,1  trise, NEMP . 

III. DISCUSSION 

Since this vast range of possible threats a priori allows for 

many possible classifications, we wish to engage in an active 

discussion of our approach. 
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Abstract— This paper documents the expansion of research on the 
nuclear electromagnetic pulse to a much more diverse range of 
topics including lightning, high-power microwave devices and 
effects, electromagnetic effects on electronics as well as various 
forms of electromagnetic pulse. The expansion of the discipline 
took place alongside the internationalization of the cohort of 
researchers. This case provides an example of the movement of 
military research into the public domain since the 1960s. Two 
sources are used to track these trends: 1) the titles and authors of 
the  Notes on EMP and Related Subjects beginning in 1964, and 2) 
the proceedings of the Nuclear Electromagnetic Meetings from 
1978.  The analysis stresses the importance of the Notes as an 
informal mechanism for the communication of research findings.  

  Keywords-EMP Note Series, EMP, High-Power Electromagnetics 

I. TRENDS 

In [1] we examined the various NEM, AMEREM and 
EUROEM publications and examined some of the trends in 
subject matter at these meetings over the years.  Starting in 
1992, there was a large increase in non-US participation.  
There was also a shift in the emphasis from EMP to other 
facets of high-power electromagnetics (HPEM) like HPM. 
The Notes provide additional data to examine those and more 
personal trends among the various authors.  These trends are 
meant to form a foundation and motivation for future note 
authors.   

II. WHAT IS A NOTE?

    The Note series on EMP and related subjects was 
established in 1964 by Dr. Ralph Partridge of Los Alamos 
Scientific Laboratory. Editorship of the Notes shortly passed 
to Dr. Carl Baum of Air Force Weapons Laboratory. The aim 
of the Note series was to provide an informal means of 
disseminating research findings before the long process of 
publication, enabling faster communication between EMP 
researchers in the United States and Britain. Notes did not 
contain final research findings but rather sets of ideas at the 
mid-point of the workflow of scientific ideas outlined below: 

1. Memos – Raw notes and ideas – not usually
published

2. Presentation at work-in-progress conferences like
NEM or URSI

3. Notes – Collection of ideas to form a finished but
still evolving product

4. Presentation at Conferences designed for finished
work like IEEE AP-S or ICEAA.

5. Transactions (IEEE or other peer reviewed
journal)

6. Books or hardware

III. MILESTONE NOTES 

	
  	
  	
  	
  	
  There were a number of Notes that were of historical 
significance.  The first Note was by Ralph Partridge at Los 
Alamos and described requirements for an EMP Simulator. 
Carl Baum expanded on that theme with a number of Notes 
through Sensor and Simulator Note 143 that stated the 
requirements for ATLAS-1 or TRESTLE.  In this case, the 
final product of the theoretical work was a large wooden 
simulator that stands as a monument today to EMP simulation 
and in a large sense to the scientists of the Cold War. 

Substantial basic electromagnetic interaction was key to 
understanding the effects of EMP and other electromagnetic 
threats to systems.  Many of the early Notes dealt with cable 
coupling.  Much of that early work was formalized in 
Interaction Note 88 that first described the Singularity 
Expansion Method.  Note 88 was followed by Notes by Drs. R. 
Latham, L. Marin, and F. Tesche on various theoretical 
attributes of SEM.  Award winning papers, by Marin and 
Tesche, based on this work were later published in IEEE AP-S 
Transactions.  We will discuss these and other milestone notes 
during the presentation. 
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Abstract— The influence of static magnetic field (SMF, 25 mT) on 

human buccal epithelium cells was investigated. Cells were obtained 

from two donors before experiment (this operation is absolutely 

bloodless and painless) and placed in buffer solution. The cells were 

exposed to SMF during 1, 3, 5, 10, 15, and 20 minutes. After the 

exposure cells were stained by orcein to investigate the process of 

chromatin condensation (heterochromatinization); or were stained 

by acridine orange and ethidium bromide to investigate the viability 

of cells. The data obtained indicate the increase of heterochromatin 

granules quantity (HGQ) per one cell nucleus after the cell exposure. 

The number of viable cells decreased after the cell exposure to SMF 

as indicates by the test for cell viability. The revealed cell reaction of 

heterochromatinization after SMF exposure indicates the stress 

reaction of cell to SMF. The data obtained are discussed in 

connection to the phenomenon of the regulation of the activity of cell 

nucleus by SMF.  

  Keywords-chromatin; heterochromatin; buccal epithelium; orcein; 

ethidium bromide; acridine orange 

I. INTRODUCTION 

The public attention to the action of anthropogenic 
electromagnetic fields (EMFs) is connected with medical 
consequences of applying of the EMFs sources in 
communication and electronic media, technology, science, 
transport, and other spheres [1]. According to the 
recommendations of the International Commission on Non-
Ionizing Radiation Protection (ICNIRP) the occupational 
exposure of head and trunk to SMF shoud not exeed intensity 
of 2 T, but for the specific work applications exposure up to 8 
T can be permitted [2].   The widespread opinion is that the 
electric field component of electromagnetic radiation induces 
most of the biological effects of EMFs [3], but our 
investigations indicate that the biological activity of the 
magnetic component of electromagnetic field only slightly 
inferior the electrical component [4].  

II. MATERIALS AND METHODS 

A. Cells 

Experiments were done on cells of buccal epithelium 
(cheek mucosa) of two donors – A and B (men) of 18 years 
old. The cells were collected before experiment and placed in 
3,03 mM phosphate buffer (pH=7,0) supplied with 2,89 mM 
CaCl2.  

B. Cell Exposure and Staining 

Cells were exposed to SMF (25 mT) for 1, 3, 5, 10, 15, 
and 20 minutes. After exposure cells were stained by orcein 
(2%) for determination of heterochromatin granules quantity 
(HGQ) per one cell nucleus. The HGQ was calculated as 
mean value of 90 (30x3) cell nuclei for every variant of 
experiment. To investigate the viability, cells were stained by 
acridine orange in concentration of 17 µg/ml for 10 min, and 
by ethidium bromide in concentration of 33 µg/ml for 5 min. 
The percentage of damaged cells was determined in 1400 
(100x4x3) cells in each experiment.    

III. RESULTS AND DISCUSSION

The data obtained indicate the significant increase of HGQ 

after cell exposure to SMF. The most pronounced changes 

were detected after the 15 minutes of cell exposure to SMF. 

The increase of HGQ indicates the increase of chromatin 

condensation which is as a rule connected with decrease of 

nuclear functional activity. The analysis of the percentage of 

damaged cells by the acridine orange and ethidium bromide 

revealed that SMF induced the percentage of damaged cells. 

The damage of cells gradually increases with exposure time 

increasing. The cells of different donors revealed the some 

peculiarities in the measured parameters, but the general 

regularities in cell reaction to SMF were the same. The data 

obtained are discussed in connection to the mechanisms of cell 

reaction to action of electromagnetic factors. 
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Abstract—Ultra-fast breakdown in gaseous or liquid dielectric 
serves as the basis for generation of short duration high voltage 
pulse in pulsed power systems. In [1 and 2] electro-dynamic model 
of high pressure spark gap peaking switch was discussed. 
Theoretical investigations leading to mathematical model of gas 
discharges could certainly help the understanding of the physics 
involved. Gas breakdown is essentially a threshold process which is 
consequence of the steep dependence of the ionization rate. In this 
paper mathematical discharge development in a gaseous spark gap 
switch which is subjected to 300 kV, 3 nanosecond rise time pulse 
has been carried out. Rate of change of volume charge density in the 
gaseous region is found out and  this will determine at what time the 
rate of volume charge density has exceeded or equal to ionization 
charge density for the gas. This will lead us to the value of 
breakdown delay or the rise time of the output pulse across the 
connected load. Towards these objective continuity equations for 
positive ions, negative ions and electrons (coupled with gauss’s law) 
are solved in conjunction with Poisson’s equation. 

  Keywords: Gas Discharges, Spark gap switch 

I.  SOLUTION TECHNIQUE 

An electrical discharge modeling is a complex problem as 
multiple physics are involved in the same. The approach used in 
this paper is Finite element to solve Poisson’s equation and 
continuity equation simultaneously. Transient solver of Ansoft 
Maxwell is used in conjunction with AC conduction solver. 
Consistent boundary conditions have been applied to the model. 
The potential to the plane electrode is set to ground. The point 
electrode potential is defined as a sinusoid having 3 ns rise 
time. The top bottom and side walls have been assigned to zero 
normal displacement field components. The simulation is run 
for 5 ns and volume charge density is calculated for time steps 
defined. 

  (b) 3ns 

(c) 5ns 
Figure 1.(a ), (b), (c),  Shows the development of charges at different time 

instants 
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Abstract—In this paper we outline an exact analytical solution for 
the current induced by an arbitrary exciting field in a loaded 
transmission line with symmetric geometry inside a cylindrical 
resonator. 

  Keywords- cylindrical cavity, Green’s function, transmission line 

I. INTRODUCTION 
Investigations of the coupling of high-frequency 

electromagnetic fields caused by intentional electromagnetic 
interferences to linear structures placed in cavity-like structures 
(racks, cases, housings, fuselage of aircraft, etc.) becomes an 
actual topic. Existing numerical methods (as MoM, TLM, etc.) 
allow considering specific cases only, but do not describe the 
general physical picture of interaction. Thus, the analytical 
description of the interaction of high-frequency fields with 
wire structures in cavities has become a topic of interest.  

To solve this problem several methods can be offered. The 
approximate methods are based, as is usual in theoretical 
physics, on the use of small parameters. One group of such 
methods, Method of Small Antenna, uses the smallness of the 
dimension of the wiring structure in comparison to the 
wavelength [1]. Another small parameter that can be used to 
solve the coupling problem for long electrical objects inside a 
resonator is the thickness of the wire compared to other 
geometrical parameters of the problem (wavelength, height of 
the wire above ground, etc.) [2]. However, the approximate 
methods have some restrictions (dimension of the scatterer, 
accounting of a few resonator modes, etc.). It is of great 
interest to develop exact methods which can be used to check 
numerical codes, time – domain calculations using numerical 
inverse Fourier transforms, statistical investigations, etc. As 
usual in theoretical physics, an exact solution for the system 
“transmission line in resonator” can be found for systems with 
high symmetry, when the wire and cavity have the same 
symmetry. In our paper [3] a thin loaded wire inside a 
rectangular resonator was considered. The wire is led parallely 
to four walls of the resonator and connects two opposite ones. 
This system allows an exact analytical solution by spatial 
Fourier transformation for any kind of excitation. This method 
[3] is quite general and can be applied to symmetrical wires 
inside right cylinders of general form. The most practical case 
is the right circular cylinder, which has many practical 
applications in EMC, e.g., for electronic equipment in aircraft 
or other aerial vehicles. 

II. DESCRIPTION OF OBTAINED RESULTS

In this paper we consider a wire, which is lead parallely to 
the cylindrical axis and connects both caps of the cylinder. Due 
to the same (transfer) symmetry of the wire and cavity in the z-
direction, this configuration allows an exact analytical solution 
by a Fourier transformation for every kind of excitation 
(distributed, lumped) and with arbitrary loads. To do that a 
hybrid representation of the cylindrical cavity Green’s function 
was used. Moreover, during the investigation of the exact 
equations for the induced current, one can separate the term, 
which corresponds to the transmission line approximation (TL) 
and then evaluate the effects of different resonances.  

It was shown, that the analytical method demonstrates an 
excellent agreement of the results with those obtained by direct 
numerical calculations (PROTHEUS). At the same time, the 
TL approximation yields wrong results near cylinder 
resonances (see Fig.1).  
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Figure 1: Current at the right matched terminal (ZR=ZC=296 Ω) induced in the 
symmetrical wire inside the cylinder by a lumped source U0=1V at the left 
terminal. The length of the cylinder L=2m, the radius R=0.5 m, the distance 
between wire and wall of the cylinder h=7 cm.  
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Abstract— We define the ElectroMagnetic Compatibility of a
system quantitively as the probability that the states of a system
are within the margins of its operational model. We show that under
rather weak conditions, such a compatibility coefficient allows
one to judge on the consequences of substituting system parts by
replacement parts comparing only their respective compatibility
coefficients.
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I. INTRODUCTION

ElectroMagnetic Compatibility is usually defined in a qualita-
tive way and the proper operation of a system is judged on the
basis of experiments or computations of certain cases believed
to be critical and/or representative. In this paper, we develop
a “compatibility calculus” based on a quantative, probabilistic,
definition of ElectroMagnetic Compatibility of sub-systems. The
essential property we want this calculus to have is that the
overall compatibility of a system with its environment can be
evaluated by combining the compatibility coefficients of its parts.
Although, the complexity of the non-localisable electromagnetic
interactions makes that the complete calculus remains rather
complicated, there is one property which is of much practical
use and allows one to make quick comparisons where obsolete
components are to be replaced by new ones. In such cases, there
is a simple rule that overall compatibility of the system does not
diminish when the compatibility coefficients do not diminish.
This implies, that the compaibility coefficient of a subsystem has
an individual meaning as a measure of its quality (see Fig. 1).

Figure 1. Replacing component X by a component Y with equal or higher
compatibility coefficient, will not degrade the compatibility of the system as a
whole

II. STOCHASTIC CLOSURE OF SUB-SYSTEM PROPOSITIONS

In order to test the functionality of a (sub-)system one needs
a closure relation representing the (sub-)systems operational
environment. As the operational environment is never determin-
istically controlled, the closure model is of a probabilistic nature.
The states of closed system are therefore stochastic processes
on every level of the assembling hierarchy. The designer of a
sub-system obtains the appropriate stochastic environment from
the designer of the embedding system and, using the nominal
functionalities of the components of his design, he computes
the stochastic environments of the various components, which
he passes on to the designers of the respective components, and
so on and so forth. This is the top-down specification phase.
Now any realisation of a sub-system can be tested with the given
stochastic closure applying to the sub-system. If the sub-systems
stochastic states would match perfectly with the stochastic states
defining the operational model, it would be indistinguishable
from the nominal functioning and we cannot hope to get a
better realisation. This situation should correspond to maximal
compatibility because the states of the system are such as they
appear with the nominal system.

III. APPLICATION

We will show the results of a compatibility coefficient com-
putation for an interconnect system in an electromagnetic en-
vironment with noise sources. We first compute the stochastic
environment of a chosen sub-system X . The electromagnetic
noise in the environment of the complete system is represented
by a covariance operator corresponding to a stochastic plane
wave. Using a complete electromagnetic hybrid model for multi-
port systems, we can explicitly compute the noise sources in the
environment and uncertainties in the wanted port-excitations of
the chosen sub-system (see [1]). From the stochastic states of
the complete nominal system, we use the standard deviations
of the port voltages and currents as representing the operational
margins, i.e., we say that if a sub-system realisation has voltages
within a distance of one standard deviation from the nominal
state the system is within spec.’s. (Alternative definitions of
what it means to operate within the spec.’s will be presented as
well). We then compare the computed compatibility coefficients
of various sub-system realisations to the over-all performance.
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Abstract—This work deals with the calculation of the first layer 
SEM poles of a long finite transmission line above a conducting 
ground excited by high frequency electromagnetic fields. This set of 
poles yields the main contribution to the susceptibility of the 
transmission line to external excitations. For canonical cases of an 
open-circuit wire and a horizontal wire short-circuited by vertical 
risers, SEM poles are obtained in explicit form. The comparison of 
the results of the SEM approach with those of numerical simulation 
gives a good agreement.  

  Keywords- SEM; transmission lines; time domain; pulse response 

I. INTRODUCTION 
Transmission lines play an important role in EMC. They serve 

for the transmission of desired signals between electronic 
devices of different kinds. On the other hand, they can be 
subject to different kinds of electromagnetic interferences. 
Induced overvoltages are often the reason for the failure of 
electronic devices. Different numerical methods (such as MoM, 
FDTD, etc.) can be adopted to calculate induced currents and 
voltages but they are not very helpful to gain insight into the 
physics of the coupling phenomena, especially when they are 
calculated in time domain. 

In contrast, the analytical Singularity Expansion Method 
(SEM) [1] represents the scattering object as a set of oscillators, 
helpful to understand the underlying physics of the coupling 
phenomena, both, in the frequency domain and in the time 
domain. Recently, this method has attracted an increased 
interest [2, 3] in connection with the definition of the complex 
eigen frequencies of a finite straight wire for target 
identification. 

In a recent paper [4], SEM was applied to the analysis of 
loaded transmission lines above a conducting ground, using 
classical Transmission Line (TL) theory. In particular, it was 
shown that as a result of the action of a finite sinus-like pulse, 
transients in the system can greatly exceed the steady-state 
oscillations, and this effect can cause failures of the electronic 
components in the early stages of such an exposure. Of course, 
TL approximation does not describe radiation effects, which 
can be important for high frequencies, when the wavelength is 
comparable with the height of the line. 

II. DESCRIPTION OF OBTAINED RESULTS

In this work, we consider a long loaded line above a perfect 
conducting ground with arbitrary terminals illuminated by an 
incident high frequency plane wave [5, 6]. To obtain the 
frequency domain solution for the induced current in the main, 
central part of the wire, the co-called asymptotic approach [7] 
is used. The zeros of the denominator of this expression yield 
the SEM poles of the first layer. This set of poles yields the 
main contribution to the susceptibility of the transmission line 
to an external pulse excitation in time domain. Furthermore, 
SEM poles are obtained in an explicit form for two canonical 
cases: (i) an open-circuit wire, and (ii) a horizontal wire short-
circuited by vertical risers. The obtained results using the 
proposed SEM approach are compared with those obtained 
using NEC (Numerical Electromagnetics Code) simulations 
and a good agreement is found. 

Using the SEM poles, the time response function can be 
expressed in an explicit form, which has shown to be in good 
agreement with the results of numerical simulations obtained 
by an inverse Fourier transformation of NEC results. Two 
interesting physical effects were observed: radiation damping 
of the induced current and the domination of transient 
oscillation for a high-frequency sinusoidal excitation. 
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Abstract— Risk analysis of complex electronic systems against 
radiated interferences is an evident part of the design phase, especially 
in modern military environments, and is vital for later operation. Since 
affordable high power electromagnetic (HPEM) sources become more 
and more available, risk analysis against such threats has to keep pace 
with these changing circumstances. In this paper a method consisting of 
computational electromagnetic (CEM) simulations combined with 
statistical methods based on [1],[2] will be presented. The novel method 
is then applied to a generic missile. 

  Keywords— HPEM sources, statistical methods, numerical 
simulation 

I. INTRODUCTION 
As electromagnetic compatibility (EMC) problems are cost 

drivers for engineering projects, a trade-off between risk 
reduction and depth of analysis has to be found. Ideally, a 
worst-case-scenario is estimated, but, since an electronic 
system consists of many parts that respond differently on an 
electromagnetic (EM) interference (EMI) and interact in a 
complicated way, it is crucial that typically a whole class of 
critical scenarios has to be considered, whose parameters are a 
priori unknown. To overcome this problem, a statistical 
framework has been derived in [1] based on a statistical model 
of the whole EMI at system level. The risk analysis is 
performed by a Monte-Carlo-simulation of this model. Aiming 
at a reduction of the system and, thus, of simulation time, we 
propose an alternative version, where only the electronic 
system is statistically modeled as in [1], but the interfering EM 
field is computed via CEM simulations. The basic idea is 
employing the reciprocity theorem, to obtain a guess for 
parameters of critical scenarios after the vulnerable points of 
the system under consideration (SuC) have been identified 
with the help of the statistical model. The methodology is 
exemplarily applied to a generic missile as a SuC. An 
alternative approach to reduction of costs would be the use of a 
reverberation chamber, which is also beneficial to figure out 
thresholds for critical scenarios, but information about cause 
and effects which lead to an interference is lost.  

II. ANALYTIC PROCEDURE
The threat environment and the electronic system are 

individually analyzed. The electronic system is then statistically 
modeled as described in [1], while the EMI is treated via CEM 
simulation. The link between the two different sub-models is 
established by an application of the reciprocity theorem.   

A. Analysis of electromagnetic interference 
As a first step, the EM environment is described. In the 

example SuC, the radiating source is located on the ground, 
the SuC is airborne, and there is a line of sight between source 
and SuC. Different source types may be taken into account.  

B. EMI propagation 
Based on the knowledge of the source type and the 

distance to object, the coupling paths into the SuC are 
analyzed. In this special case, there is an intended EMI (IEMI) 
source radiating directly on the target. No walls or zone 
models are considered. The target is decomposed into 
several volumes, which are partly filled with dielectric 
material and interconnected via a cable harness. 
Moreover, it is assumed that the SuC has no retroactive 
effect on the incident field.  

C. System characteristics 
To identify the most vulnerable points of the SuC, a 

statistical model according to [1] is constructed. To this 
end, the inner conditions of the systems are observed and 
a fault tree analysis is performed. With this model, the 
mission critical states of the system are identified. 

D. CEM-Simulation of an inverse problem 
In this step, broadband sources are placed at the 

vulnerable components of the system and the resulting 
field is computed with a CEM simulation to identify the 
SuC's points of weak shielding. From the resulting field 
pattern the critical parameters of the IEMI are identified. 
This procedure leads to all critical scenarios, if the 
system can be assumed sufficiently close to a linear one. 
If not, an iterative improvement of the guess is possible. 

E. EM-Simulation of the native problem 
Finally, a CEM simulation with the critical IEMI-

parameters identified in the preceding step is performed and 
the electronic system is set in the resulting state. For 
additional reduction of costs, the correlation matrix for the 
representative parameters can additionally be taken into 
account to deduce the system state from the IEMI parameters.  

III. CONCLUSION

Risk analysis on the system level basically requires a 
statistical paradigm such as elaborated in [1]. A hybrid version 
linking a statistical model for the electronic system and a CEM 
simulation for the IEMI as proposed in this paper is may be 
more efficient, since the parameter space for a Monte-Carlo-
simulation is drastically reduced. Moreover, a reduction of 
probabilistic parameters increases certainty. 
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Abstract— The ARROW project (Aircraft lightning thReat 

Reduction thrOugh Wiring optimization) is a research project, 

funded by the European Community in the framework of the 

CleanSky program. The project aims at the development of an 

accurate and reliable modelling method of the indirect effects of 

lightning on cable-harness configurations installed aboard aircraft 

of today’s technology, including composite materials and current 

return networks. The proposed numerical methodology links a 

three-dimensional full wave electromagnetic solver with a MLTN, 

which allows design as well as optimization of the wiring itself. 

This contribution reports about the modelling procedure, the 

mathematical formulation and some validation results of the 

developed numerical code. 

  Keywords - Electromagnetic modelling, Indirect effects of lightning, 

Method of Moments, Multiconductor Transmission Lines. 

I. INTRODUCTION 
Modelling of the effect of lightning on cables installed on an 

aircraft can lead to challenging problems, due to the complexity 
of the environment and due to the necessity of modelling all the 
involved electromagnetic phenomena (ohmic losses, skin effect, 
reactive and radiative coupling, …). Even if it is theoretically 
possible to carry out an electromagnetic analysis on a model 
comprising the structures and the wires present in an aircraft, a 
hybrid field-to-wire coupling procedure [1] can advantageously 
be employed in order to lighten the models and to make easier 
parametric analysis on the internal cabling. 

In such a hybrid procedure, the 3D EM model of the 
structural parts is solved through a full wave method without 
explicitly considering the cables. The Multiconductor 
Transmission Network analysis (MTLN) is then carried out, by 
considering a distributed excitation term given by the incident 
electric field produced by the structural parts onto cable routes. 
In case of non-fully low-impedance metallic structures (e.g. 
composite fuselages and/or aircraft equipped with a current 
return network), the application of such a hybrid method must 
be validated specifically in the low frequency part for lightning 
problems. Briefly summarizing, the impedance of current paths 
on structures and common mode voltages induced by the 
lightning current on to the non perfectly conducting surface 
have to be considered; finally, the interaction between the 
cables and the aircraft (i.e. the p.u.l. [C], [L] parameters) is not 
evaluated anymore by referring to a return path directly located 
under the cable. In the following we briefly list the main 
characteristics of the procedure, and we show a small example 

of application. A more detailed description of the methods 
employed in the modelling procedure and examples of its 
application will be presented at the time of the conference. 

II. CHARACTERISTICS OF THE MODELLING PROCEDURE 

The modelling procedure is going to be integrated in the 
electromagnetic  CAE Tool E-MIND [2], devoted to support 
the user in all the phases of the lightning threat analysis, from 
the input data import to the advanced output data post 
processing. The main functions implemented by the integrated 
tool are briefly summarized in the following: 
1. Import of the platform geometry and material

properties from CAD and the cable Harness
representation from Harness Design Electric CAD;

2. Three-dimensional frequency domain Method of
Moments full wave electromagnetic solver
(MultiResolution and S-PEEC) reliable from the very-
low frequency range;

3. MTLN solver able to consider a not perfect ground by
means of a common mode impedance and/or a
common mode voltage;

A pictorial representation of analysis environment is 
shown in Figure 1.  

Figure 1.  Pictorial representation of analysis environment. Mock up structure 

built by DEMLAB (Labinal Power Systems) 
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Abstract—Biological effects of electromagnetic radiation are drawing 

increasing attentions nowadays. Because of the individual differences 

and the position status variability, animal based bio-electromagnetics 

studies showed contradictory results and it’s hard to illustrate the 

instant cellular response. To facilitate the cell based molecular 

mechanism study of EMF bio-effects, an integrated system combined a 

cell incubator with a TEM-cell was developed which shows a very 

good performance.   

I. INTRODUCTION  

Nowadays, people are exposed to many kinds of 

electromagnetic fields, such as the continuous waves (CW) 

and electromagnetic transients near the pulsed power 

equipments, which can affect different systems of living 

organisms [1]. Therefore, the biological effects of 

electromagnetic radiation, which is really an interdisciplinary 

area, are drawing increasing attentions from both physicists 

and biologists.  

The study of EMF bio-effects could be carried out based on 

the whole animal exposure experiment or based on the in vitro 

cultured cells. The animal based study could demonstrate the 

integrated effects of the whole body responded to an EMF, but 

because of the animal individual differences and the position 

status variability during the electromagnetic radiation, the 

measured results are not entirely consistent, or with big 

deviations [2]. The cell based study could avoid the position 

status variability of animal experiment and the calculation of 

EMF bio distribution. Moreover, it could demonstrate the rapid 

response of cell and reveal the possible molecular mechanism 

under a given parameter combination of EMF[3].   

While in vitro cell cultivation requires standard culture 

conditions such as temperature of 37°C and 95% humidified 

environment with 5% CO2. Change of the temperature or the 

pH of medium could activate or inhibit many cell signaling 

pathway and result in the cell behavior alternation. Therefore, 

maintain the standard cultivation environment during EMF 

treatment is of great importance to obtain the precise results for 

cell based study.  

II. STRUCTURE OF CELL INCUBATOR 

To establish the identical culture condition of the cells with 
or without electromagnetic radiation, the interior of the modified 
incubator was divided into an upper part (with normal culture 
environment) and a lower part (equipped with a TEM-cell cavity) 
(figure 1). A signal generator (continuous wave or pulse) is 
connected to the TEM-cell by cable connectors. The transverse 
electromagnetic (TEM) wave could be guided traveling through 

the TEM-cell, and as a result, the cells inside TEM-cell would 
be illuminated by a pretty uniform EMF.  

Figure 1. The structure and the photo of the modified cell incubator  

The inner conductor and outer conductor are seperated by 
insulators. A 50 ohm resistor with low inductance is terminated 
at the end to match the wave impedance of the TEM-cell.  Some 
sealing technologies were adopted when designing the incubator 
to avoid the gas escape from the TEM-cell. 

The strength of electric field inside the TEM-cell can be 

calculated as E=V/h, while V is the applied voltage to the TEM-

cell and h is the half height of the TEM-cell. 

The newly fabricated incubator has been running stably for a 

long period and some preliminary results will be presented soon. 

III. CONCLUSION

A specific cell incubator has been developed for the 

research of electromagnetic field bio-effects. In this incubator, 

the electromagnetic field illumination and cell culture could be 

achieved simultaneously, which could be easier to illustrate the 

relations between the cells’ response and the given EMF. This is 

the fundamental to enhance the reproducibility and reliability of 

EMF bioeffects study and is of great importance to illustrate the 

molecular mechanism of EMF bioeffects at the cellular level. 
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Abstract— This paper describes the achievements of electric field 
characterization  performed  with  an  electro-optic  probe.  The 
millimeter  sized  sensor  allows  the  mapping  of  the  field  vector 
components  as  well  as  their  temporal  evolution.  The  very  low 
invasive  measurement  is  ensured over  an ultra  wide  bandwidth 
(30 Hz – 18 GHz) and offers a dynamics exceeding 120 dB.

 Keyword:  Electric  field  measurements,  Electro-optics,  Vectorial  
analysis, UWB, HPEM.

I. INTRODUCTION

The exhaustive analysis of the electric (E) field is required 
for  many  applications  such  as  antenna  radiation  pattern, 
electromagnetic  compatibility,  on chip diagnostic or even in 
bioelectromagnetism.  The  rigorous  E-field  characterization 
implies  that  each  component  of  the  field  vector  have  to  be 
actually  known as  a  function  of  the  time in the  considered 
volume of interest. Among the numerous techniques allowing 
the  E-field  assessment  (e.g. antenna,  bolomoter,  infrared 
thermography,  ...),  only  passive  antennas  and  electro-optic 
(EO) probes  provide a linear response, which is furthermore 
selective  to  the  field  vector  components.  Although  metallic 
sensors  are  mainly used thanks to  their  high sensitivity  and 
their technological readiness level, they remain quite invasive 
and  frequency  bandwidth  limited.  Pigtailed  EO  probes  are 
developed since the beginning of the century. They offer  an 
intrinsic bandwidth covering more than 9 decades of frequency 
and  are  fully  dielectric.  Moreover,  the  response  of  such 
transducers  can  lead  to  the  simultaneous  measurement  of 
several field vector components [1]. Finally, EO technique is 
applicable in severe environments (temperature variations,  in 
situ characterization  in  fluids  or  plasmas,   partial  or  total 
discharges).

II. ELECTRO-OPTIC SENSOR

The  EO probes  are  based  on  the  Pockels  effect  which 
operates  in  non-centrosymetric  crystals.  This  EO  effect 
linearly links the refractive indices variations n of the crystal 
to the electric field vector E⃗  [2]:

δn= K⃗ . E⃗ 
 This  latter  equation involves  the sensitivity  vector  K⃗

depending  on  the  crystal  transducer  and  its  orientation 
relatively to the laser beam which probes the E-field induced 
n.  While  The  modulus  of  K⃗  gives  the  sensitivity,  its 
direction defines the component of E⃗  which will be probed. 
In the particular case of isotropic crystal (<111> cutted), two 
sensitivity vectors K⃗ x  and K⃗ y  allows the simultaneous and 
balanced measurement of the transverse components Ex  and 
E y .  The two informations are carried out via the induced 

polarization  state   modulation  (PSM)  of  the  laser  beam 
crossing the crystal. The PSM is treated and analyzed with a 
servo-controlled optoelectronic instrument ensuring a reliable 

measurement whatever the temperature environment is. The 
EO  probe  itself  consists  in  a  smart  optical  arrangement 
including the crystal, a gradient index lens and a waveplate. 
This  sensor  is  fully  dielectric  and  millimeter  sized  (see 
Fig.1a).  The performances of  the EO unit  are as follow: a 
minimum  detectable  field  of  0.1  V.m-1.H-1/2,  a  dynamics 
exceeding 120 dB, a bandwidth spreading up to 18  GHz, a 
selectivity greater than 50 dB and a spatial resolution of 1 x 1 
x  5  mm3.  Current  improvements  concern  the  sensitivity 
enhancement (down to 1 mV.m-1.H-1/2) and the simultaneous 
analysis of the  three components of the E-field achieved with 
a  single  EO probe.  Some vectorial  field mappings will  be 
presented during the conference. 

III. ELECTRIC FIELD VECTOR CHARACTERIZATION

  As  an  example  of  the  EO probe  potentialities,  Fig.1b 
illustrates  the  polarimetric  measurement  of  the  E-field 
associated  to an electrical discharge. This results demonstrates 
that  the  field  behaviour  is  not  only  oscillatory  but  also 
rotational  during the ionization process.

Figure 1.  a) Picture of a multilayer dielectric coated EO probe. b) Transient 
evolution of the transverse electric field vector, associated to an electrical 

discharge. The single shot measurement is performed with the probe located in 
the vicinity of the discharge path.  
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Abstract— Here we present nonlinear time reversal (NLTR) 
applied in a complex, semi-reverberant enclosure containing a 
passive nonlinear circuit. NLTR utilizes the nonlinear response 
generated at the nonlinear circuit due to an incident pulse. When 
this nonlinear response is extracted from the overall response, 
time-reversed and retransmitted into the enclosure, the signal will 
focus at the location of the nonlinear circuit. This technique 
provides a way to efficiently deliver short electromagnetic pulses 
at electronic devices without any prior measurement or knowledge 
about the environment.  

Keywords – time reversal; nonlinear dynamics; HPEM; multipath; 
harmonic generation 

I. INTRODUCTION 

Time reversal (TR) techniques have shown to be effective 
in focusing short pulses in rich scattering, multipath 
environments [1]. In order to apply TR in such environments, 
the impulse (short pulse) response (IR) between the source 
antenna(s) and a target location is needed. When the IR is time-
reversed and retransmitted into the environment, the waves 
experience the same multipath while the signal contains a 
reversed delay profile. This essentially “undoes” the multipath 
delays, coherently adding the pulses from the multipath 
components at the target to form a short pulse resembling the 
original impulse. Such temporal compression and spatial 
focusing may enable efficient delivery of high power RF pulses 
to a specific target location within a complex enclosure. 

However, in many real-world applications we wish to 
focus a pulse at a location from which it is impractical or 
impossible to send an initial impulse. A recent demonstration 
has shown that an RF pulse can be focused at a target 
containing nonlinear circuit (i.e. electronic device) without 
actually sending an impulse from it [2]. That is, the nonlinear 
excitation due to an incident short pulse sent from a distance 
can be used as an initial “impulse”. This technique, hereafter 
referred to as nonlinear time reversal (NLTR), therefore could 
be an efficient way to obtain the IR needed for TR focusing.  

In this presentation, we apply NLTR in a semi-reverberant 
enclosure with open apertures containing a passive discrete 
nonlinear circuit. Unlike the previous demonstration, which 
consisted of a closed reverberant enclosure [2], the apparatus 
used in this experiment better represents a real-life structure. 
Furthermore, we evaluate the utility of this approach by 
comparing the peak power levels of the signal at the target 
location using NLTR waveforms vs. normal RF pulses. 

II. NLTR EXPERIMENT

In our experiment, a passive harmonic generator was used 
as a discrete nonlinear circuit inside an enclosure. The NLTR 
procedure is illustrated in Fig.1. Various RF frequencies were 
used to represent different electrical sizes of the enclosure. 

We compare the peak power levels of the signals at the 
target location resulting from NLTR waveforms and normal RF 
pulses (i.e. short and long pulses). An example is shown in Fig. 
2. The NLTR waveforms in general increases the peak power
on the target indicating that this approach can be used to more 
efficiently deliver short pulses to a nonlinear target.   

Fig. 1. NLTR experiment procedure 

Fig. 2 Signal delivered at target location using NLTR waveform (blue), long 
CW-like RF pulse (red), and short RF pulse (black) 
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Abstract— During a field trial a computer network and alarm 
systems were installed in a building, while different HPM sources 
were used on the outside of the building to radiate the electronic 
systems inside.  No efforts were made to protect the building, and 
all the tested equipment was placed in a room at the outer wall.  
This paper will focus on potential protection by placing the 
equipment in other places in the building 

  Keywords-Shielding; attenuation; protection; building 

I. INTRODUCTION  

Critical infrastructure may be installed in buildings which 
have not been planned for protection against IEMI.  There 
could be a variety of reasons for this lack of protection; like 
costs, no defined threat at time of planning, etc.  In some cases 
facilities which was not planned with protection, could still 
provide considerable shielding.   

II. DESCRIPTION OF SITUATION

Studies have been done to investigate shielding effects in 
normal building materials in laboratories [1] and some 
measurements have been done on actual buildings. [2] These 
measurements have shown diverging levels of attenuation.  A 
great variety of parameters can affect the result. 

Given an attack on a certain building, the IEMI hazard 
could be dependent on location in the building.  Multiple 
walls and floor separations may provide considerable 
attenuation.  

III. MEASUREMENTS 

Before the field trial, measurements were done to 
investigate attenuation in the room where tested equipment 
was installed.  Afterwards, we wanted to investigate 
protection in different locations in the building.   

A simple way to estimate the shielding of a building with 
moderate attenuation is to use already existing electromagnetic 
environment. [3] Most areas are covered by transmitters for 
FM radio, TV and cellular phones.  Measuring field strength 
of these signals in different parts of the building was done as a 
first investigation to locate best location for critical 
installations.   

Further tests were done with a narrow band source in 
different locations on the outside, and field strength was 
measured at different location on the inside for each position 
for the outside source. 
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Abstract— This paper presents the work being done in SECRET 
project (European Program FP7/2007-2013 under grant agreement 
number “285136”) to strengthen the European rail network against 
the potential jamming of the railway communications. 
Standardized immunity tests, currently conducted on 
communication equipment in the presence of electromagnetic (EM) 
interferences are presented. It then presents the tests carried out in 
SECRET to assess the resistance of railway communication systems 
face the signals generated by telecommunication jammers. 
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I. INTRODUCTION 
The evolution of railways with higher speed and capacity, 

ERTMS and centralized management, automatic actions, 
sensors and antennas, GSM-R communications makes the 
railway network more and more vulnerable and an attractive 
target for EM attacks. A European consortium was then built in 
order to assess the real risks concerning EM attacks, identify 
areas for strengthening the railway network and develop 
detection solution and to design a resilient architecture. 

II. INTERFERING SIGNALS

After an analysis of the different EM attack devices, 14 
attack devices has been selected and classified according to 
their power level, the waveform and the bandwidth of the 
interfering signal. Most of these devices are designed to 
disturb radio communication systems as GSM, TETRA, Wi-
Fi,... From this extensive study the signals can be classified as 
modulated or unmodulated continuous waves, carrierless 
signals, pulses… or can be formed by combination of those 
basic signals. However, the most accessible jammers emit 
signals that sweep the frequency band of the system to jam. 
The jamming signal successively covers each channel and 
come back in the channel with a fixed time interval. 

III. IMMUNITY STANDARDS AND TESTS

A. Immunity standards 
Current immunity standards (Railway, ETSI EMC and 

immunity basic standards) and the associated waveshapes 
have been studied in order to check that the selected EM 
attack signals are already included or not. However, basic 
immunity standards are based on useful signals and their 
spurious as the EM attacks are intentional signals. As our 
main concern is the communication, the applicable product 

standards are ETSI standards series EN 301 489-x for radio 
equipments and services (e.g. EN 301 489-7 for GSM and 
DSC mobile equipments) [1]. These product standards are 
referring to basic immunity standards EN 61000-4-x series. 
The most significant is EN 61000-4-3 concerning radio 
frequency fields between 80 MHz and 1 GHz, and 1.4 GHz 
and 2.7 GHz AM modulated 1 kHz80%, considering 
exclusion bands around the transceiver nominal frequency. 
These standards do not reproduce the specific time 
characteristics of the jamming signal. 

B. Immunity tests on GSM-R to jamming waveshapes 
The test set-up proposed to study the impact of jamming 

signals on railway communications is described in Fig. 1 [2]. 
Our study concentrates on the following characteristics of the 
signals: (1) frequency in or out of band, (2) number of 
periods, (3) interval without signal to emulate the sweeping. 
Two typical waveshapes are illustrated in Fig. 2. 

GSM-R Network 
emulator

combinerGSM-R
mobile Arbitrary waveform

50 Ω load

Nb of error bits* 100%
Nb of transmitted bits

Spectrum analyzer

Figure 1.   I mmun i t y  test set-up. 
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Figure 2.   I m mun i t y waveshapes – Sine Burst vs. Double exponential burst. 

IV. CONCLUSIONS

The results will be presented during Amerem 2014 in order to 
highlight the main impacting parameters on the railway 
communications. 
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Abstract— In this paper we introduce a new metamaterial unit-cell 

we name “Complementary Zia Metamaterial (C-Zia)”. A Zia 

structure is a metamaterial unit cell structure which is based on 

inductive and capacitive regions similar to the well-known split-

ring resonators (SRR) but it provides a greater design flexibility 

and frequency tunability.  Also Zia metamaterial was adapted to 

show bianisotropic, chiral, and biaxial behavior. C-Zia structure is 

a complementary form of a previously published Zia structure, 

which is completely metallic and easy to mount. As such it is 

expected to be more compatible with high power microwave 

applications, in which traditional SRRs and other forms cannot be 

used due to dielectric breakdown. 

  Keywords: Metamaterial; Zia; HPM 

I. INTRODUCTION  

Metamaterials are periodic arrays of subwavelength 
structures which provide an electromagnetic response not 
typically available in nature. They exhibit many interesting 
properties for high power microwave (HPM) applications, 
such as (i) the ability to get dielectric properties out of all-
metallic structures, (ii) enablement of operational 
characteristics not attainable with conventional matarials, and 
(iii) reduction of physical component sizes. 

Some well-known metamaterial structures are split-ring 
resonators (SRRs) and electric coupled resonators (ELCs). 
They typically possess a resonant response to the incident 
electric or magnetic fields and accordingly provide an 
effective permittivity or permeability. The resonance is 
closely tied into the few structural parameters of the 
metamaterial, such as gap widths and ring radii. This, 
combined with ad-hoc design rules and use of subcomponents 
made of dielectrics, render such metamaterials impractical in 
HPM applications. 

A recent study in metamaterials research [1] resulted in a 
new type of structure dubbed the Zia metamaterial. This 
structure is all-metallic and has more degrees of freedom for 
tunability compared to other types metamaterial structures. 
More importantly, the study applied group theory concepts to 
metamaterials research to come up with Zia-based designs that 
effectively exhibit biaxial, bianisotropic and chiral material 
properties. Conventional Zia structures need a dielectric 
substrate in order to be mechanically mountable. This is a 
disadvantage for HPM applications, because dielectrics tend to 
build charge and break down in such environments. In this 
paper we introduce a complementary form of the Zia structure 
(“C-Zia”) to address this issue. Preliminary results show that a 
“C-Zia” structure can couple into incident electric and magnetic 
fields simultaneously to provide concurrent effective negative 
permittivity and permeability. Such double behavior is not 
observed in other types of structures such as SRRs without 

ancillary structures such as rods, strips, or a waveguide. 

II. RESULTS

The single-layer-thick C-Zia structure is shown in Fig. 1 
(rw = 0.2mm, rir = 4mm, rh = 2mm and fg = 0.1mm). Fig. 2 
shows the retrieved permeability and permittivity of the 
structure. There is a frequency range between 19.1 GHz to 20 
GHz in which both permittivity and permeability are negative, 
hence a “metamaterial” behavior is observed. 

Figure 1.   C-Zia unit cell  

Figure 2. C-Zia magnetic permeability and electric permittivity (real 

part in blue and imaginary part in red)  
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Abstract—High Frequency ( HF) communications are widely used 
for government, military and civilian infrastructure applications 
including emergency services. Survivable HF communications 
systems must be able to function after subjection to High Power 
Electromagnetic (HPEM) threats such as lightning and nuclear 
EMP. This paper presents an overview of a systematic method that 
can be used to Electromagnetic Pulse (EMP) harden and test 
typical unhardened HF transceiver systems. It begins with a 
basic analytical approach for determining the EMP-induced 
voltages and currents in HF antennas from an unclassified 50kV/m 
EMP environment1. These EMP-induced currents are usually 
sufficient to cause damage to HF equipment, so the next step in 
achieving a survivable system is to select a protection scheme that is 
capable of shunting these large currents to an Earth grounding 
point. There are many protection selection and implementation 
considerations that must be carefully dealt with in order to avoid 
adverse affects to normal HF transmit and receive functions, and 
even to avoid damage to the protective devices by the HF system 
itself. Finally there is a need to test the system in a high fidelity, 
threat-level EMP simulator to assess the performance of the 
hardening design and, for certain applications, to verify compliance 
with regulatory standards. For example, certain US military HF 
systems must meet the pass/fail requirements in MIL-STD-188-125- 
12 or MIL-STD-188-125-23. 

Keywords-HPEM, HF, system, EMP, hardening, testing, standards, 
antenna 

I. INTRODUCTION 

The paper begins with a discussion of the nuclear 
EMP threat waveform and employs the concept of 
antenna effective aperture and simple antenna reception 
equations to calculate the received power from the EMP 
waveform by the HF antenna’s effective aperture. To 
simplify the analysis, local field reflections are ignored 
and a matched condition between the antenna and its 
load is assumed. The antenna manufacturer’s literature 
can be consulted to provide the antenna’s gain vs. 
frequency plot and, since HF antennas operate in the same 
bandwidth as an EMP, the flat part of the antenna 
spectrum may be used to specify antenna gain. With the 
foregoing data, the voltage at the antenna terminals can 
be calculated and used in the system hardening design. 

II. HF SYSTEM HARDENING

Basic antenna equations are used to determine the 
antenna terminal voltage and current when it is illuminated 
by an EMP threat waveform. Using Thevenin’s Theorem 
the open circuit voltage and short circuit current are found; 

short circuit current is then used as the worse-case 
current that the antenna protection scheme must shunt to 
Earth ground. An examination of the time history profile 
of the current indicates 
that a device is needed with very low capacitance to 
handle the initial fast leading edge transition of the 
current waveform, and it also must be capable of 
diverting currents on the order of thousands of 
amperes. Consulting the product literature on fast, high 
current surge arresters indicates that a Gas Discharge 
Tube (GDT) is best suited for this application. Several 
GDT options available from one manufacturer are 
discussed in detail. The second part of the paper is 
concerned with hardening the electronics equipment: 
the transceiver, power amplifier, equalizer (flattener) 
and other typical HF system components. A brief 
discussion on shielded cabinets and point of entry 
treatments completes the hardening design. 

III. HARDNESS VALIDATION

The final part of the paper discusses ways to 
validate the effectiveness of the hardening design 
through testing the hardened HF system in a threat-level 
EMP simulator. Measurement points in the system are 
identified and testing for compliance to certain 
m i l i t a r y  E M P  p ro t ec t io n  s t an d a rd s  is 
described. An example system will be described. 
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Abstract— An approach to miniaturize a TEM horn antenna while 

maintaining and even improving its frequency/time performance is 

presented. The proposed approach is based on combining a TEM 

horn with a rectangular loop antenna in order to excite the two 

fundamental spherical modes (TEm1 and TMm1) which improves 

the antenna’s performance at the low frequency end. The spherical 

modes expansion technique is used to investigate the characteristics 

of the excited modes and a simple current perturbation approach is 

utilized to achieve the desired combination of fundamental modes 

as well the higher order modes to lower the antenna’s turn-on 

frequency and improve its radiation characteristics.  

  Keywords- Miniaturization; Spherical modes; TEM horn 

I. INTRODUCTION 

      TEM horn antenna (see Fig.1(a)) can operate over very 
wide bandwidth with low dispersion characteristics and high 
(CW and Pulsed) power handling capability which makes it an 
excellent candidate for directed energy weapons and electronic 
attack systems. However, a persistent issue is its size especially 
for UHF and VHF operation. Different techniques have been 
considered to miniaturize TEM horns including material, 
resistive and ferrite loading. Material-based miniaturizations 
need to be very carefully executed due to the excess loss and 
weight. Resistive and ferrite loading approaches reduce the 
antenna’s efficiency due to the power losses. Another 
interesting miniaturization approach is to combine a TEM horn 
with dissimilar antennas that operate over different frequency 
bands like in the case of K-antenna [1]. By adding a 
configuration that radiates the fundamental spherical TE mode 
(i.e. loop antenna) to TEM horn, then the combination of the 
two modes (horn has fundamental TM mode) below the horn’s 
turn-on frequency will not only miniaturize the antenna (lower 
turn-on frequency) but also improve its gain. The main 
challenge is to excite the desired modes’ with certain magnitude 
and phase values. In this paper, a combined loop and TEM horn 
antenna is studied and spherical modes expansion approach [2] 
is used to analyze the radiated fields in terms of the spherical 
mode spectrum. The tuning of the desired modes (magnitude, 
phase, and turn-on frequency) is achieved by adding the 
perturbation slots to the combined antenna.    

II. RESULTS AND DISCUSSION 

Shown in Fig. 1(b) is an exponential TEM horn combined 
with a loop. The 55.52.5cm

3
 combined antenna is modeled 

over an infinite ground plane using method of moments (MoM) 
and finite elements method (FEM) implemented in FEKO and 
HFSS; respectively. As seen in Fig. 2(a), the two different full 
wave models predict that the combined aperture has better 
match over significantly wider bandwidth compared to a 
conventional TEM horn. The turn-on frequency for VSWR < 2 
reduced from 3GHz almost down to 1.1GHz. Improved VSWR 

and gain is observed at the low end and around 2GHz for the 
slotted topology shown in the inset of Fig. 2(b). To understand 
the physics of the observed performance and possibly even 
improve its reach, the spherical mode analysis is used. The 
relative power levels of the combined antenna’s fundamental 
modes are shown in Fig.3. TE11/ TE-11 modes are tuned at low 
frequencies due to the slots leading to a desired combination 
with TM01 and TM02 modes. The destructive interference 
between modes TM01 and TM02 (due to the phase difference) 
around 2 GHz is causing the observed drop in the gain of the 
combined antenna. As seen, the perturbation of the currents due 
to the slotting also tunes the phase difference between these two 
modes and improves the performance. The shape and size of the 
used slots are obtained after detailed numerical studies of the 
antenna's current distributions.  
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Figure 1. (a-left) TEM horn and (b-right) combined TEM horn-loop. 
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Abstract— In this presentation, we review two models for 
calculating the enhancement of geomagnetically-induced electric 
fields near land-ocean boundaries. The first is a model which 
requires the solution of an integral equation at each frequency, and 
the second is a simplified model that only requires Fourier 
transforms.  The mechanism responsible for the differing results is 
determined, and it is suggested that one of the features of the 
integral equation model be included in the simplified model.  This 
modification can be made without reducing the computational 
advantages of the second model. 

  Keywords- Geomagnetically induced current, GIC, magnetic storms, 
Geomagnetic induction. 

I. INTRODUCTION  
At the edge of the ocean, the abrupt change in surface 

conductivity between the landward side and the seaward side 
can enhance the geomagnetically-induced electric field on the 
landward side.  This is important for calculations of the 
response of electric power systems, which often have 
electrical generating plants near the seashore for cooling 
purposes  In this paper we will compare an integral equation 
technique and a simplified Fourier transform approach.  The 
major difficulty with the first approach is that it requires the 
use of integral equations; the major difficulty with the second 
approach is the neglect of diffusion of magnetic fields from 
the landward side beneath the ocean.  We will propose a 
technique that modifies the procedure in [2] to include this 
term.

II. MODELS 

A. Integral equation technique 
An integral equation was developed in reference [1] for the 

horizontal electric field near the land-ocean boundary.  

(1) 

where H0 is the uniform applied magnetic field, Ei is the 
electric field at the surface of the ground, x is the distance 
oceanward from the boundary, k1 is the wavenumber in the 
ocean, k0 is the wavenumber in the ground of conductivity 0, 
Z1 is the wave impedance in the ocean and d is the local depth. 

B. Fourier transform technique 
In reference [2], a simplified technique was developed that 

avoided the need for solving an integral equation by using the 
field diffusing through the ocean to the surface of the ground 

(2) 

As the LHS of the equation was completely specified and the 
kernel on the RHS could be inverted in Fourier space. 

III. COMPARISON AND  A MODIFICATION 

Figure 1 shows a comparison of the two techniques.  The 
difference is due to the lack in the Fourier transform 
technique of the landward magnetic field diffusing outward 
beneath the ocean. 

Figure 1.   Comparison of techniques.  

The Fourier technique may be corrected by adding this 
diffused field in the left hand side of equation 2.  Examples 
will be shown. 
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Abstract— this paper gives the analysis of 20 stages, 64 J, 300 kV 
Marx generator for UWB application. The output pulse of Marx is 
sharpen by peaking stage and radiated by two types of antenna. 
Nanosecond pulse was fed to 1.5 meter length half transverse 
electromagnetic (HTEM) horn type antenna. Radiated field are 
observed at azimuthal angle and at various distances from the 
antenna. Design characterisation of the antenna was done using 
wavelet transform as the tool gives frequency components of the 
radiated pulse. The modelling and transient analysis of HTEM 
antenna and Impulse radiating antenna was done in computer 
simulation technology (CST) - microwave studio software. 

 Keywords- Antenna, impulse, Marx generator, wavelet transform 

I. INTRODUCTION  
The impulse radiating systems are the important in the field 

of electromagnetic testing of electronic equipment, image 
processing, and in ultra-wideband radar technology. It also has 
wide range of application in the electronic war fair. To get the 
higher detection range, we need to have higher effective 
radiated power. This could be obtained from the UWB source 
consisting of RLC circuit with very low inductance producing 
low rise time pulses. In this paper, we characterize the compact 
20 stages, 64 J, 300 kV Marx generator connected to the 
impulse radiating antenna to convert it into UWB system. This 
Marx generator has inbuilt peaking stage connected to the last 
stage of Marx circuit.  

II. UWB SYSTEM

Figure 2   Schematic Diagram 

III. RESULTS 
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Figure 3   CST model 
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Abstract— During fabrication electrical insulation, imperfections 

that lower the insulation quality cause non-linear responses when 

energized at high voltages. The non-linear response, generally 

known as partial discharge (PD) and described by patterns of 

current pulses, is seen at a broad band of frequencies. The PD pulse 

shape is approximated by a Gaussian distribution and is directly 

measured revealing a pulse width less than 1 ns. Patterns of the PD 

current pulses can help in evaluating the quality of electrical 

insulation systems. Due to the nature of insulation systems designed 

to withstand the forces of high power systems, measurement of 

Gaussian current pulses is quickly degraded at higher frequencies. 

Traditional methods of low-bandwidth PD measurement do not 

apply where high bandwidth, high power sources are required. A 

novel approach is presented that uses a wavelets-based estimator 

with lower bandwidth multi-channel measurement. 

  Keywords: partial discharge, high frequency pulse patterns, wavelet 

decomposition 

I. INTRODUCTION 

Precise measurement of partial discharge (PD) is a 
difficult problem for high bandwidth power sources. PD 
pulses for gas voids have a steep rise (sub-nanosecond) and 
short width (typically <10 ns).  This shape and bandwidth is 
based on the size and density of the charge trap, and the 
electrical properties of the material that the discharge energy 
must propagate through.  Finally, the PD energy may be very 
close to the electrical noise level of the physical environment. 

II. MEASUREMENT SYSTEM 

Measurement of current pulse signals shown in Fig. 1 is 
performed using a 1 GS/s Digital Storage Oscilloscope to 
capture a pulse train of 10 total square pulses. 

Figure 1.  Multi-channel PD measurement system.  

III. METHOD OF ESTIMATION 

A. Wavelet Transformation 

Decomposition of signal data is performed using the 
Daubechies 4 coefficients with 3 levels of decomposition of a 
signal that is down-sampled to 300 MHz. Signal estimation 

threshold for wavelet coefficients was selected at 300% of the 
coefficient noise level. 

B. Algorithm of Estimator 

Two channels from the measurement system are 
transformed with wavelets for proper estimation of pulse 
patterns. For the estimator, the channel voltage is determined 
from the first order wavelet detail and the PD coefficients in 
(1). These PD coefficients are directly correlated to the 
physical PD phase location and magnitude. 

𝑣̃𝑐ℎ[𝑛] = 𝑣𝑐±
𝑑1[𝑛] ∗ 𝑃𝐷±[𝑛] + 𝑣𝑐𝑥

𝑑1[𝑛] ∗ 𝑃𝐷𝑥[𝑛] 

IV. RESULTS

 Current pulse patterns were recorded when pulse train 
magnitude reached 750 V for 50 ns rise-time and fall-time 
and total cycle time of 100 μs, 50% duty cycle. At room 
temperature, the recorded pulse patterns presented in Fig. 3 
show results in good agreement with other similar studies at 
lower frequency.[2] 

Figure 3.  PD Pattern for 750V Magnitude, 10 kHz Square Pulse Train, 20°C. 
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Abstract— Before conducting a series of High Power Microwave 

(HPM) attack tests against electronic equipment placed inside a 

building, an estimate of the expected field levels at the test objects 

was desirable. For this purpose, basic attenuation tests were carried 

out using a handheld network analyzer over the frequency range 

100 MHz to 7 GHz. Prior to the tests, a new window was mounted 

in the wall facing the road along the building in order to obtain a 

more realistic test configuration. Measurements were carried out 

before and after insertion of the window. In this paper, the 

measurement setup is described, and the main findings of the tests 

are reported. The measurements revealed a significant attenuation 

of the new, energy-saving window. 

  Keywords-RF attack; attenuation; building materials; windows 

I. INTRODUCTION 

One of the objectives of the EU Consortium HIPOW 
(Protection of Critical Infrastructures Against High Power 
Microwave Threats) is to perform practical experimentation by 
irradiating test objects inside a building using high powered RF 
(Radio Frequency) sources outside. Prior to performing such 
tests, estimates of the electromagnetic field coupled into the 
building are desirable in order to plan the test conditions based 
on expected effects. The measurements reported here were 
carried out in August 2013 at a test site in Norway. An old 
building with concrete walls was used as a representative test 
environment.  In the past, the windows in the wall facing the 
road were replaced by bricks, but before the HPM experiments 
a new window was inserted in one of the window positions.     

II. MEASUREMENT PROCEDURES

A. Test Equipment 

The basic test setup is seen in Fig. 1 and Fig. 2. An Agilent 
N9343C Handheld Spectrum Analyzer was used with a 
network analyzer capability up to 7 GHz. A variety of transmit 
and receive antennas were used to cover the frequency range 
from 100 MHz to 7 GHz. Measurements were made in 
two bands, 100 MHz to 1 GHz and 1 GHz to 7 GHz.  

Figure 1.  Test equipment outside. Figure 2.  Receiving antenna inside.

Figure 3.  Window at 45 degrees. Figure 4.  Window at 90 degrees.

B. Calibration and Normalization 

Calibration measurements were performed outside the 
building in order to establish a reference level corresponding 
to free-space propagation with compensation for cable losses 
etc. The distance between the antennas was a few meters, i.e., 
measurements were made in the near-field zone at the lower 
frequencies. However, due to the complexity and associated 
general uncertainty of this type of measurements, the results 
are considered representative for the purpose. Measurements 
were carried out for both horizontal and vertical polarization 
and with the antennas at different positions and heights. 

III. SAMPLE RESULTS 

Examples of obtained results are shown in Fig. 5 and Fig. 
6, in which the relative amplitude with open and closed 

window is shown for the frequency ranges 0.1-1 GHz and 1-6 

GHz, respectively. Obviously, the effect of an RF attack 

depends  on the frequency of the source. Moreover, the 

attenuation depends on the configuration of inventory inside 

the building and the specific point of observation. In general, 

the characterization of electromagnetic fields inside buildings 

is complicated. The same applies to the interpretation of 

associated experimental data. 
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Abstract—This work describes the use of periodic structures
for the size reduction of slotted waveguide antennas (SWAs)
having slots in either a narrow or a broad waveguide wall. SWAs
are attractive for their high-power handling, design simplicity
and high efficiency, but their size can grow very large. Periodic
structures designed from metamaterial cells or corrugations help
compact the size. They offer other advantages, such as better
matching at the feed.

I. INTRODUCTION

Slotted waveguide antennas (SWAs) are attractive due to
their design simplicity and their significant advantages in terms
of high power handling, high efficiency and good reflection
coefficient. The size of an SWA is usually large, since it is an
array of slots, with constraints on the spacing between adjacent
slots. For higher gains and better radiation characteristics, an
SWA with more slots is required, meaning an even larger size.
Periodic structures, on the other hand, have been extensively
researched in the area of antenna engineering, with main
applications in gain enhancement, frequency selection, and
interference and sidelobe suppression.

In this work, periodic structures based on split-ring res-
onators (SRRs) and metal corrugations are shown to be very
effective in compacting the size of SWAs with slots in either
the narrow or broad waveguide walls. They can also be applied
for efficient matching at the antenna’s feed. Both advantages
are important for high-power microwave (HPM) applications.

II. NARROW-WALL SWAS LOADED WITH
METAMATERIALS

Narrow-wall longitudinal-aperture waveguide antennas have
drawn increasing attention in HPM applications due to their
better power handling ability. However, there exist more
constraints on the narrow-wall aperture placement, so size
reduction is a major concern for narrow-wall SWA design.

Previous work has been done on narrow-wall SWA designs.
An example design achieves a fan-beam radiation pattern with
a reflection coefficient less than −30 dB, but has a large size.
Upon introducing SRR-based metamaterials inside narrow-
wall SWA designs, size reduction is achieved.

An SRR array is inserted into a size-reduced HPB-radiator-
loaded SWA, which leads to a further transverse aperture
size reduction of about 70%, compared to the conventional

case. The new SRR-loaded narrow-wall SWA maintains a fan-
beam radiation pattern with high directivity. For high-power
handling, the ring arrangement is optimized to maintain a low
reflection coefficient and a high radiation efficiency.

III. BROAD-WALL SWAS WITH PERIODIC STRUCTURES

Two identical sets of metallic corrugations are added inside
an S-band SWA having 10 elliptical slots on one broad-
wall and designed for 3 GHz and a sidelobe level (SLL) of
less than −30 dB. A first configuration of the corrugations,
with optimized number, spacing, and height (height is about
b/1.5), offers a resonance at a lower frequency, 2.55 GHz
instead of 3 GHz. This translates into a reduction in the
waveguide length by about 46%. The gain and SLL are almost
unchanged. A second corrugation configuration, which differs
in the corrugations spacing and height (height now is lower,
about b/4), keeps the same resonance at 3 GHz but leads to a
very low reflection coefficient (−48 dB compared to −18 dB
for the non-corrugated version).

With the corrugations, the size reduction was in term of the
waveguide length only. Further transversal compactness, that
includes smaller a and b values, can be obtained upon the
use of a periodic set of metamaterial cells, mainly SRRs. The
loading of the SWA by both the corrugations and the SRRs is
investigated.

(a) (b)

Fig. 1: Broad-wall SWA with: (a) corrugations (b) SRRs.

IV. CONCLUSION

This work showed the use of periodic corrugations and
SRR-based metamaterials for size reduction of both broad-
and narrow-wall SWAs. Better reflection coefficients and high
radiation efficiencies can also be achieved. These SWAs loaded
with periodic structures are suitable for HPM applications.
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Abstract— It was demonstrated via MAGIC [1] simulation that a 
relativistic magnetron with axial diffractive output (MDO) could 
operate at 70% efficiency [2]. In order to experimentally verify 
this, UNM’s PULSERAD PI-110 electron accelerator was modified 
to provide a 350 kV, 30 ns flattop pulse with <4 ns rise time [3]. 
The MDO was characterized with a B-field scan at this voltage, 
where 6, 4, and 2 cavities are used to excite the downstream 
microwaves modes to be radiated. Behavior was predicted for a 
variety of cathode endcaps used to suppress the downstream drift 
of electrons; these endcaps include spherical, spherical dielectric 
coated, spherical magnetic, spherical magnetic dielectric coated, 
and conical. A diagnostic plan was made in order to capture power 
and microwave pulse shape/length for several potentially co-
existing radiated modes using a calorimeter and microwave 
diagnostics, as well as measuring the microwave diode’s voltage 
and current waveforms via D-dot and Rogowski probes. Finally, a 
pulsed insulating electromagnet system was recently finished. 

  Keywords-magnetron; diffraction; diffractive; MDO; axial; MAGIC 

I. INTRODUCTION 

Preparations for the experimental verification of a 70% 
efficient MDO are in the final phase at UNM. Following a 
rebuild and redesign of the PULSERAD PI-110 to provide a 
350 kV, 30 ns flattop, <4 ns rise time voltage pulse, a number 
of peripheral systems were constructed, including a pulsed 
electromagnet system and a high power microwave calorimeter 
capable of measuring energy depositions of less than 1 J. A 
variety of other diagnostics were also put into place. In 
addition, MAGIC simulations were performed in order to 
predict the power output with 6, 4, and 2 (of the magnetron’s 6 
cavities) used to excite the desired output mode and to predict 
the efficacy of a number of cathode endcaps that are to be used 
to block leakage current.  

II. EXPERIMENTAL SETUP 

A. Physical system highlights 

The PULSERAD PI-110 accelerator’s fast rise time is 
attributed to a low-inductance oil-breakdown switch that 
separates the pulse forming line from the final transmission 
line that feeds the magnetron. This will be the first-ever 
experiment to verify what is observed in simulations, that 
when the rise time of the applied voltage pulse is less than the 
cavity fill time for any mode in a vacuum HPM device, there is 

______________________________________ 
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cavity fill time for any mode in a vacuum HPM device, there is 
higher saturated output power. Furthermore, the MDO source 
will be very compact and quickly output a Gaussian-like 
antenna profile. This experiment will also be the first test 
of a variety of cathode endcaps in an MDO system, some 
which are to be coated with a thin layer of Rexolite 
dielectric and which are magnetic. 

B. Diagnostics 

Two D-dot probes will monitor the voltage waves on the 
PFL and final transmission line. A self-integrating Rogowski 
coil will monitor the diode current. To measure microwave 
power, a calorimeter with <1 J sensitivity was built, that 
would absorb ~70% of the incident power and allow the 
transmission of a fraction to an open waveguide so that the 
pulse profile and a time-frequency analysis could be captured 
and calculated. This open waveguide will also be swept in 
front of the antenna to calculate an integrated power. 

In particular, the calorimeter employs an Arduino Uno 
microcontroller that measures the change in resistance in a 
changing volume of ethanol in a 2 mm inner diameter capillary 
tube, which is output to an LCD display and serial port. The 
microcontroller uses a nichrome heating coil and PID 
algorithm to heat the alcohol to just above room temperature 
and to pre-set the meniscus shape. A calibration coil is used to 
simulate the deposition of microwave energy. 

III. SIMULATIONS

Simulations indicate 69% efficiency for an MDO when 
using 6 cavities to excite a TE21 output mode and greater than 
50% efficiency when using 4 cavities to excite a TE11 
Gaussian-like output mode.  
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Abstract— It is hard to solve the susceptibility of electronic 

equipments to high power electromagnetics (HPEM) in practical 

environments due to the complicated parameters such as coupling 

paths, external interference, and random effects. In this work, we 

propose the methodology to predict HPEM effects of electronic 

equipments in the actual building. We first model and simulate the 

electromagnetic propagation into the building with two stories. We 

then measure the HPEM susceptibility of electronic equipments in 

the building structure. The compact high power electromagnetic 

source developed in ADD is used to validate the HPEM effects.  

  Keywords— high power electromagnetic effects, actual environment, 

 electronic equipments, susceptibility 

I.   INTRODUCTION 

Electronic equipments are very important to the modern 
life and military systems. Since the equipments are vulnerable 
to high power electromagnetic waves, the HPEM effects of the 
electronics have been researched in past decades. However, 
due to the unclear parameters such as electromagnetic coupling 
path and stochastic effects of malfunctions, it is difficult to 
accurately evaluate HPEM effects in real environments. 

To discover the algorithm for HPEM effects of electronic 
systems in actual environments, we firstly measure the 
electromagnetic waves penetrated into the actual building with 
two stories. The system developed by ADD in [1] is used as 
the HPEM source. The penetrated waves are numerically and 
experimentally validated. We then analyze the HPEM effects 
of electronics such as computers, networks, and cameras. 

II. SIGNAL PENETRATION

A. 3-D Modeling and Simulation 

Fig. 1(a) illustrates the 3-D computer model of the actual 
building structure. As shown in Fig. 1(b), the distribution of 
penetrated electric fields is computed by using finite-difference 
time-domain method. 

B. Measurement  of Electromagnetic Penetration 

We measure the electromagnetic signals simultaneously in 
various positions like at front windows and at the rooms of 
the building. Here D-dot sensors are used to obtain pulses 
from the ultra wideband source. The measured data are 
compared to the simulation results. 

III. EFFECTS OF ELECTRONIC EQUIPMENTS

To validate the HPEM effects of electronics, various 
computers and network devices are installed at each room in 
the two-story building. The high power wideband radiators 
which can generate high electric field are installed outside the 
building. D-dot sensors and electrically shielded cameras are 
set up at each observing points. The signals from network 
devices are regularly transmitted through the optical cable. By 
using this monitor system, we are able to measure the electric 
fields and observe HPEM effects of electronic equipments in 
the remote shielding room. We can also watch the malfunction 
of network devices.  

A number of test results are systematically and statistically 
analyzed to evaluate the susceptibility of electronic equipments 
as shown in Fig. 2. 

(a)                                                         (b) 

Figure 1. 3-D modeling and simulation of signal penetration 

Figure 2. Test Equipments in the Building and results of HPEM tests. 
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Abstract— This paper describes a new knowledge-based toolkit 
approach for analyzing High-Power Microwave (HPM) weapons’ 
effects failure analysis of large, complex systems due to far-field 
HPM sources as well as close-in High-Power Electromagnetic 
(HPEM) interferers. In this approach, hybrid frequency/time-
domain analytical and numerical techniques are used to assess 
electromagnetic interference/vulnerability (EMI/V) to HPM fields 
incident on electronic equipment locations associated with radio 
frequency (RF) communications systems, electro-optical/infrared 
(EO/IR) sensors, Global Positioning Systems (GPS), inertial 
navigation systems (INS), and processors. In particular, failure 
effects are traced to individual electronic components or devices to 
quantify HPM weapons’ effects failures for front/back-door 
critical points of entry (POEs) in the system and then component-
level HPM failure effects are ranked. The development of new 
models are described for characterizing HPM EMI/V at the device 
level, which are not currently available, and that will result in a 
new expert system capability for performing efficient sneak circuit 
fault-tree type failure modeling and analysis. 

  Keywords- Numerical Models and Modeling, Applications of Coupling 
to Structures and Cable, System-level Protection and Testing. 

I. INTRODUCTION 

Advanced HPM weapon systems and devices are 
increasingly being deployed by US adversaries for both 
defensive and offensive purposes. New emerging threats, 
proliferation and the success of these mechanisms challenge the 
EMI/V and survivability of the Navy’s current inventory and 
developmental defense systems, subsystems, and components. 
Some of these concerns are addressed in MIL-STD-464C. 
However, the effectiveness of HPM devices is difficult to 
ascertain because, currently, there is no valid method to 
determine whether any disruption or damage has occurred 
especially at the component or device level. Also, there is a 
need to confidently ascertain the level of damage sustained by 
enemies in the field from US military HPM weapons. 

Since HPM damage may not be readily apparent, a 
combination of internal signal monitoring and post-test 
disassembly, investigation, and analysis is often necessary to 
determine specific failure modes. Limited functional 
monitoring of the system during testing can make this process 
extremely problematic and potentially cost prohibitive. 
Therefore, a need exists to develop a comprehensive analysis 
methodology and simulation process for understanding as well 
as quantifying HPM failure effects for various electronics and 
then prioritizing the effects vis a vis severity (temporary 
disruption, performance degradation, and permanent damage). 

More specifically, a capability is needed to more accurately 
pinpoint potential electronics vulnerabilities, failure modes, as 
well as the probability and type of failure to incident HPM 
threats. However, a major challenge is the unavailability of 
EMI/V data on devices, components and pieceparts and the lack 
of understanding of HPM-induced failure modes and 
mechanisms. Hence, there exists a need for developing proven 
methods of extrapolating or relating susceptibility effects and 
corresponding EMI/V margins for low-level signal interference 
in computing HPM DDD thresholds. 

Furthermore, HPM coupling and interference/destruction 
mechanisms are stochastic in nature and thus, have a high 
degree of variability. HPM devices nominally produce a pulse 
peak power of ≥100 MW and the means of delivery can vary 
dramatically, such as by an individual, via vehicles, or from 
large ground structures. Some mechanisms generate a single 
pulse or multiple pulses creating concerns over victim device 
non-average power (peak power, energy) vulnerability. 
Coupling or relating internal signal monitoring methods with 
damage assessed by inspection is essential to applying 
techniques for coupling the modeling with the actual HPM 
effects. Unlike kinetic weapon effects, HPM weapon effects 
can result in signal-induced EMI/V that in turn, may lead to 
subtle disturbances or possibly physical damage or even 
destruction. We can examine and somewhat adapt the processes 
and assessment methodologies developed in kinetic weapon 
survivability testing, focusing on electronic forensics and 
failure analysis, in order to devise a tool that will provide the 
necessary functionality for assessing incident HPM-induced 
failure effects. 

A potential solution to this problem is to combine a 
system-level modeling/analysis tool with a statistical 
electromagnetics (EM) analytical approach in conjunction with 
an automated “sneak circuit” analysis (SCA) tool consistent 
with the methodology outlined in MIL-STD-785B tailored to 
the HPM threat. The SCA approach will provide a computer-
based system for the identification of sneak paths and failure 
concerns in switching circuitry in analog or digital design. The 
statistical EM and SCA methodology would provide a useful 
means of classifying HPM coupling modes/mechanisms and 
effects at the system level for both back-door and front-door 
(antenna aperture) POEs down to the circuit, device or 
component level. A Partial Element Equivalent Circuit (PEEC) 
tool has also been considered that can provide a basis for 
frequency-domain and time-domain EMI/V failure analysis. 

ID 137



Analysis of Coupling Effect for Multi-Layered 
Composite Material with Periodic Structure 

Se-Young Hyun, Jin-Kyoung Du, 
and Jong-Gwan Yook 

Dept. of Electrical and Electronic Engineering 
Yonsei University 

Seoul, Republic of Korea 
jgyook@yonsei.ac.kr 

Chilsung Jung, and Eung-Jo Kim 
The 7th R&D Institute 

Agency for Defense Development 
 Haemi, Chungnam,  Republic of 

Korea 

Abstract— This paper brings efficient approaches for 
characterizing electromagnetic coupling into multi-layered 
composite material with periodic structure. In order to efficiently 
analyze the coupling effect, analytic method as boundary value 
solution, periodic structure analysis, and extraction method of 
material properties are combined together and implemented 
successfully. The accuracy of the proposed method is verified from 
the comparison of full-wave simulation result. It is shown that the 
proposed method is time and cost effective.  

 Keywords-composite material; multi-layered structure; periodic 
structure; extraction; 

I. INTRODUCTION 
A composite material in aircraft structure is used in the form 

of a multi-layered structure such as composite material layer 
with core layer and combined with frequency selective surface 
(FSS), honeycomb, slot, and etc. These are difficult to define 
about dielectric properties and its analysis is also not easy 
because of different types of multi-layered structure. The 
multi-layered structure which is possible to know its dielectric 
characteristic of each layer, it can be mathematically 
performed with analytic method such as boundary value 
solution and recursive method [1],[2]. However, analytic 
method has certain limitations for multi-layered composite 
material with the arbitrary geometries. Limitations of 
numerical methods used in multi-layered structure, when each 
layer in the multi-layered structure is changed, mesh in 
numerical methods should be regenerated for the whole 
structure.  

In this paper, we propose efficient approaches for the 
electromagnetic coupling into multi-layered composite 
material with periodic structure. 

II. COUPLING EFFECT 

Fig.1 shows the flow for analysis of multi-layered composite 
material with periodic structure. The boundary value solution, 
periodic structure analysis, and extraction method of effective 
permittivity and permeability of material are combined 
together. The accuracy of the proposed method is verified from 
the comparison of full-wave simulation result. As shown in Fig 
2, good agreement was obtained from the full-wave simulation. 

______________________________________ 

Figure 1. Flow for coupling effect analysis of composite material with periodic 
structure.  

Figure 2. Comparison of proposed method with full-wave simulation.  
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Abstract— In this paper we assess the lightning accidents in 

Colombia, in the specific case of the Colombian National Army. 

The last eleven years of information indicates that in the 

Colombian army there is circa an average value of one lightning 

fatality every month. Knowing that the exposed population of the 

Colombian army is circa 100.000 soldiers, the number of victims is 

circa 1,2 per 10.000. This figure is extremely high. Therefore, 

actions should be taken to save these lives. 

  Keywords-component; Lightning, lightning injuries, lightning 

fatalities in the army, lightning accidents in Colombia. 

I. INTRODUCTION 

The Direction of Integrity Preservation and Security of the 
Colombian Army DIPSE (Spanish acronym of Dirección de 
Preservación de la Integridad y Seguridad del Ejército) has 
summarized the number of victims of lightning accidents in the 
last 11 years [1], [2]. Table I LIGHTNING ACCIDENTS IN 
THE COLOMBIAN ARMY and Fig. 1 show that in the last 11 
years 129 soldiers died due to lightning accidents, while 373 
were injured for a total number of 502 casualties. From these 
figures it can be concluded that lightning events produce, as a 
mean value, 1 fatality every month and 1 injured soldier every 
day. Additionally, almost 3 soldiers are injured when a soldier 
died. Referring these numbers to the exposed soldier’s 
population, which is of circa 100.000, every year there are 1,2 
wounded soldiers and 4,6 casualties per 10.000 soldiers. These 
figures are extremely high compared with the 20,7 death rate 
per million people from 1959-2013 in the USA [3]. 

II. Lightning threats

The Colombian soldiers are exposed to lightning mainly 
because they have to patrol rural areas and spend the night 
hidden among the trees. For this reason they are exposed to 
indirect lightning discharges which impact the trees and reach 
their bodies by indirect discharges coming out of the branches. 
For an example, during the first two week of March 2014, two 
soldiers were killed by lightning and one was injured. One of 
the victims got a discharge in his head while was sitting under 
a very tall tree. In other event, one soldier was impacted by a 
lightning discharge while was sleeping in his hammock. In 
December 2013, two more were killed while they were 
sleeping on the floor in their tents: an indirect lightning current 
produced a voltage difference between their heads and feet. 

III. Conclusions

Lightning discharges are causing a large amount of victims 

in the Colombian army. To solve this problem the Colombian 

lightning community is taking actions to protect and save these 

lives. 

  TABLE I.LIGHTNING ACCIDENTS IN THE COLOMBIAN 

ARMY 
Ratio I/F is the ratio between injured soldiers and fatalities

Year 

Casualties 

Fatalities Injured Total casualties Ratio I/F 

2003 11 36 47 3.3 

2004 5 17 22 3.4 

2005 12 34 46 2.8 

2006 9 41 50 4.6 

2007 12 31 43 2.6 

2008 19 35 54 1.8 

2009 15 39 54 2.6 

2010 8 38 46 4.8 

2011 16 52 68 3.3 

2012 10 29 39 2.9 

2013 12 21 33 1.8 

Total 129 373 502 2.9 

Average 11.7 33.9 45.6 2.9 

. 

Figure 1. Statistics of lightning accidents in Colombia in the last 11 years. 

Fatalities is the first column, Injured the second and total the third column. 
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Abstract— Electromagnetic pulse penetrates into electronic devices 
and makes influences to PCBs finally. The incident fields generate 
parallel-plate waveguide resonances of PCB itself and the 
resonances are coupled through via-hole inducing critic damages. 
In this paper, the coupling effects are measured according to PCB 
orientations. Both of vertically and horizontally polarized plane 
waves are found to generate high coupling effects to PCB at the 
resonance frequency regardless of the incident angle, except for a 
front propagation of the horizontally polarized plane wave, which 
hardly generate resonance modes. Based on this result, PCBs can 
be located properly inside enclosures considering field distributions 
nearby to decrease the coupling effects. 

  Keywords-Electromagnetic pulse; printed circuit boards; couplings; 
orientations; polarizations; resonances 

I. INTRODUCTION 
Electromagnetic pulse (EMP) can make malfunctions or 

destructions of electric devices which usually have printed 
circuit boards (PCBs) inside. The penetrated fields may 
generate different coupling effects to a target PCB according to 
its orientations, therefore investigation of these coupling 
phenomena can be helpful to decrease the coupling effects and 
protect the target PCB against penetrated fields.  

Coupling effects to perpendicular and parallel modules of 
daughter boards from a mother board were studied [1] but 
EMP is not propagated from adjacent circuit boards but from 
outside in the form of plane waves. The incident plane wave 
penetrates to dielectric materials of PCBs and generates 
parallel-plate waveguide (PPW) resonance modes between 
reference planes. PCBs generally include lots of via-holes and 
the resonances are coupled through the via-holes [2]. 
Influences from plane waves to PCBs with different dielectric 
materials were researched [3] but effects by PCB resonances 
were not considered. Hence, in this paper, the coupling effects 
from plane wave to a target PCB including a via-hole are 
analyzed by measurements according to PCB orientations.  

II. MEASUREMENT RESULTS 

A target PCB having a signal trace as well as a via-hole is 
fabricated (size = 36 mm  24 mm  3.04 mm, εr = 3.5), and 
measured using vector network analyzer (VNA) to assure a 
resonance mode generation. A transmission characteristic (S21) 
of an ideal trace should be almost 0 dB but when noise 
couplings are occurred at some frequencies, it becomes below 
0 dB at those frequencies. The dominant resonance mode of 
the fabricated PCB is TM10 at 2.4 GHz and it is clearly 
observed using VNA as shown in Fig. 1.  

Coupling effects from plane wave according to PCB 
orientations are measured using VNA and a dual ridged horn 
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at an anechoic chamber. Fig. 2 represents a configuration of the 
measurement system. VNA is connected between DRH and 
one port of the signal trace using RF cables, and a 50 Ohm 
terminated load is connected to another port of trace. Fig. 3(a) 
and Fig. 3(b) describe measured coupling effects from 
vertically and horizontally polarized plane waves, respectively. 
High level of coupling effects are measured around 2.4 GHz 
regardless of polarizations and the incident angle, except for a 
front propagation (theta = 90°) of the horizontally polarized 
plane wave because it hardly generates resonance modes 
between reference planes of the target PCB.  

III. SUMMARY AND CONCLUSION 

The incident fields generate the PPW resonance modes 
which are coupled through via-holes of traces at PCBs. 
Vertically and horizontally plane waves are excited toward a 
target PCB to measure coupling effects according to its 
orientations and it found that high coupling effects are 
occurred by both of plane waves regardless of the incident 
angle, except for a front propagation of the horizontally 
polarized plane wave. PCBs are usually located in metal 
enclosure then its orientation can be adjusted properly to 
decrease coupling effects if field distributions inside enclosures 
are well analyzed. 
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(a)                                    (b) 
Figure 3.   PCB coupling effects from (a) vertically polarized plane wave 

and (b) horizontally polarized plane wave

 

Figure 2.  
Measurement configuration  

at the anechoic chamber.

 

Figure 1.  
Transmission characteristic

of the signal trace. 

ID 140



Parametric Characterization of 

Electromagnetic Energy Production From 

Over-Voltaged Spark Gaps*
Artem Kuskov, Sydney Horne,  

Ahmed Elshafiey, Salvador Portillo 

Department of Electrical and Computer Engineering, University of New Mexico 

Albuquerque, NM  87131-0001, USA 
edls@unm.edu 

Abstract— Spark gap based high power microwave sources have 

been actively developed as possible high power microwave (HPM) 

sources for directed energy applications for over two decades.  

These sources rely on the fast rising time varying current and as 

such are dependent on the geometry and the overall LCR 

characteristics of the source and input pulse.  Due to the geometric 

considerations of an over-voltaged spark gaps the resultant spectral 

output is generally in the broadband regime [1].  This paper 

presents our preliminary work on developing a test bed for spark 

gap based HPM sources, initial field measurements characterising 

this test bed and preliminary particle in cell and time and 

frequency domain models that attempt to capture the physics of 

these spark gaps with respect to electromagnetic energy 

production. 

 Keywords-high power microwaves, spark gap sources, pulsed power 

I. INTRODUCTION 

The high power microwave, plasma and beam physics 

group at the University of New Mexico, Electrical and 

Computer Engineering Department is actively pursuing a 

physics based approach to understanding the generation of 

electromagnetic energy for directed energy applications.  As 

part of these efforts a modular spark gap test bed is being 

developed to facilitate the measurement of plasma streamers 

and their characteristics and the concomitant production of 

electromagnetic energy.

II. Test Bed and Field Measurements 

Our Spark gap based test bed is a modular system comprised of 

a variable separation between electrodes and the capability to vary 

the electrode shape.  The main housing is made up a dielectric with 

a low attenuation coefficient in the 300-900 nm range.  It is 

designed to hold relatively high pressures using N2 as the inter-

electrode dielectric.  The optical transmission of the housing is 

needed as future work will include time resolved spectral and 

density measurements of the breakdown which in turn will be tied 

to the net electromagnetic radiation production.   

The pulsed power driver, which is capable of delivering up to 

50 kV in single stage mode will described along with its spice 

model.   The pulsed driver is also of modular design, incorporating 

a pulse forming network (PFN) as part of the main circuit.  This 

PFN is of type E design with parallel LC discrete components.   

Preliminary data for the angular distribution of 

electromagnetic energy production, in absolute units will be 

presented.  The Electric fields will be measured directly using 

a D-dot and Balun combination from Prodyn Corp.  Additional 

UNM built D-dots, and calibrated to the Prodyn sensor, will be 

fielded to measure the angular fields.  The fields spectral 

content dependence on the LCR circuit, voltage and resultant 

dI/dT of the test bed, which also includes the spark gap shape 

will be shown. 

III. Numerical Modeling 

Preliminary particle in cell numerical model is presently 

being designed.  A parametric scan of various electrode 

geometries and AK gaps will be conducted and its results fed 

back into the experimental parts of this work.  Future work will 

include not just the geometric and pulsed power dependence of 

the generated RF but additional work will focus on the atomic 

physics of the spark channels to gain further understanding of 

the spark gap process and how this affects the electromagnetic 

energy production. 

Due to the varying needs of directed energy applications a 

narrowband or mesoband bandwidth may be needed.  This has 

been the motivation to conduct time domain and frequency 

domain numerical modeling of geometric structures to produce 

this narrowband content.  
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A modeling technique has been developed to 
determine the electromagnetic (EM) characteristics 
of hot-wire detonators in order to quantify possible 
effects of impinging EM radiation.  The analysis 
includes both analytical and numerical models.  The 
analytical model uses transmission line theory to 
represent the detonator as a cascaded transmission 
line incorporating several different sections and 
calculates both differential and common mode 
impedances as well as resonant frequencies.  The 
numerical model uses ICEPIC (Improved Concurrent 
Electromagnetic Particle In Cell), a finite-difference-
time-domain EM solver, to determine these same 
parameters for comparison.  The models are 
synergistic as the analytical model has been modified 
using additional circuit elements whose values were 
found using ICEPIC.  This combination produces an 
improved analytical model that can be run nearly 
instantaneously on a PC for a wide range of hot-wire 
detonators to determine possible variations in radio 
frequency response.  Experimental measurements on 
live detonators have been used to validate the 
models. 

Keywords-EED, IED, Blasting Cap, FDTD, PIC
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Abstract— A nuclear burst detonated in space over any of the 
continents in the world would create a high-altitude 
electromagnetic pulse (HEMP) that could cause the functional 
collapse of the exposed electrical power grids.  As a result, major 
infrastructures that depend on the power grid such as 
communications, transportation, financial services, emergency 
services, energy distribution, food and water could also be 
disrupted or extremely impaired.  

  Keywords-HEMP, Power Grid, Standards, Critical Infrastructures 

I. INTRODUCTION 
The United States Congress formed a Commission in 2002 to 

examine the impact of nuclear weapon generated 
electromagnetic pulse (EMP) on the United States.  The work 
performed by the EMP Commission from 2002-2008 was 
groundbreaking in terms of studying the impact of HEMP on the 
critical civil infrastructures of the United States and is applicable 
to critical infrastructures in modern societies. 

This paper updates the public information available 
concerning HEMP and its likely effects on the electronics 
operating the power grid since 2008 including work performed 
for the Federal Energy Regulatory Commission (FERC) and the 
Special Issue on HEMP in the IEEE EMC Transactions.  
Discussion and references will be provided in the presentation. 

II. THE HEMP TIME WAVEFORM

The high-altitude electromagnetic pulse (HEMP) is defined 
as a series of electromagnetic waveforms that are generated 
from a nuclear detonation at altitudes above 30 km and 
propagate to the Earth’s surface.  

It is important to understand that HEMP is not described as 
a single pulse, but rather as a series of waveforms covering 
times from nanoseconds to hundreds of seconds.  After years of 
research it has been determined that three main waveforms are 
generated due to different nuclear and atmospheric 
mechanisms, as defined by the IEC and are shown in Figure 1. 

Figure 1.  Three portions of the HEMP electric field waveform in 
volts/meter from IEC 61000-2-9. 

The early-time waveform is referred to in Fig. 1 as E1, the 
intermediate-time waveform is referred to as E2 and the late-
time waveform is known as E3.  

III. THE EMP COMMISSION AND THE POWER GRID

While the EMP Commission examined the impacts of HEMP 
on all portions of the critical infrastructures, they determined 
that the power system was the most critical due to its direct 
support of the other major infrastructures such as 
communications, transportation, financial services, emergency 
services, energy distribution, water/food, etc.  Their conclusions 
regarding the power system were:  
1) HEMP-induced functional collapse of the electrical power
grid risks the continued existence of U.S. civil society. 
2) Early-time HEMP (E1) transients are likely to exceed the
capabilities of protective safety relays. 
3) Late-time HEMP (E3) could induce currents that create
significant damage throughout the grid. 
4) The national electrical grid is not designed to withstand near
simultaneous functional collapse. 
5) Procedures do not exist to perform a “black start” after an
EMP attack, as restart would depend on telecom and energy 
transport, which depend on power. 
6) Restoration of the national power grid could take months to
years. 
7) HEMP-induced destruction of power grid components could
substantially delay recovery. 

The EMP Commission’s overall power system conclusion 
was:  “Widespread functional collapse of the electric power 
system in the area affected by EMP is likely.” 

While the Commission felt that there were approaches 
available to deal with many of the problems raised above, it 
was not clear who should lead the effort to mitigate the threat of 
HEMP on the power grid.   

One option in the opinion of this author is to develop 
protective methods, operational responses, and restoration 
approaches for the power system.  The best approach to deliver 
this information to manufacturers and operators would be to 
develop openly available standards that deal with the problem. 
Fortunately much of this work has been underway in the IEC 
for more than 20 years.  Details of the existing standards will be 
discussed in the presentation.  In addition a substantial list of 
references will be provided for those interested in pursuing this 
subject in more detail. 
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Abstract— A high efficiency relativistic magnetron with 

diffraction output (MDO) was designed at the University of 

New Mexico (UNM) and its experimental verification is 

underway. In this paper we explore the effect of magnetic 

field variation along the interaction space on MDO [1] 

operation. Two magnetic field distribution scenarios were 

studied in MAGIC [2]: 1) nearly 100% uniformity and 2) 

90% uniformity. These results will be presented. 

Furthermore, the recently-constructed pulsed discharge 

circuit used for energizing the electromagnets will also be 

described. 

 Keywords-relativistic magnetron; MDO 

I. INTRODUCTION 

It was necessary to adapt a previously-existing Helmholtz 
coil pair to provide the magnetic field necessary for the MDO 
operation [1]. However due to the physical size of the existing 
coils and the constraints it presented, the spacing between the 
coils needed to be reduced. As such, it was necessary to 
explore the effects of magnetic field non-uniformity on the 
operation of the MDO. This was accomplished by performing 
MAGIC [2] simulations with a variety of magnetic field 
configurations, some with as much as 10% variation in the 
field distribution, in the hopes of maintaining the high 
performance of the device. MAGIC is a 3-dimensional fully 
relativistic, fully electromagnetic particle-in-cell code. An 
electromagnetic discharge circuit was built to generate this 
field. 

II. SIMULATION SETUP 

The simulations in MAGIC were performed by modifying 
the magnetic field profile, both by adjusting the spacing 
between the coils to either 13.2 cm or 8.34 cm, and by varying 
the peak magnitude of the magnetic field between 0.37 T to 
0.47 T in 0.02 T increments. These variations were used to 
cause a non-uniformity of roughly 10% along the interaction 
space of the device. The results of these simulations can be 
seen in Fig.1. Output microwave power, total current, and 
total efficiency were measured. The operating mode of 
interest is the 4π/3 mode, although some results might fall 
outside of this for completion. 

______________________________________ 
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Figure 1.   N o r m a l i z ed  m a g n e t i c  f i e l d  d i s t r i b u t i o n  f o r  a  

H e l m h o l t z  c o i l  p a i r  ( b l u e )  a n d  a  m o d i f i ed  H e l m h o l t z  c o i l  

p a i r  c o n f i g u r a t i o n  ( r ed )  a l o n g  t h e  i n t e r a c t i o n  s p a c e  o f  t h e  

c a t h o d e .  

III. ELECTROMAGNET CIRCUIT

The electromagnetic discharge circuit was designed to provide a 

maximum 0.69 T magnetic field. This circuit consists of a 1.6 mF 

capacitor bank with maximum charging voltage of 3 KV. The 

capacitors are discharged into the coils by means of an optically-

triggered thyristor switch. 

IV. CONCLUSION

For the narrow range of magnetic fields studied, the 
results of the simulations with a magnetic field variation of 
up to 10% shows that there are only minor effects on the 
operation of the MDO. Thus we can conclude that the MDO 
is a robust system, with good tolerance to variations in the 
insulating magnetic field. However further research into the 
effects of larger variations in the insulating magnetic field 
will be presented. 
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Abstract— In this work we explore several configurations of split 

ring resonator (SRR) interaction structures for the generation of 

high power microwave (HPM) radiation. The 3-dimensional code 

MAGIC was used to initiate the design and optimization process of 

this novel device. An electron beam was propagated along the axis 

of the SRR periodical arrangement. The response of the structure 

was evaluated by measuring the output power and frequency. The 

preliminary results are presented. 

  Keywords-split ring resonator; HPM; Metamaterials 

I. INTRODUCTION 

Recently, there has been interest in exploring metamaterials 
for HPM generation. Split ring resonators are commonly used 
as periodic arrays to serve as building blocks for bulk 
metamaterial structures that exhibit non-conventional 
properties like negative permeability and negative permittivity.  

We used the 3-dimensional fully relativistic, fully 
electromagnetic particle-in-cell code MAGIC [1] for studying 
the effect of the SRR’s when an annular electron beam 
concentric to it is allowed to propagate through. The SRR 
configuration used for this study is similar to the Broadside-
Coupled SRR geometry. The rings are arranged in a 
longitudinal manner and the cuts in the consecutive rings are 
180

o
 out of phase.  

Two geometrical variations were studied. The main 
difference between the two approaches lies in the way the 
SRR’s were suspended in the cylindrical waveguide. From the 
results obtained thus far one design shows less mode 
competition and the excitation of a low order TE21 mode but 
outputs very low power which is attributed to the mode being 
evanescent in the waveguide. While the other design exhibits 
higher output power, higher mode competition and a higher 
order radiated mode. It was also seen in simulations that the 
former design was very prone to instabilities when the beam 
current exceeded 2 kA.  

II. SIMULATION SETUP

Two SRR configurations are explored for HPM generation. 
Figure 1 (a) and (b) show the SRR design variations. 
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Figure 1. Schematic of the SRR design 1 (left) and design 2 (right).  

In the first design the SRR’s are electrically connected by 

means of a rod that is then connected to a cylindrical 

waveguide. In the second design the SRR’s are connected 

directly to the cylindrical waveguide by means of alternating 

conducting tabs. For both cases the radius of the cylindrical 

waveguide was set to 2.5 cm.  

Figure 2 shows the mode pattern measured at the 

waveguide output port for the two designs and their 

corresponding fast Fourier transforms (FFT).  

Figure 2.  Mode pattern and it’s corresponding FFT detected at the output port 
for design 1 (left) and design 2 (right).  

III. CONCLUSION

We present the preliminary results on the prospects of using 

SRR’s for HPM generation. Understanding and analysis of 

these results will lead towards the design of a more robust 

system.  
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Abstract—Methods of using swept CW illumination 
to measure the penetration of electromagnetic waves 
into a large system have been greatly improved in 
recent years.  The testing is low level, harmless to the 
system, and less costly than full threat-level EMP 
testing.  Comparisons with measurements in full-scale 
EMP simulators is quite good with the CW measure-
ments often revealing more detailed information than 
can be had from a pulsed EMP simulator and transi-
ent digitizers.  This paper addresses the use of low-
level swept CW testing as an engineering tool for 
measuring shielding design and also for hardness 
surveillance afterwards.    

Keywords-EMP, CW, swept CW, system test 

I. INTRODUCTION 

     With a correctly designed wideband antenna, 
low-level swept CW illumination can be used ef-
fectively to measure the integrity of the shielding 
protection on large systems such as aircraft.  The 
CW measurement system can measure the magni-
tude and phase of cable currents on the aircraft 
normalized to the incident field so that the results 
can be extrapolated to an EMP threat or any other 
waveform within the bandwidth of the measure-
ment.       

II. CW MEASUREMENTS 

     The sensitivity of the CW system allows one to 
diagnose problems and understand the performance 
of a shielded system or a test site more clearly than 
is possible using a threat-level pulse system and 
transient digitizers.   
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Fig. 1.  Measured electric field. 

III. CW-TO-PULSE COMPARISON 

     If the field pattern in the CW and pulse illumina-
tions is uniform, and the CW radiated spectrum is 
flat, the final CW and pulse measurements on the 
aircraft will compare very well.    

Fig. 2.  CW-to-pulse comparison.  Red = extrapolated CW.  
Blue = extrapolated pulse.  Ignore the green (raw data). 
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Abstract—A statistical tool will be presented that allows to calculate
the differential-mode current coupled to a transmission line using a
stochastic plane wave excitation in the frequency domain. The field
model is based on a Monte Carlo approach that approximates the
well-known plane wave integral representation for fields inside rever-
beration chambers. A fixed stirrer position or a fixed electromagnetic
boundary condition is formed by a certain number of plane waves
with random wave vectors, polarizations and phases. A given number
of boundary conditions can be simulated and the mean value, the
standard deviation, the probability density function, the cumulative
distribution function, or the correlation of the current along the
line can be analyzed. The dimensions of the straight and uniform
double wire transmission line as the length, the line separation and
the wire radius can be arbitrarily adjusted. Variable resistances can
be set to terminate both line end. The average electric field strength
inside the reverberation chamber can be defined in terms of the
quality factor, the input power and the chamber volume. Many
numerical results can be compared to analytical expressions from
the literature. The tool was developed in MATLAB and features a
multilingual graphical user interface.

Keywords—electromagnetic coupling; statistical fields; reverberation
chambers; statistical distributions; transmission lines; correlation;
differential-mode current

Figure 1. Screenshot of the graphical user interface.
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Figure 2. Schematic of the program flow chart of the field generator.
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Abstract— A high power Gaussian radiation is always attractive for 
many applications such as short pulse radar, plasma diagnostics, 
and sounding systems. An X-band relativistic backward wave 
oscillator (RBWO) is proposed with a two-spiral corrugated Bragg 
reflector to provide such a radiation. BWOs are typically known to 
radiate in the TM01 mode, where a cavity or cut-off section reflector 
is used. A Bragg reflector has been designed and optimized using the 
fully electromagnetic, relativistic particle-in-cell (PIC) code 
MAGIC. Such a reflector converts the operating TM01-mode of the 
BWO to the forward TE11-mode with a Gaussian microwave beam 
at the output. The RBWO was driven by a voltage pulse that has a 
half sine wave-like shape, 460 kV amplitude, and FWHM duration 
of 12 ns (SINUS-6 Accelerator). With these parameters a microwave 
power of 330 MW at a frequency of 9.9 GHz in a clean TE11 mode 
pattern was detected at the output of the simulations. 

  Keywords-	
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polarize 

I. INTRODUCTION  
A backward wave oscillator (BWO) is an O-type Cerenkov 

device that is designed to effectively convert electron beam 
energy into electromagnetic radiation. This electromagnetic 
energy is generated with negative group velocity, where the 
wave is traveling in a direction opposite to that the electron 
beam, with a power varied from several 100 MW to several 
GW. The output mode pattern of the BWO is the TM01 mode 
where the field distribution is a doughnut shape (i.e., with a hole 
at the axis of the mode pattern).  In order to make the RBWO 
more applicable in scientific research and for some practical 
applications, a two-spiral corrugated Bragg reflector has been 
used downstream of the cathode as shown in Fig. 1. The Bragg 
reflector allows the device to radiate a TE11 mode (a narrow 
Gaussian-like mode) at the axial output. 

II. RBWO with BRAGG REFLECTOR
The oscillator consists of two slow wave structures (SWS) 

with sinusoidal corrugations. BWO-SWS is an axisymmetric 
sinusoidal corrugation while Bragg-SWS is a combination of 
left- and right-single-fold spiral corrugations. The SWSs can 
be described by  

R(θ,z)=R0+ l0*sin(h*z + m* θ),    (1) 

_____________________________________ 
This research supported by AFOSR Grant FA9550-11-1-0200. 

where z and θ are the axial and azimuthal coordinates, 
respectively. R0 is the average radius; l0 is the amplitude of the 
corrugation; h=2π/d and d is the axial periodicity of the 
corrugations; and m is the number of folds. The dimensions of 
the SWSs are summarized in Table I. 

TABLE I. THE PERIODIC STRUCTURES DIMENSIONS 

Quantity The SWS Dimensions in cm 
BWO-SWS         BRAGG-SWS 

R0 1.74	
   2.03	
  
l0 0.19	
   0.25	
  
d 1.3	
   1.74	
  
m 0	
   ±1	
  

Lenght 9*d	
   8*d	
  

Figure 1.   Design of the BWO with Bragg reflector. 
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Abstract— We will present results for porting electromagnetic
simulation tools to emerging hardware accelerators, such as the
graphics processing unit (GPU) or many integrated core (MIC)
architecture.  We will show application of these hardware
accelerators to simulations of rf cavity structures.  We will also
discuss how we are working to integrate these accelerators into the
industrial design process to create desktop supercomputing for
engineers. 

 Keywords-graphics processing unit, many integrated core,
supercomputing

I. INTRODUCTION

Electromagnetic systems, such as those for high power
microwave generation or high current electron beam
generation, rely on modeling as one of the most effective ways
to reduce design costs. Frequently the level of detail required
to adequately model these devices necessitates using high
performance computing power.  However, many high
performance modeling tools are too difficult for design
engineers to use on a daily basis.  The goal, therefore, of a new
project underway between Niowave, Inc. researchers and
Tech-X Corp. researchers is to improve the usability of high-
performance computing software to make the software more
effective in the electromagnetic component design process.

II. MOTIVATION

Electromagnetic systems benefit from detailed numerical
modeling.  For instance, one might hope to understand in
detail how a system might oscillate at unwanted frequencies,
such as higher-order modes (HOMs). In a case of particular
interest to the ship-board free electron laser community,
researchers have designed a 700 MHz cavity as a high-current
electron source, but researchers are concerned that the beam
may drive the cavity at its many higher modes.

The implications of these induced fields at unwanted
frequencies have been extensively studied in the context of
superconducting accelerators because they add to the
cryogenic load and can cause beam instabilities. Up until now,
this analysis has almost always been performed for constant-
velocity particles. To properly design a high-brightness, high-
current superconducting electron source requires a self-
consistent approach that calculates the driving of HOMs by an
electron beam which is accelerated from rest to the speed of

light over a distance on the order of a few cm. 
This process requires the use of high-performance

computing resources to be efficient.  The resolution of the
cavity structure often requires full use of available computing
hardware, either through parallel computing or hardware
acceleration such running on a GPU.  Parameter scans
requiring many separate simulations may be needed which
will require sufficient computing resources and simulation
software specifically designed to allow parameter scans. 

Figure 1 .   Speedup versus number of compute cores for particle space charge
calculations in free space (no metallic boundaries).  We performed these space
charge calculations on various multi-core CPU (black line) and GPU (colored
lines) architectures.  The GPUs in this work are the AMD 7970, the NVidia
Tesla m2090, and the NVidia gtx690, all in both floating point and double
precision. Determining what hardware performs best for more detailed
electromagnetic applications is a main thrust of this new research effort

between Tech-X Corp. and Niowave, Inc.

III. RESULTS

As a first result, we show in Fig. 1 some preliminary work
for speedup versus number of compute cores for particle space
charge calculations in free space (no metallic boundaries).  We
performed these space charge calculations on various multi-
core CPU (black line) and GPU (colored lines) architectures.
The GPUs in this work are the AMD 7970, the NVidia “Tesla”
m2090, and the NVidia gtx690, all in both floating point and
double precision.  Determining what hardware performs best
for more detailed electromagnetic applications is a main thrust
of this new research effort between Tech-X Corp. and
Niowave, Inc.
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Abstract — Base station Cellular Systems require omni-

directional efficient antennas to provide an acceptable service 

within the cell site. Conventional antennas used for this purpose 

are mainly micro-strip patch antennas in the form of a circular 

array. However, these antenna elements suffer from low 

efficiency due to the additional losses involved in the feeder line 

as well as in the material from which the patch antenna is 

formed. These major drawbacks can be eliminated by 

introducing a sectional  slotted waveguide array that consists of 

N longitudinally distributed slots at specific positions, and with 

specific dimensions in order for the antenna to provide high 

directional efficiency, compactness, high wind resistance and 

surely high power handling capability. 

A series of simulation results have been done on the proposed 

antenna at the desired 2.4GHz frequency and show a significant 

gain of about 15dBi over the desired frequency band of interest. 

keywords - Sectorized, Sectional, slotted waveguide, radiation 

efficiency, array, gain, bandwidth, wind resistance. 

I. INTRODUCTION 

Antennas, today, are used in many systems especially in 

wireless internet communications and Radar applications 

where high power handling capability, high gain, proper 

polarization along with reliable mechanical characteristics are 

needed. However, these parameters are very hard to 

simultaneously optimize, there is always a trade-off in 

between. In this paper, a Sectional  Cylindrical Slotted 

Waveguide Antenna (CSWA) is presented. The purpose of 

this paper is to provide an optimized version of cylindrical 

slotted waveguide antennas by simply selecting the optimum 

position, number, shape and size of the slots within the 

waveguide's sectional wall. Such configurations are suitable 

to be used in Wireless internet distributing systems and radar 

applications. Simulation results along with Experimental 

validations will be conducted at the 2.4 GHz frequency 

demonstrating high effectiveness in terms of directional 

efficiency given a reduced cost, simplicity of fabrication with 

optimized size and shape [1,2]. 

Figure 1. Simulated Design of a 7-slots Sectional 

Cylindrical Waveguide

Figure 2. Normalized Linear Rectangular Plot of the 

Radiation Pattern of 7-slots Sectional Cylindrical 

Waveguide. 

Figure 3. Simulated 3D Radiation Pattern of a 7-slots 

Sectional Cylindrical waveguide. 
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Abstract— The ability of high power microwaves (HPM) to upset 
electronic systems through intentional electromagnetic interference 
(IEMI) is well recognized. We describe our ongoing technical 
efforts under the Air Force Research Laboratory’s (AFRL’s) 
3 year-long High Power Microwave Technological Electromagnetic 
Susceptibility with Laboratory Applications (HPMTESLA) 
Call 0005 program to advance the state-of-the-art in theoretical, 
modeling and simulation (M&S), and experimental efforts to 
understand and eventually predict the effects of high power Radio-
Frequency (RF) and electromagnetic pulse (EMP) energy on digital 
electronic devices comprising printed circuit boards (PCBs) and 
their embedded chipsets. Through MOSIS, we have designed and 
fabricated several test structures and embedded digital circuits 
which are ubiquitous in larger digital electronic systems (such as 
delay line loops, ring oscillators, memory modules) utilizing 
modern day semiconductor process technologies of varying scales. 
In this presentation, we will focus on the direct injection of HPM 
and EMP-like waveforms into various nodes of a ring 
oscillator/inverter chain and discuss the observed upset 
phenomenology. Finally, we will describe our on-going work on 
building a predictive physics-based analytical model to describe the 
observed upset phenomenology. Such analytical models can be 
incorporated into circuit design simulators to gain a predictive 
capability towards upset of larger digital electronic systems 
exposed to HPM/EMP stress. 

  Keywords-High Power Microwaves; EMI; EMC; Directed Energy; 
Electromagnetic Pulses; Integrated Circuits; 

I. INTRODUCTION 
It has been widely noted in the RF effects community that 
susceptibility to IEMI-induced upset of computer electronics can 
be considered at a wide spectrum of integration levels. At one 
end of the spectrum, the Air Force Office of Scientific Research 
(AFOSR) sponsored Multi-University Research Initiative 
(MURI)-2001 program [1] focused on a number of areas, 
including most prominently, the formulation of some physics 
based, analytic sub-models to explain experimentally-observed, 
upset phenomenology of elemental semiconductor devices 
(gates and transistors) due to direct IEMI injection. At the other 
end of the spectrum, TechFlow Scientific has just completed 
execution of the Air Force Research Laboratories (AFRL)-
sponsored HPMTESLA Call 0006 SOO3 [2] study to create and 
develop a functional diagnostic toolkit to determine the state of a 
personal computer (PC) (comprising billions of elemental 
devices) after a free-field HPM induced upset. The research 
program being executed by the TechFlow Scientific team under 
the HPMTESLA Call 0005 solicitation is bridging a critical 
intellectual chasm in the HPM effects community between the 
physics-based explanations, commonly used for describing 

RF-upset in direct-IEMI-injection testing of elemental electronic 
components, and the more functional based explanations 
describing the erroneous operational behavior of PCs and 
higher-level systems to free field HPM exposure. By designing 
and fabricating test circuits, accurate physics-based analytic 
models can be derived to describe the observed upset 
phenomenology due to IEMI. These models can be subsequently 
scaled to higher levels of electronic circuit complexity to 
understand and eventually predict the observed upset 
phenomenology of more complex electronic systems comprising 
cascaded sections of these fundamental circuits. 

II. TEST SETUP
The Test IC is designed and fabricated using the 0.5 micron ON 
Semiconductor process. Four circuits ubiquitous in digital 
electronics were implemented in this test IC. They include an 
inverter chain, a delay lock loop (DLL), a Static Random 
Access Memory (SRAM) unit, and a crystal oscillator (Figure 
3). IEMI directly injected on to power or I/O lines can cause 
errors in each of these circuits that may disrupt the sub-circuit 
operation and functionality. As part of this study, we have 
parsed the upset phenomenology into analog domain upsets and 
digital domain upsets, for which we are developing analytic 
physics-based upset models. 

III. RESULTS
Figure 1 shows some representative results on the variation of 
the natural oscillation frequency of the inverter chain circuit 
due to an electrically fast transient injected on the power supply 
line, along with predictions from our analytic model. 

Figure 1: Variation in natural oscillation frequency due to injected EFT 
(blue- experiments, red- predictive model). 
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Abstract— Electromagnetic radiation stemming from base stations 

and high voltage power lines in the vicinity of houses is considered as 

one of the most concerning source. That is the reason why the study of 

“Tracking Electromagnetic Interference from base stations via GPS 

coordinates on the world wide web” is carried in Nilufer municipality 

in Turkey to inform public. Thanks to this project[1], the public living 

in Bursa-Nilufer municipality can go into web platform to see how 

many base stations are present in the neighborhood and to follow the 

present electromagnetic radiation density.  

Keywords- electromagnetic radiation; web; base station; analysis 

I. INTRODUCTION 

High speed data transfer need in mobile communication has 
triggered planning and installation of new base stations; as a 
result of which electromagnetic radiation exposure is on rise. The 
studies illustrating exact findings of health effects of 
electromagnetic radiation due to mobile base stations and radio-
television transmitters are not completed yet, due to the fast 
developing mobile communication technologies and the 
relatively slow enhancements in scientific research. That is why 
people have become more concerned and started to demand 
information about electromagnetic radiation sources and density 
levels in their neighborhood. 

II. MEASUREMENTS

In this study, more than two hundred measurement analyses 
have been carried out to assess electromagnetic radiation levels 
near houses, schools, offices and children playing fields of high 
daily occupation in the city. For radiofrequency signals, Narda 
NBM550 broadband field meter with EF0691 isotropic E-field 
probe and Narda SRM3006 selective radiation meter with 
27MHz-3GHz isotropic E-field probe are used, whereas for ELF 
band magnetic field measurements, Narda ELT400 with 1Hz-
400kHz field probe is used. Figure 1 illustrates a sample 
continuous and long duration measurement in a house which is 
across a base station. The study also focuses on the development 
of the web system enabling public to reach electromagnetic 
radiation density stemming from base stations. People logging 
their location in web will be able to see measurement results on 
Google maps, all base stations and their distances in 300 meters 
radius. Furthermore, system enables to get antenna directions, 
base station EMF values and measurement dates, as shown in 
Figure 2. 

Figure 1. EMR density with respect to frequencies in a house across a base station 

Figure 2. Representation of base stations in the web application 

III. FINDINGS AND DISCUSSION

In this study, measurements for 228 base stations located in 
Nilufer/Bursa municipality with population around 300,000 have 
presented that 95% of indoor electric fields are found to be below 
3V/m, which is much lower than the maximum ICNIRP safety 
limits (42V/m for 900MHz, 58V/m for 1800MHz, and 61V/m for 
2100MHz). 

When the measurements are repeated in the following year, it 
has been found out that EM radiation levels have considerably 
increased due to new base station installations in specific areas. 
These long duration onsite measurements, which are also 
disclosed in the web, contribute to public information and 
conscious.  
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Abstract — Widespread usage of electrical devices has increased the 

focus on the necessity to assess and regulate electromagnetic radiation 
in especially sensitive areas like hospitals and health clinics. These 
sensitive places are where both patients and also staff are 
uncontrollably exposed to negative effects of electromagnetic 
radiation due to intensive diagnosis and treatment appliances 
operating in clinic environment. In this regard, European countries 
established the standard EU2004/40 to regulate electromagnetic 
environment assessment. This study mainly focuses on 
electromagnetic field assessment by conducting both low and high 
frequency electromagnetic field measurements in a selected hospital 
in Turkey. Then the measurement results will be discussed in the 
scope of EU 2004/40 directive to achieve satisfactory preventive 
measures.  

Keywords- electromagnetic radiation; hospital; risk; analysis 

I. INTRODUCTION 

In order to characterize the electromagnetic fields in 
hospitals, it is necessary to determine the locations and 
specifications of indoor appliances, electrical installations and 
wiring, and also outdoor electromagnetic radiation sources, such 
as base stations, high voltage transmission lines and transformers. 
Hospital areas near corridor intersections, emergency rooms, 
operating rooms, vicinity of MRI appliances, diathermy units are 
hot spots in terms of electromagnetic radiation intensity.  

Due to rapid increase in mobile telecommunication 
adaptation, mobile phone signals in the hospitals create 
interference for biomedical appliances [1, 2]. That is why there 
has been restrictive guidance for GSM frequency electromagnetic 
radiation levels by ICNIRP. In this study, both high and low 
frequency electromagnetic fields are measured in a city hospital, 
where indoor antennas present and 380kV high voltage power 
transmission lines are in the vicinity by 20-30 meters.  

II. MEASUREMENTS AND METHODOLOGY

Due to hospital’s intense working conditions, measurements 
are carried out in different places of the hospital, with high focus 
on patient comfort and hygienic conditions. Wide band high 
frequency measurements are carried out with PMM8053 and 100 
kHz–3 GHz probe; while frequency selective measurements are 
realized with Advantest 9 kHz–3 GHz spectrum analyzer and 
other appropriate antennas. Holaday HI3604 model 30 Hz–2000 
Hz field meter is used in low frequency measurements.  

In Fig. 1, electromagnetic field measurement near the 
diathermy machine in hydrotherapy room is presented. Figure 2 
illustrates magnetic field strength measurements, together with 
extreme values, obtained at 38 different spots in the first 
building. Therefore, these figures not only reveal the 
electromagnetic effect of 380kV power transmission lines which 
are at a distance of 20-30 meters to the hospital buildings, but 
also the EM fields created during medical appliance operations.  

Figure 1.  Hydrotherapy room measurements from 1m distance  

Figure 2.  Electromagnetic field measurements in the hospital building #1  

III. DISCUSSIONS AND CONCLUSION

It has been observed through the analysis of ELF and HF 
electromagnetic field measurements that the results are within the 
ICNIRP limits (for high voltage transmission lines 5000V/m, for 
GSM frequencies 42-61V/m). The 380kV high voltage power 
transmission lines outside the hospital create ELF magnetic field 
whose value is found to be quite larger than 1µT. The 
measurement results due to high voltage power transmission lines 
around the hospital exceed the ICNIRP safety values. For this 
reason, a corridor of 30m on both sides of the transmission line 
should be prevented from human presence for example with 
fences etc. to minimize unintended electromagnetic radiation 
exposure. Additionally, keeping other patients away from the 
diathermy device operating in the hydrotherapy room would be 
useful to minimize unwanted radiation exposure. 
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